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[loueMy OmMBHECy BaXHO BHATE CBOKO MHOPY?

JIyyime HM4Yero He BHATHL, 4YeM BHaAThk MHOIOe
HarloJIOBuHY !
dpunpmx Huume
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Yro BaxHo UT/UB BHaATE O ceTu?

ERlEEIMarE . KaKle IIOPTH Ha KaxgoM 1P

* [loHMMaAaTb, YTO MMEHHO 5TO 3a YCTPOMCTBO
BRGNS E ST E NN DONPHMEeETapHoe obopyOoBaHUE

° YMEeTH OQOUMILTPOBATHL M MCKJIIOUATL OOOpyIOBaHUE
* CxkaHMpoOBaThL 0Oe30IIaCHO IOJid MHOPACTPYKTYPEL
SRS SPOBaTEL [IPOLIECC

* [IOHATL [NEPUMMETP CETU U €TI0 YA3BUMMOCTU
EERIEN U ESSECEeySTO BT TeueHe pabouero nHA
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HyXHO yCTaAaHOBUTE aI'eHT

Y Hac 10 xOMOBIOTEPOB

BoceMb M3 HMX B AD, IOBa OTIOEJILHO

HTeo=To: Tpo. VLAN' &I

Kak HaM MX HaAUTU U yOeIuThbCsd, UTO aIr'eHT IIOCTaBMJICS Ha Bce?

A ecim mx He 10, a 10000072

10.0.0.1 C831sd TenedoHus
10.0.0.2 [MK-001 APM + +
10.0.0.3 P-001 [NpuHTEpP
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MBICJIM IIO BBHISIBJIEGHUI0O XOCTOB

Nmap
Masscan

Crackmapexec

OcranbHble YTUNUTLL.
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Ckpectum NMAP n masscan?

1. CKHHMpyeM Mmasscan B CrMUCOK.

2. Ypansem gybnukatsl IP.
3. 3arpyxaem cnucok 8 NMAP.

4. CkaHUpyeM Mo CrUCKY.

@

4.
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AHanus

IHostnarnE 05 HostScripl 135 135/Script 139 139/Script 443 443/script 445 445/5cript 5060 5060/5crif 5061 5061/
10.3§ w00-0002- Microsoft [{"id a: s 135/tcpwr 135/ 139/tcpwr 139/ A

10.4) - Digi AnywhereUSB network-attached USB hub/HP Laserjet CP1443tcpwrappec 443 MFP Ma25dn&nbsp;&nbsp;&nbsp;1 , "ssl-cert": "Subject: commonN

10. 2§ w00-3700- Microsoft [{"id": "sm 135/msrp¢ 135/ 139/netbi 139/ 4

10.7] - Cisco 2811 router (105 12.X) Sﬂﬁﬂ,’sip—@ism sip Gatewa@o:cisca:ios 5060/{"sip-methods"; "INVT

10.7) w00-1500- Microsoft [{"id": "sm 135/msrpe 135/ 139/netbi 139/ 445/ micra 445/

10.1§ - Linux 2.6.32/Linux 2.6.32 or 3.10/Linux 4.4 443/http/nginx/ 443/{"ssl-cert™ "Subject: commonName=* /organizationName=JSC ) sMame=Mos

10.2) p00-4200- Linux 3.11 - 4.1/Linux 4.4/Linux 3.10 - 3.12 443/http/nginx/ 443/{"ssl-date": "TLS randomness does not represent time", "http-title™: "400 The plain HTTP request was sent t

10.7§ - Digi AnywhereUSB/2 network-attached USB hub/Digi Anywhe 443 /tcpwrappec 443/{"http-server-header": "gSOAP/2.7", "ssl-cert": "Subject: commonName= anizationName=He

10.0§ p00-0000- Linux 3.11-4.1 443/http/nginx/ 443/{"http-title": "400 The plain HTTP request was sent to HTTPS port”, "ssl-cert": "Subject: commonName=P00-

10.1§ - Microsoft [{"id": "sm 135/msrpe 135/ 139/netbi 139/ aaifnttps/f/  aa3f 445/ micro 445,/

10. 7 w00-0000- Microsoft [{"id": "sm 135/msrpc 135/ 139/netbi 139/ 445/ micro 445/

10.7) p00-0000- HP iLO 4 remote management interface A43ftcpwrapped443/{"ssl-cert™: "Subject: commonName=P00-0 . -fuforganizationName=HP\nNot valid before: 201

10.0§ w00-0000- Microsoft [{"id": "sm 135/msrp¢ 135/ 139/netbi 139/ 445/ micra 445/

10.4 - Microsoft [{"id": "sm 135/ msrpe 135/ 139/netbi 139/ 445/ micro 445/

10.2§ - Microsoft [{"id": "sm 135/msrpe 135/ 139/netbi 139/ 445/ micro 445/

10.13 - Cisco 2950, 2960, 3550, 3560, or 3750 switch (105 12.1 - u.z}fCiscn 6509 switch (105 u.z}ft:isca 3550 switch (108 12.2)

10.4 - Linux 3.11 - 4.1/Linux 4.4/0OpenWrt Designated Driver (Linux 4.443/http/nginx/ 443/{"http-title": "Site doesn't have a title (text/html).", "ssl-cert"; "Subject: commonName=H niz -
10.50 - Linksys BE [{"id": "clock-skew", "output": "-65"}] a43fhttps///  443/{"ssl-date": "2023-06-14T10:49:34+00:00; -65 from scanner time.", "ssl-cert": "Subject: commonName=CP-79

10.3}w00-0002- Microsoft [{"id": "sm 135/msrp¢ 135/ 139/netbi 139/ 445/micra 445/ n
10.1} s00-0000-y Microsoft [{"id": "nk135/msrp¢ 135/ 139/netbi 139/ 445/ micro 445/

10.1} w00-3400- Microsoft [{"id"; "sm 135/msrpe 135/ 139/netbi 139/ 445/ micro 445/ n
10.7§ p00-4000- Axceint Uj[{"id": "clock-skew", "output”: 139/netbi 139/ a43/nttps//f 443/{"ssl-1445/route 445/ ™
10.1)s00-0000-< Microsoft [{"id": "sm135/msrp¢ 135/ 139/netbi 139/ 445/micra 445/

10.5) - Teradici 10ZiG V1200 thin client/HP Laserjet CP1515n printer/C 443/tcpwrappec 443/{"ssl-cert™; "Subject: commonNa W) organizationﬂ@wleﬂ-l?ackard L‘c@ valid befors s
10.4 - Microsoft [{"id": “sm 135/msrpe 135/ 139/netbi 139 445/ micro 445/ u
10.0§ p00-0000- Digi AnywhereUSB B¢flb/HP Laserlet CP1443/tcpWyappec 443/{"ssl-date™: "TLS randomness does not represent time", "http-server-header”: "\n Virata-EmWeb/R6_2 1%y n
10.2§ - Cisco IP Phone E switch/Konica Minolta bizhub C253 printer

10,0} w00-0000- Microsoft [{"id": "sm 135/msrp¢ 135 139/netbi 139/ 445/micro 445/ =L -y
10.3} p00-4600- Linux 3.11 - 4.1/ Linux 4.4/Linux 3.10 - 3.12 443/http/nginx/ 443/{"http-title": "Site doesn't have a title (text/html).", "ssl-cert": "Subject: commonName=P g o " N &N
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Port 23

Port 80

Port 443

Port 554

Port 8080

Port 2301 Port 9100

Port 5589

host w1

Hikvision

host #2

Port 23

Port 80

host #3

hiost &1

Port 80

host #5

Port 23

Hikvision

Hikvision

Hikvision

host #7

YcTaHaBnMBaem areHT Uaun

host #8

buneTpyem

host #9

Cisco Systems

Cisco Systems

Cisco Systems

host #10

HP Starage

18%

IP-kamepsl

™
i
|
¢

26%
CeTeBoe Hoeble
obopynoeaHue YCTpOWCTBA

4
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Hawnu, Kyaa noctaBuTb

« OrtdunsrpoBanu, rae areHT ecTb

«  OTdunbTpoBanu, Kyaa areHta nocTaBuThb
HEBO3MOXHO

« Ha ocTtaBLuMecs B CNUCKE XOCTbl €ro NocTaBUM

YcTaHaBAMBAEM areHT uau
dunsTpyem

)
i
&

18% 26%

MpuHTEpSLI IP-kamepsi Cetesoe IP-tenecboHbl  MponpueTtapHoe HoBbie
obopynoBaH4 obopygosaHue YCTPOMCTBA

SELECT * FROM host_scan.table 2023 86 _22 @

LEFT JOIN FLEET22 ON host_scan.table_2823_86_ 22 8.IP = FLL
WHERE FLEET23.primary_ip IS NULL and

port_88_ScriptOutput like "X88X" and

- -NpHHTepE

port_8@_ScriprOutput not like “X¥HPXLaser¥]ETX" and
port_443 SceiptOutput not like "BHPRVirtualk® and
port_443 ScriptOutput not like 'XHewlettX' and
port_443 ScriptOutput not like '"¥laser¥let®' and
port_B88 not like '%Canonk’ and

port_BO not like 'MXeroxX® and

port_B@ not like 'SLexmark%' and

port_B8 not like "MMFP printer%' and

port_B8 not like "SFUIITSUX' and

port_B8 not like '%EPrinter®’ and

port_B88 ScriptOutput not like "ECanon%' and
port_B8_ScriptOutput not like "EXerox%' and
port_B8 ScriptOutput not like "Xlexmark®" and
port_B8 ScriptOutput not like "¥MFP printer®’ and
port_B8 ScriptOutput not like "XKonicak® and
port_B8 ScriptOutput not like "¥EKyoceraX®' and

--IP-Kamepw

port_B8 ScriptOutput not like "¥HikvisionZ' and
port_21 mot like "ECameraX” and

port_443 ScriptOutput mot like "¥YealinkX' and

--CeTesue yCTpolcTEa

port_88 not like "ZHuawel switch®® and
port_443 ScriptOutput not like '¥HuaweiX' and
port_443 pot like "XHuawel switchX¥' and
port_443 not like '¥HP IntegratedX®” and
port_B88 not like "RD-Link%" and

port_88 not like 'XSwitchX" and

port_22 mot like 'SHuawelX" and
port_17988 not like "XileX" and

port_B8@ mot like 'XDell¥’ and

port_B88 not like 'XDD-WRTX" and

==IP Tenedoumua

port_B& not like '%PhomeX®" and

port_B@ not like "XVoIPX' and
port_B@_ScriptOutput not like 'XVoIPX' and

--Oeransuoe

port_B8_ScriptOutput not like "X%APC | Log OnX" and
port_d443 not like '%VMwareX' and

port_25 not like '%ExchangeX' and

port_d43 Scriptlutput not like "XlenovoX” and
port_d43 ScriptOutput not like "2Citrix%" and
port_d43 not like "¥Conmtinent TLS%" and

port_256 not like "MCheck®PointX' and
nnrt A4T Srpintodnd ek Tika "¥HD B1adaSoedtam®’ and




7] koavs
Utoru:

« 3HaeM Kaxabin IP B ceTn n ero nopthl

* ECTb NOHMMaHNe, YTO 3a XOCThbl B CETU

« Cpasy otaensem nponpuetapHoe obopyaoBaHue

* lerko punbTpyem n Uckno4aeM HyxxHoe obopyaosaHue
* [lponsBogumM ckaHnpoBaHue besonacHo

» [lpouecc NONMHOCTLIO aBTOMAaTU3NPOBaH

* lHTEerpmpyemca ¢ niobbiM1 UCTOYHUKaAMU

« CkaHupyem 3a 9 4acoB BCHO CETb

10.0.0.1 C831sd TenedoHus
10.0.0.2 MK-001 APM - - +
10.0.0.3 P-001 MNpuHTEep
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CITIACUBO 3A BHUMAHMUE!

Ky/indkuH ApTém :
+79171110055 .
(@Kulichkin s e aas




