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NMPOBJIEMbI N NMOCJIEOCTBUA

KOMMAHUW INJ10X0 «YTTAKOBAHbDbI C3W»? HET, OEJ1IO HE B STOM!

HEYHTEHHDIE NT-AKTWBDbI OTCYTCTBUE HEOOOLIEHKA YPOBHH4 OOCTVYIHOCTDb
N NMYBITMKALWNA B PEIYI1IAPHOIO AHATINSA KPUTUNYHOCTU HAWNOEHHbIX MHCTPYMEHTOB N INMPOCTOTA
MHOPACTPYKTYPE NT-MHOPACTPYKTYPDbI YA3BMMOCTEW OPIFrAHNSALUNN ATAK
BcTpedatoTed B SO% CkopocTb nameHeHuna U T bonee 30% KpuUTn4eckmx HM3kad CTOMMOCTb U
KOMMaHWKW, 9BNAETCS naHpgwadTa B KOMMNaHMAax YA3BMMOCTEW Noapa3ymMeBatoT pasMeLlleHne MHCTPpYMeHTapud
MCTOYHMKOM bonee 60% aTak. nocturaetT bonee 10% 3a 1 mecsL. Nerkyr MexaHuky peanuaaunmun. B OTKPbITOM OOCTYME.
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KAK Mbl PELLAEM INPOBJIEMDbI
C OPFTAHNSMOM

3abonenu - noem K Bpady

Jlevymm XPOHUNHECKNE 3aboneBaHUA

[lenaem perynapHble 4Yekanbl E = =



KAK HE SABOJIETDH?

NMPOTUBOBUPYCHbIE (MPODUNNTAKTUKA BOJNE3HN)

NMPOTUBOBUPYCHDIE
(MPODPUNAKTUKA BOJNTE3HN)

1. Noem K Bpauy
2. Boiasnaem npuymnHy bonesHu

3. Jlednm m nosbillaem UMMYHUTET

PENTEST
(MPODPUNAKTUKA B3J/TOMA)

1. Moem K npodeccunoHanam
2. BbiaBnaem oTkyga B3fnioManus U npuLLnia ataka

3. 3akpbiBaem bpelub, natymHr INo




R KOA Wb YTPABJIEHUVNE YASBWMOCTAMMU

m A MO>XET MO>XHO ABTOMATU3SNPOBATDb ?

NMnaHupoBaHue PaspaboTka TecToB Pentest OTyéT

— >G>

X Wk

>1.5 mec.

CJTOXHOCTU BLACK BOX CJITOXHOCTUN WHITE BOX

1. CtoumocTb - oT 1,5 MnH pyB6.* 1. CtommocTb - oT 2,5 MnH pyo.
2. Cpokun - oT 1 mecqaua 2. Cpoku - oT 1,5 mecqaLes
3. NepnoamnyHOCTb NpoOBeOEHUA — pa3 B KBapTar 3. NepunoamyHoOCTb NpoBeneHuna — 2 pasa B rof
4. NonCK ya3BMMOCTEN MPOMNCXOOUT 00 NepBOoro «npobuntmsan 4. PeaynbTaTbl ObICTPO yCTapeBaloT, Tak Kak MOCTOAHHO MEHAETCH
MHbpPacTPyKTYpbl NT-naHgwadT -
7l
e
HEJIOBEHECKUUN DAKTOP .
=
PeaynbTaTbl CU/1bHO 3aBUCAT OT Ka4yecTBa NoapaaYmMKa oKasbiBaloLWero yenyry &
=
* BbaHku 1 HKO obs3aHbl npoBoguTh Pentest exxerogHo, cornacHo nonoxeHuto 683-I1 LB P -
LI | [
** [poMbILUNEHHbBIE NPeanpUATUSa U 06 beKTbl KPUTUYECKUI MHPOPMaLMOHHOM MHPPaCTPYKTYpPbl 0bs3aHbl pas B rog NpoBoguTb AyAnTbl = s caletks
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XPOHNWHECKUE SABOJIEBAHUHA

300POBbBE
01 [podurnaKkTnKa 02 KOHTPpOMb COCTOAHUSA

03 BHMMaHWe K gpyrum 3aboneBaHmUam

l

Nb

01 [Tpoueccbl Vb 02 AyOnNT aKTUBOB
03 KomMnnekcHbIM nogxon K 1B




PELLUEHWVE ECTb - Ub OTO INPOLLECC

FOHKA HE BOOPY>XEHWIA, A MO3IOB!

01 AYOUT UT-AKTHUBOB
YyeT akTmBoB / Beb-cepBMCcOoB / KOHDUrypaLumim

O,

RETEST

ABTOMaTM3aLIUFA NMPOBEPOK U 05 @

rnepegaya 3aaud
Hepe3 TUKeT-CMCTteMbl

@ 02 PENTEST
3ameHa goporux Pentest copTom

3AKPbITUE YA3BUMOCTEW N _ ONoOBELLEHWNHA
ABTOMaTuU3aL Mg npouecca 04 @ | @ O? [TOHATHbIE OTYeTbl TOJIbKO
B3aMMOLENCTBUA NogpasneneHnm iy C «peanbHbIMU» YA3BUMOCTAMMU
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A SAYHEM 4HEKAI1?

300POBbE
KoMnexKkcHoe
01 NMOHMMAaHME COCTOAHUYSA 02 AHanmsabl
opraHmnama

03 ((OTKy,ELa MOXKET MNMPpUnIaeTeTbn

Nb

KoMnrexkcHoe

MNonbop aKCNIoOMTOB U
MOHWMMaHWE COCTOAHMUS

cLeHapum obxoaa
3aLLULLEeHHOCTU



KOD. b VULNEFIABILITY AUDITOR ASSET AUDITOR

ke e { 1 HOBbIM Noaxon, 8 ' HOBbIM Moaxon
K VAPABEHMIO VFIBBI/IIVIOCTFIMI/I K YMPABMEHUIO UT-AKTUBAMU

@ AlphaSense 11 InfraRed

CucTtemsbl knacca Vulnerability Management (VM) CucTtembl knacca Asset Management (AM)
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O KOMINAHNAN ALPHA SYSTEMS

10+ 350+ 17 26

OnbIT paboTbl B PeanmnsoBaHO NPOEeKTOB KomMmmMep4YecKmnx [[TMNOTHBLIX NPOEKTOB
KnbepbesornacHocTwW. no Vb BHegpeHun (c nonga 2023r.) 3anyL,eHo
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Ressttaiintat (S el . L ! ] @ Dashboard e wesk +

W""“':'I- ) Dashboard  tastweek v/

TEAR

Vulnerabilities Statisti Action Logs

Low v  Medium High ' Critical

:.)‘ Mick White
o

Your Apps i -1 1 -2 Manually started Scan discovery-msk-01-15
128 @D 56 @D 128 @D 30 &

6 AlphaSense-msk-01-servers F L I ? Hick White

4 Z - 3 Wiew User Logs
i active For 140 days ’ Has deleted Scan discovery-msk-01-14

AlphaSense-msk-02-servers Sak I s y Jason Todd Mederator View Uer Logs
i acthve For 140 days Instances List -
Updated settings in 5¢an discovery-attack-
msk-01-16
! AlphaSense-msk-01-servers . Wim Liar Logs
G} InfraRed-msk-01-servers

is sckhve Tor 140 days

Kventin Roudy

Created new Scan unnamed-msk-15-60. feader Wiew User Logs
Q InfraRed-msk-02-servers
-

i active Far 140 dayy

Scan msk-discovery-01-05

@ AlphaSense-msk-01-servers e : 5 . Has finished with 3 Errors,

5 active for 140 days

Detalls

Scan msk-discovery-01-05
8 AlphaSense-mek-01-servers oy Detalls

Top 5 Scans with High Risk Vulnerabilities Has Finkshad with 3 Errors.

s sctive Tor 140 days

6 AlphaSense-msk-01-servers " ._ Mick white

b sctive For 180 days

Mani |.'1.|:..l started Scan discovery-msk-01-15



CNACmMbBO 3A BHVMMAHUWE!




