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NVD

Konnyectso CVE nepeBannno 3a
250 000 npeHtndmnkatopos (be3
Rejected).

Konnyectso HoBbIX CVE KaXabln
rog CTaBUT peKopabl, B 3TOM

rogy oxugaerca boablue
35 000.



https://nvd.nist.gov/general/nvd-dashboard
https://nvd.nist.gov/vuln/search/statistics?form_type=Basic&results_type=statistics&search_type=all&isCpeNameSearch=false
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NVD

Beknor Ha aHanm3 6onbwe 20000!

(R (3)  https://nvd.nist.gov/general/nvd-dashboard
CVE Status Count

Total 272243
Received 223

Awaiting Analysis 20619
Undergoing Analysis 741

Modified 229241
Rejected 14491

NVD Contains
CVE Vulnerabilities
Checklists

US-CERT Alerts
US-CERT Vuln Notes
OVAL Queries

CPE Names
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1338946
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TpeHaoBble yA3BMMOCTU — 3TO YA3BUMOCTU, KOTOPbIE
aKTMBHO MCMONb3YIOTCA B aTakaX UM C BbICOKOM CTEMEHbIO
BEPOATHOCTU ByaAyT MCMONb30BaTbCA B BAnKaLLee Bpems.
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TpeHgbl VM: TOon yA3BUMOCTEN OKTAGPSA, «meTog Dopaa» n «artaka

YnpaBneHue YA3BUMOCTAMU U Npoyee MneAnucTbl B Tperge VM
PaRne R P tHeTh PR Ha KanobLmKa»

B Tpenge VM: Ton yassumMocTen okTabpa, «metof Qoppa» u «ataka Ha xanobujuka» Bror komnaxuu Positive Technologies, WdbopmauuorHas e

Wccnenosanuna v nporHosbl B IT*, Codt
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B Tpenge VM: ya3BUMOCTH CeHTAOPA

B TpeHge VM: panpxect 3a asrycT ® positive technologies Mpoaykts:  Vccnenosakis  Maprepst  Okomnawid  Texsonorwn  Vksectopam & Poceus

aiiRxecT TPerABsIX ys3BuMacTel. OKTsEps 2024 fona

HanpecT TpeH[oBbIX

B Tpenge VM Uronb 2024: 3 CVE B8 Windows, Artifex Ghostscript, u Acronis Cyber Infrastructure

yAsBymocTen. OKTABpL 2024 roga

NONEMMTLCS &

B TpeHge VM UioHb 2024: 9 CVE B Windows, PHP, Linux, Check Point, VMware vCenter u Veeam

CopepwaHue: B okT96pe Mbl OTHECAN K TPEHAOBLIM YETbIP® YA3BIMOCTI. STO Cambie onackbie
\ TDOCMOTDOE MECa iA3A HEAOCTATKIA, KOTOPbIE 8KTUBHO UCMONB30BANNCH 3N0YMbILLNEHHIKAMU NN MOTYT
A AnNeKea D POE y ua Hasag i . . 3
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Tpw yassumocTy 6einu HallaeHs! 8 npogykTax Microsoft. Mepsas us Hux, CVE-

2024-43573, 3atparusaeT nnatdopmy MSHTML ans o6paboTki 1 oTo6paxeHns
HTML-CTpaHmML U MOXET UCNONb30BaTLCS B GULLINHIOBbIX aTakax. B pesynsrate
3KCMNYaTaLVS YA3BMMOCTI MOXET NPUBECTY K PACKPBITUIO KOKDIASHLNENEHON

B Tpenge VM Mawn 2024: 4 CVE B Fluent Bit, Confluence u Windows S - - fa]
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Report Name: pt_trend cve combined2024 report
Generated: 2024-12-04 18:21:31

Vulristics Vulnerability Scores

Basic Vulnerability Scores

« All vulnerabilities: 70 « All vulnerabilities: 70
« Urgent: 38  Critical: 30
o Critical: 21 » High: 32
. 11 » Medium: 8
. :0 « Low: 0
. 0
Products
Product Name |Prevalence|U|C A Comment
GitLab is a DevOps software package that combines the
GitLab 09 1 1 | ability to develop, secure, and operate software in a single
application
Windows Kernel 0.9 21 3 | Windows Kernel
nftables is a subsystem of the Linux kernel providing
nftables 09 1 1 |filtering and classification of network
packets/datagrams/frames
Junos OS is a FreeBSD-based network operating system
Juniper JunOS 0.8 1 1 |used in Juniper Networks routing, switching and security
devices
Microsoft 0.8 111 2 Microsoft Exchange Server is a mail server and
Exchange | calendaring server developed by Microsoft
PHP is a general-purpose scripting language geared
PHP 08 1 ’ towards web development. It was originally created by
) Danish-Canadian nroarammer Rasmus Lerdorf in 1993



https://avleonov.com/vulristics_reports/pt_trend_cve_combined2024_report_with_comments_ext_img.html
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Vulnerability Types

Vulnerability Type Criticality | U | C A
Remote Code Execution | 1.0 12 21
Authentication Bypass | 0.98 7 8
Code Injection 0.97 1 11 2
Command Injection 0.97 2 2
Security Feature Bypass | 0.9 5 |2 7
Elevation of Privilege 0.85 9 |5 19
Information Disclosure |0.83 1 11 2
Cross Site Scripting 0.8 1 1
Path Traversal 0.7 1
Memory Corruption 0.5 1 1
Spoofing 0.4 5 6
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12. % Remote Code Execution - FortiClientEMS (CVE-2023-48788) - Urgent [916]

Description: A improper neutralization of special elements used in an sql command ('sql injection’) in Fortinet
FortiClientEMS version 7.2.0 through 7.2.2, FortiClientEMS 7.0.1 through 7.0.10 allows attacker to execuie
unauthorized code or commands via specially crafted packets.

Component Value | Weight Comment
L . Exploitation in the wild is mentioned on Vulners (AttackerkKB
Exploited in the Wild 1.0 18 object, cisa_kev object), AttackerkKB, BDU websites
The existence of a publicly available exploit is mentioned on
Vulners:PublicExploit: GitHub:HORIZON3AI.CVE-2023-48788,
Exploit Exists 10 17 Vulners:PublicExploit: MSF:EXPLOIT-WINDOWS-HTTP-
P ' FORTICLIENT EMS _FCTID_SQLI-,
Vulners:PublicExploit: 1337DAY-1D-39585,
Vulners:PublicExploit: PACKETSTORM: 178230 websites
Criticality of Vulnerability Type | 1.0 15 Remote Code Execution
FortiClient EMS provides efficient and effective administration
. - of endpoints running FortiClient (a Fabric Agent that delivers
Vulnerable Product is Common | 0.5 14 protection, compliance, and secure access in a single,
modular lightweight client)
CVSS Base Score 1.0 10 CVSS Base Score is 9.8. According to Vulners data source
EPSS Percentile 1.0 10 EPSS Probability is 0.71085, EPSS Percentile is 0.9816




el MTOTA
Public exploit exists, but exploitation in the wild is NOT detected (16)

% Remote Code Execution (7)
Exploitation in the wild detected (52)

¢ Juniper JunOS (CVE-2024-21591)

Atlassian Confluence (CVE-2024-21683)

Windows Remote Desktop Licensing Service (CVE-2024-38077)
XWiki Platform (CVE-2024-31982)

Microsoft Outlook (CVE-2024-21413)

FortiOS (CVE-2023-42789)

Fluent Bit (CVE-2024-4323)

I,;'-;EI Authentication Bypass (7)

GitLab (CVE-2023-7028)

TeamCity (CVE-2024-27198)

Jenkins (CVE-2024-23897)

Ivanti Connect Secure (CVE-2023-46805, CVE-2024-21893) \iy ] o
Acronis Cyber Infrastructure (CVE-2023-45249) ~ FElevation of Privilege (6)
PAN-OS (CVE-2024-0012)

e Windows Common Log File System Driver (CVE-2023-36424)
% Remote Code Execution (12)  Windows CSC Service (CVE-2024-26229)

PHP (CVE-2024-4577) Other Vulnerabilities (2)
Atlassian Confluence (CVE-2023-22527)

PaperCut NG (CVE-2023-27350) _
Windows MSHTML Platform (CVE-2023-35628) % Remote Code Execution (2)
FortiClientEMS (CVE-2023-48788)

FortiManager (CVE-2024-47575) . P P .
PAN-OS (CVE-S024-3400) VMware vCenter (CVE-2024-37079, CVE-2024-37080)  ®
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VMware vCenter (CVE-2024-38812)

nobasaeHa B CNUCOK TpeHaoBbix 20 ceHTAbPA,

yepes 3 gHA nocne noAaBaeHna bronneTeHs
6e3onacHOCTK BEeHAOpPA

NPU3HAKWU 3KCNAyaTauum nosBUINCL TONIbKO Yepes
2 mecAaua, 18 HoAbpA
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e Barracuda Email Security Gateway (CVE-2023-2868)
e MOVEit Transfer (CVE-2023-34362)

e papercut (CVE-2023-27350)

e SugarCRM (CVE-2023-22952)




Bce 3T yA3BMMOCTU B 3anagHbiX KOMMEPYECKMX
NPOAYKTaX U Open source NpoeKTax.
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32 TpeHAoBbIX ya3BumocTen B npoayktax Microsoft (45 %)

* W3 Hux 15 yazBmmocTten nosbiWeHNA NPpUBUNETUN B
aape Windows 1 cTaHAAPTHbIX KOMMNOHEHTaX

* W3 HUX 1 yA3BMMOCTb BbINO/IHEHMA NPONU3BO/ILHOIO
Koaa Windows B Remote Desktop Licensing Service
(CVE-2024-38077)
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2 TpeHA0BblE YA3BUMOCTM KAaCatoTCA NOBbILLIEHUSA
npusmuaernn B Linux:

.1 4% Linux/
3

 nftables (CVE-2024-1086)

* needrestart (CVE-2024-48990)
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19 moryT ncnonb3oBaTbCA B PULLMHIOBbIX aTaKaxX

28 windows & &

Outlook Exchange

N

roundcube

13 cTaBAT NopA, yrpo3y ceTeByto 6e30MacHOCTb OpraHn3auum n MoryT .
ABNATLCA TOYKAaMU MPOHUKHOBEHUA 3/10YMbILWII€EHHUKOB p—

2 paloalte Fz=ATINET JYM
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7 NO3BONAIOT 3/10YMbILLIEHHUKAM CKOMMPOMETMPOBATb BUPTYANbHYIO

MHPPACTPYKTYPY M B63Kanbl opraHMU3aLmnm

&7 CHECK POINT’

7 ivanti ZYXEL

NETWORKS
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5 NO3BOJIAIOT 3/10YMbILINEHHNUKaM cCKomnpomeTnposatsb [10, | php

pa3pabaTtbiBaemoe B KOMMNAHUMU

& GitLab B TeamCity ‘ Jenkins Y fluentbit

3 MOTYT MCNO/Ib30BaTbCS B aTaKaxX Ha MHCTPYMEHTbI COBMECTHOM paboTbl

& Confluence XWIKI

2 B nnarnHax CMS WordPress

LITE§PEED CAC - [@ The Events Calendar




Elevation of Privilege =
Windows Kernel (8

(CVE-2024-30088), public exploit

Mown Ton Hanbonee TMNUYHbIX

Spoofmg Wmdows MSHTML Platform
(CVE -2024- 38112)

-
EoP / LPE

Linux Kernel g

CVE-2024-1086 e, 7
Exploited in the W|Id CISA KEV
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XZ Utils n npuHyunuanbHas

____yassuMmocTtb Open Source .~ r
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* OT Microsoft oxXuaaem npMmepHO CTO/IbKO Xe

 [lo3anagHbim ceTeBblM YCTPOUCTBAM OXKUAAEM
CHUXeHUA, T.K. UMNopTO3ameLlleHne NAET U UX BANAHNE
Ha oTeyecTBeHHbIN IT-naHaWadT CHUXKaAETCS

* Onpaem nosiBneHme TPeHAO0BbIX YA3BMMOCTEN B
oteyectBeHHOM [10, T.K. ero 4onA pacTeT n ecTb
MHOTO4YUCNIeHHble aKTOPbl 3aUHTepecoBaHHblIe B UX
pecepye n akcnayatauunu.
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