«CoTpyAHUKMU VS Mepbl
6e30MNacHOCTU: KaK AOCTUYDb
B3aMMOMNOHMUMAHUS»

Hukonam CyxoTepuH

CTaplwuni cneumanmncT no BHegpeHuto Staffcop



O Ko M n a H M M EOMHaAga KOHCOMb M MHOFOMepHaa apXUTeKTypa OaHHbIX
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KITMKOB
: ] 10+ neT pa3paboTKu C) 200 KOHpepeHLUNI, B KOTOPbIX
o NPUNOYKEHMM KOHTPONS — Mbl NPUHANM y4acTMe 3a 3 roga
COTPYOHUKOB
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Ctpaxu pyKoBopuTteneu:
OCHOBHbIe onaceHus, CBsi3aHHbIe C YTeUKaMM B aHHbIX, Kubeparakamm.

®urHaHcoBbIe NOTEPU HapylweHune HenpepbiBHOCTM BM3Heca

KomnpomeTtauua MHTeNNeKTyaibHOMN

PenyTauMoHHbIE PUCKU
cobcTBEeHHOCTU

FOpungmyeckasa oTBETCTBEHHOCTb U Yrposa BHyTpeHHeit 6e3onacHocTu

PEerynsTopHble CaHKLUK

MoTeps AoBepMA KANEHTOB U NAPTHEPOB



MoueMy COTPYAHUKU CONPOTUBNAIOTCA HOBbIM MepaM 6e3onacHocTu
M KaK NPaBUJIbHO J,O0HECTU 4,0 HUX BAXXHOCTb 3TUX Mep

HepoctaTok ocBeOMNEHHOCTU U Heposepue K adpPpekTUBHOCTN Mep
MOHMMaHUA

MoTepAa AMYHOro KomdopTa
CTpax nepes UsMeHeHUAMHU

[lononHuTenbHaa paboyas Harpyska ECTb UTO CKpbIBaTb



KaK npaBuabHO AOHECTU A0 COTPYAHMKOB BaXXHOCTb HOBbIX Mep 6e3onacHoOCTU

O6yuyeHne n tHbopMUpoBaHME

Moanep»Ka pykoBoacTBa

YyeT MHeHunA COTPYOAHUKOB

[MpO3pPayYHOCTb U YECTHOCTb

[NpuU3HaHWe 1 nooLpeHune

[NocTeneHHOe BHeapeHMe

JoHecTn A0 COTPYAHMKA NINYHYIO BbIFrO4Y
BHegpeHuAa npoueccos MNb



CoBpeMeHHble

APXUTEKTYPHbDbIC PpeLlueHNdA

* EnmHaa Beb6-KOHCOMb

* 100 MK <=>6 CPU, 32 RAM
1000 MK <=>12 CPU, 96 RAM

* [1na paboTbl 4OCTAaTOYHO OAHOIO
BUPTYaNbHOIo cepBepa

* AreHT gna Windows, Linux, macOS

* MMHUMarlbHblE Tpe6OBaHl/I$:I
K>XXernely

* IMnopToHe3aBucmnmoe O
* MacwTabunpyemMasa apxmTeKTypa

* OLAP TexHONnorma xpaHeHu1sa gaHHbIX

TEPMUHAJIbHbIV

v C
MNOYTOBbIN
CEPBEP

EPBEP
>

£

CEPBEP
STAFFCOP

JIOKAJIbHAS CETb

NMAHEb
AOMUHUCTPATOPA




Ncnonb30oBaHUe oTeueCcTBeHHOro
n Hes3asucumoro INo

TexHonormm cepBepa: OS paboumx MNK 1 APM:

ASTRA LINUX

ClickHouse PostgreSQL

m KOMMOHEeHTbI, He TpebytoLline
mm NNLUEH3UNPOBAHUA U MOKYMKM




MHTerpauunm c opyruMm cuctemamm

Jasee mm CoBMecTUMOCTb ¢ BaseAlt,
7 NSl Astralinux, RedOS, Rosa, OcHOBa

-
ASTRA LINUX®

B
O ROSA  ©cHOBA

HacTtponka n nepenava
OaHHbIX Yepe3 Syslog

* syslog-ng

[Nepenava OaHHbIX

S' E M Bsanmopoencreme f‘}
c SIEM cnuctemamm A Yepe3 RestAPI



OCHOBHbIE
PYHKLUUN




Pewaemble 3apa4m

Y 990 0

« PaHHee obHapy»XeHue « OLeHKa NPOAYKTUBHOCTU * YpaneHHoe
yrpos b COTPYOHMKOB agMUHUCTPUPOBaHME
« PaccnegoBaHue * MOHUTOPUHI BU3HecC- * IHBeHTapu3auma
MHLUMOEHTOB MpPOLLeCccoB KOMMbIOTEPOB
« AHanmM3 noBegeHUs * YyeT paboyero BpemMeHu * NlHOoeKkcupoBaHue

Mnonb3oBaTenen damnos Ha MK



PaccnepnoBaHue
unHumnaeHtos Ub

01

02

03

04

Cuctema
OMNOBELLLEHUMN

Mbkasa cucrtema
HACTPOMKN hNIbTPOB

[padbl
B3aMMoOCBSA3en

MeTkn gnsa annos

05

06

07

N3meHeHne KoHturypaumm
KOHTPOA NPU HACTYNIeHUN
onpenenéHHoro cobbiTns

3awmTa oT MaccoBoro
KONMPOBaHMS

HenpoHHaa ceTb
pacno3HaBaHUs N30bparkeHnn




OYHKUMOHANbHOCTb

‘{OI-ITDOJ'IJJ BCeX KaHanoB U cobbITUK

Moaynb 6nok1poBok NlokanbHas 3awuTa KoHToons Wi-Fi ceTeil
A0 daiinos u BKC areHTa  VHBeHTapusauus P .
.

CHUMKM 1 3anucb ¢ Beb-Kamep KoHTponb pabouero ctona

® -

[MepexBat coobweHunin
B MecCeHaxepax

MOHWUTOPUHI NOCELLEHHbIX CanNTOB
M CoUMaANbHbIX CETEn

YnaneHHoe nogknyeHue

KoHTponb e-mail nepenuncku
L

KOHTPOIb CbeMHbIX HOCUTENEN KoHTponb neyatun

3anucb ayamo ¢ MUKpothoHa KoHTponb MOHUTOPUHI goCTyna
M KONOHOK KoHTponb BBOOA NONb30BATENbCKOW K harnam
¢ NaHHbIX aKTUBHOCTM *




AHaINnTNYeCKe BO3MOXXHOCTHU

CobcTBEHHUKaM b cneymanmctam

IT cneumanmncrTam CoTpygHukamMm HR
bun3Heca
APXMB OaHHbIX 0= KOHCTPYKTOP
MHOIOMEPHbIX OTYETOB
MowncK No croBaMm U @ MHo)ecTBO rpados
PErynsapHbIM BblpPaXKeHUAM N AnarpaMm
\/_

v — CUHXPOHWM3aUMAa gaHHbIX ¢ AD y Speech to Text
v — —



CobCcTBEHHUKaM

YyeT paboyero speMeHm e
N ero oLeHKa
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Ecnun y Bac y)Xe ectb DLP pewieHus

@ SlenoHMpoBaHHaga 3aLlMTa @ Ha ooHowm rpynne pucka DLP, Ha
apyromn - Staffcop

@ DLP Ha wnto3e, Staffcop Ha end @ OnTUMn3npymnTe 6roaXKeT 3anTbl NB
point

@ ObecneyrM 3aLUmMTy BaLLMX
dunnmnanos



NMpeunmyLiectBa Staffcop Enterprise

. KpoccnnatdopMeHHbIn D BbICTPbIN 1 NEerkmnn

[MpocTo n aoctynHoe MMMOpPTOHE3aBUCKMbIN
NULEH3pOoBaHMe P

noanep>XKa N 3aKpenfieHHblI MeHeoKep

@ KauyecTBeHHada TexHuuyecKad O HOMBAAYaNbHbIA NOOXOA
P 2t

PaclumMpeHHbI MUMIOT C @ JocTyn K perynapHbiM

MNONMTHOLUEHHbIM PYHKLIMOHATOM OOHOBNEHUNAM



Cnacubo 3a BHUMaHue!

Hukonan CyxoTepuH
CTapluin cneumanncT otTaena BHeapeHus

TG: @nikolasfromstaffcop

staffcop staffcop.ru telegram


mailto:n.suhoterin@staffcop.ru
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