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. DIGiTAL
APPSEC PIPELINE: DESIGN

KAK MOCTPOUTb LIEHTPAJIMU3SOBAHHbIA BE3OMNACHbIA NMPOLIECC
PASPABOTKU U UHTETPUPOBATDb NPOBEPKW B PBINO

M/1AH BEBMHAPA

NOroBoPUM:

* Touka oTnpaB/ieHnd

* Bbi3oB nepepg Hamu

* Kak 6b1/10 U3Ha4vanbHO

* Y10 XOTENM NONYy4UnTb
 Kak Mbl 3TO peanm3oBanu

* Y10 nnaHupyem pganblue



HALLUN KOMIMETEHLUUUA
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KOMIMJIEKCHbIN NOoAXoA K 3ALLUTE

Mkl npegnaraem NOSHbIN LMKA YCyr MHPOPMaLUNOHHON 6€30NaCcHOCTU:
OT ayamTa NHpacTpyKTypbl 1 aTTectaummn MHPOPMALMOHHBIX CUCTEM
[0 pa3paboTKM N BHEAPEHUA COOCTBEHHbIX PELUEHWIA.

JIMUEH3WPOBAHME U CEPTUDPUKALINA

Hawa komaHga o6/1agaet nonHbiM HabopoMm nuueHsnin ®CTIK Poccum
n ®CBb Poccun, uto no3BoOASET NerasibHO 1N 6€3 OrpaHUYeHU BbIMOIHATb
MPOEKTLI NOB0N CMOXHOCTM B cdhepe MHpOopMaLMOHHOKN 6€30NacHOCTH

CNEUMATIU3ALINA HA NMPOEKTAX
B KPYTIHbIX KOPNMOPALINAX

MbI ycrnewHo peannsoBann NPoeKTbl A1 FOCYyAapCTBEHHbIX CTPYKTYP
N BeOyLNX KOMMEPYECKMX KOMMaHW, MOHUMas X cTporve TpeboBaHuS
N KOpropaTMBHble CTaHaapTbl 6€30MacHOCTH

FNMYBOKUE 3HAHUSA CMEXHbIX OBJIACTEN

Halua skcnepTtursa BbIxoauT 3a pamku Ub: Mbl koopanHupyem paboTty ¢
noapsagYnKkaMmu, KOHCY/IbTUPYEM MO UHTErpaummn peLleHuin 1 ynpasnsaem
npoueccamm Knéepbe3onacHOCTN Ha BCEX 3Tanax



CNMEUMNAJIbHOE NMPEANOXEHWUE
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KOHCYJIbTALUMNOHHDIE YC/IYTU
LLEHTPA UHOOPMALIMOHHOM
BE3OMACHOCTHU

ns zanpoca nuwmnte Ha info@digdes.com
¢ remou nucbma «CrieymnasibHoe rnpeasoxXxeHne BeOMHapa»



mailto:info@digdes.com

O N'PYIMME KOMIMAHWUA DIGITAL DESIGN
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Bxoant B Ton-20 KpynHenwmnx paspadboTunkoB
1O B Poccum

YCIELUHbIX NMPOEKTOB NET HA PbIHKE

350+ 550+

KJIMEHTOB B 30+ CTPAHAX CrNEUMANNCTOB
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paspabaTbiBaeT M BHeApPsieT CUCTEMbl aBTOMaTM3aLmMK BU3HecC-
NpPOLLEeCcCOoB, 3M1IeKTPOHHOI0 AOKYMEHTOO60POTa, MH(POPMALIMOHHOW
6e30MnacHOCTK, a TakXe NopTasibHble peLlleHns N MOOUbHbIE
NPUIOXEHUS.

docsvision

CTOSI/1 Yy NICTOKOB aBTOMaTM3aLnn AOKYMEHTOOO0pOTa B Hallel
CTpaHe 1 cenyac ABAAETCS O4HUM U3 IMAEPOB PbIHKA
C3O/ECM/BPM. Mnatdopma Docsvision, paspaboTaHHas
KOMMaHwnelr gns aBTomMmaTm3aunun yrnpaBneHns AoKyMeHTamu m
Ou3Hec-npoueccaMmu, BHegpeHa 6onee 4yeM B TbiCaye opraHn3sauui
Poccun n ctpaH 6nmxHero 3apybexbss. [Nnatdhopmy BHeQPSOT
6onee 100 poCCUNCKNX M 3apyBeXHbIX MapTHEPOB.



BHYTPEHHSISI CTPYKTYPA DIGITAL

10+

HecaTkm NpoayKToB 3aKa3HoM

G PASPABOTYMKOB pa3paGoTKM
YTO Y HAC ECTDb?

CTPYKTYPHbIX EANHANL]
B KOMIMNAHUU




HALWI UT-NAHAOLWADT DIGITAL

DESIGN

NMPOLIECCDbI

Y kaxpoi bJ1 cBoi He3aBUCUMBbI
npouecc cBou noaxoAabl
K pa3paboTKe, BEPCMOHMPOBAHUIO,
cbopke, oennog, nepegayn
ANCTPMOYTMBOB U T.4.
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NMPOLIECCDbI

Y kaxpoi bJ1 cBoi He3aBUCUMBbI
npouecc cBou noaxoAabl
K pa3paboTKe, BEPCMOHMPOBAHUIO,
cbopke, oennog, nepegayn
ANCTPMOYTMBOB U T.4.
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TEXHOJIOI'nA

Y kaxpgou bJ1 cBow
He3aBUCUMbIE TEXHONOM M,
Gitlab x2, Jenkins, TeamCity, Nexus,
Harbor, Tekton, Azure DevOps (TFS)
nT.Aa.
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NMPOLIECCDbI

Y kaxpoi bJ1 cBoi He3aBUCUMBbI
npouecc cBou noaxoAabl
K pa3paboTKe, BEPCMOHMPOBAHUIO,
cbopke, oennog, nepegayn
ANCTPMOYTMBOB U T.4.
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TEXHOJIOI'nA

Y kaxpgou bJ1 cBow
He3aBUCUMbIE TEXHONOM M,
Gitlab x2, Jenkins, TeamCity, Nexus,
Harbor, Tekton, Azure DevOps (TFS)
nT.Aa.

all

YPOBEHb 3PEJIOCTU

Y Kaxabli KOMaHAabl
n bJ1 cBOI ypOBEHbL 3PENOCTU
YacTb pa3paboTymnKoB CMeLLlaHa Mexay
BJ1 n komaHgamu
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. % Defect injection

B ° Defect found

. % Cost to repair defects

Percentage
of defects
introduced

FOCT P 56939-2024

Ceptudukaumna no PBINO

J

Coding Unit Test Functional System Release
Test Test

*Jones, Capers. Applied Software Measurement: Global Analysis of Productivity and Quality




KAK BHEOAPWUTb SSDLC?

G§ 300MAPK TEXHO/IOMUIA:

 CBOM Npouecchl pa3paboTku

CBou cuctemsbl CI/CD

« CBOU CUCTEMbI KOMMYHMKaLNN

« CBOM NpoLUECChI MOCTAHOBKU 3aa4auu

« CBOM METOAbI N NPOLIECCHI Nepeaayn
ancTpubyTnBoB

e UNT.A.

Ho gpenaTtb Hapgo...

DIGiTAL
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y DIGiTAL
U3HAYAJIbHbBIVN NMPOLIECC APPSEC-PIPELINE DESIGN
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w
3anpoc ot bJ/1/KomaHapbl
pa3paboTKn Ha

CKaHupoBaHue
Nnun pyyHas npoBepka

s e e e ———
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U3HAYAJIbHbBIVN NMPOLIECC APPSEC-PIPELINE DESIGN

[ ]

w
3anpoc ot bJ/1/KomaHapbl
pa3paboTKnM Ha

CKaHupoBaHue
Nnun pyyHas npoBepka

NoarotoBKa CKPUNTOB U
Habopa NMHCTPYMEHTOB
ANSA aHann3a B paMKax
Tex npouecca bJl

Bash/Python/Etc
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U3HAYAJIbHbBIVN NMPOLIECC APPSEC-PIPELINE DESIGN

S d 4
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—
3anpoc ot bJ/1/KomaHapbl PyuHoe nnu
pa3paboTKn Ha nonyaBTOMaTMyecKoe
CKaHMpoBaHue CKaHMpoBaHue

Nnu py4Has npoBepka pPENO3NTOpnEB

VM Runner

3AMNPOC HA CKAH noAroTOBKA K CKAHY PEATTIM3ALINA CKAHOB — -

NoarotoBKa CKPUNTOB U
Habopa NMHCTPYMEHTOB
ANSA aHann3a B paMKax
Tex npouecca bJl

Bash/Python/Etc
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—
3anpoc ot bJ/1/KomaHapbl PyuHoe nnu
pa3paboTKn Ha nonyaBTOMaTMyecKoe
CKaHMpoBaHue CKaHMpoBaHue

Nnu py4Has npoBepka pPENO3NTOpnEB

VM Runner

3AMNPOC HA CKAH NOAroTOBKA K CKAHY PEATTIM3ALINA CKAHOB 3AIrPY3KA PE3YJIbTATOB -

|_|O,EI,I'OTOBKa CKPUNTOB U 3arpy3Ka oTyeToB
Ha6opa MHCTPYMEHTOB B DefectDojo

ONA aHa/lim3a B paMKaX

Tex npouecca b/l Bash/Python/Etc

Bash/Python/Etc
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w
3anpoc ot bJ/1/KomaHapbl Py4dHoe nnu PedakTtopuHr
pa3paboTkn Ha noslyaBToMaTnyeckoe N TPUAX YA3BUMOCTEWN
CKaHunpoBaHue CKaHupoBaHune O6paboTka oT4eTOB
Nnn pyyHasa npoBepka penosnTopuen Hoctyn

VM Runner Ana pa3padoTyYMKOB

3AMNPOC HA CKAH NOAroTOBKA K CKAHY PEATTIM3ALINA CKAHOB 3AIrPY3KA PE3YJIbTATOB | AHAJIN3 PE3YJIbTATOB

|_|O,EI,I'OTOBKa CKPUNTOB U 3arpy3Ka oTyeToB
Ha6opa MHCTPYMEHTOB B DefectDojo

ONA aHa/lim3a B paMKaX

Tex npouecca b/l Bash/Python/Etc

Bash/Python/Etc
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NMPOBJIEMDbI DESIGN

OCHOBHDIE NMPOBJIEMbI TEKYLLEIO NPOLIECCA

OTcyTcTBME NOHMMaHNA Tex cTeka, npouecca n Toro 4To npomcxoaut B kaxgon bJ1 n uto genatb NB?
Kak co BceM aTum pabotatb?

Kak Bce 3TO nogaepxuBatb?

DefectDojo....

u —

MHBeHTapusauua @ LleHTpanusauua MopgroroBka

OT1cyTCcTBME NOHUMaHUS CyLL. 3o00napkK CEPBUCOB N TEXHONOINM 6€3 CBA3N AdnutenbHaa noarotoBka K CKaHUPOBaHUIO
penosntopues 1 NpoekTos B BJ1 mexay BJ1 n(nnun) mexay komaHgamu MNogknyeHne 3aHMMaeT MHOIO BPEMEHM

Pa6oTta c pesynbtatamu MeTpuku n npoueccsoli

CnoxHaga paboTta C Tpraxem ysa3BUMOCTEN CNOXHOCTb B OTC/IEXUBAHUN METPUK \
n nx o6paboTKomn, aeaybnmkaums, npuoputeToB \ 3agad No ysa3BMMOCTAMM
NCKMIOYEHUS. ..

> U Tak panee..




Generate Product Report

DEFECTDOJO

CVSSv3 score Severity Steps to Reproduce

Nothing s «
False Positive Duplicate Duplicate Finding Out Of Scope Risk Accepted Under Review Last Status Update
Unk » Unk ~

Review Requested By Under Defect Review Defect Review Requested By Mitigated Date Mitigated By Last Reviewed By

MHTEP®ENC MNMEPEYCJ/IOXHEH

Unknow ~

Source File Path

Line Numbe Source Fie Pal Source Fib F prete: Payload Hash Code
File path contains Component version Static finding (SAST) Dynamic finding (DAST) Created
File path ta omponent naj mponent ve Nothing s ~ Unknow v Unknown ~

Scanner confidence Vulnerability 1D from tool SAST Source Object SAST Sink Object SAST Source Line number

* OTcyTCcTBME NOHATHOM KOHUrypaumu

nenyGnukaummn ——— rtsarminenn T e remrariet Tt et
* Beb uHTEpdenc cnKOM NepeycoXHeH oaea-] -]
s::::i;wselv,
¥ O6yanb pa3p860Tt-IVIKOB I'IpOLl,eccy paGOTbI — ' Vulnerability Id Date $ Reporter Status Service :‘:;:?aﬂon
C B e 6' M H Te p q) e 171 C O M on . :tfaza‘!;ea ssr:ig:ged (2 CVE-2004-2761 May 11,2023 ::;r,r::‘)User Active, Verified
3
© KO HTpOﬂMpOBaTb VI HaCTpaMBaTb ﬂOCTyn bl - mlc:l!eCannol May 11, 2023 Admin User Nessus Active, Verified
R tog-oroun] (admin) Scan
« Kak o6pabaTbiBaTb 1 KOHTPO/IMPOBATh — - B s
VI C rl pa Bn e H VI ﬂ/M C Kn I'O LI e H VI ﬂ yﬂ 3 B M M OCTe VI? “"’;:;":P“’"“ - } Cipher Suites (4 CVE-2013-2566 May 11, 2023 Admin User Nessus Active, Verified

Unaccept ad (Bar (admin) Scan
LY tag-group]

Notes

x | tag-group-charlie | x m
» | tag-group-delta




DEFECTDOJO

q. NMNOCTOAHHDbIE NMAAEHNSA

* [loCTOAHHbIE NageHUsA

* 3arpys3ka BeO Flinging moxeT gocturaTtb A OEFECTOOU0O
00 5-10 MuHyT

* [Jlepybnukaumna kpawmnt cepsep n b WE"

...this was unexpected.
* CnoxHasa nHterpaums c JIRA

e 3aTpaTeH no pecypcam

* YcrapeBlwune openMBOPKHU | »

Celery does not appear to be up and running. Please ensure celery is running.




33
54
35
36
37
38
39

40
41

42
43

$ python3 /opt/false-exclusions.py

Updating 11 findings as closed due to exclusions...
successfully.
successfully.
successfully.
successfully.
successfully.
successfully.
successfully.
successfully.
successfully.
successfully.
successfully.

[0K]
[0K]
[0K]
[0K]
[0K]
[0K]
[0K]
[0K]
[0K]
[0K]

[OK]
Uploading artifacts
Uploading artifacts...

Finding
Finding
Finding
Finding
Finding
Finding
Finding
Finding
Finding
Finding
Finding

210911
210921
210933
210459
210943
210949
210962
210974
217020
217026
217034

request.json: found

updated
updated
updated
updated
updated
updated
updated
updated
updated
updated
updated

for successful job

1 matching artifact files and directories

Traceback (most recent call last):
File "/opt/cib-engagement-creator.py", line 111, in <module>

DD_PRODUCT_TYPE_ID = get_product_type_id(os.environ["DD_PROJECT_TYPE"], headers)
File "/opt/cib-engagement-creator.py", line 59, in get_product_type_id

response.raise_for_status()

File "/usr/local/lib/python3.13/site-packages/requests/models.py", line 1826, in raise_for_st

atus

raise HTTPError(http_error_msg, response=self)

requests.exceptions.HTTPError: 502 Server Error: Bad Gateway for url:

des.com:8080/api/v2/product_types/?name=

Cleaning up project directory and file based variables
ERROR: Job failed: command terminated with exit code 1




YTO XOTE/I MNONTYUYUTb? DIGiTAL

DESIGN

LleHTpanusaumio cuctem KpaTko:
M NPOLIECCOB, MOHATHYIO
AokyMmeHTtauuio no PBINO 1) Ayaut cyul. npoueccos:
* T[lacnopt NO un NMacnoprT Npoueccos (todo ->
YAML)

EavHbiin AppSec-Pipeline. UHon ASOC? *  TowATHas BuKkn Mo npoueccam PBMO

EavHbIn npouecc paboTbl

c SAST/DAST/SG/etc 2) lNepeBoa BCEX PENO3UTOPUEB M MPOLIECCOB B

eanHoe mecTo (Gitlab/GitLab CI/CD/Nexus/Build
Cluster/Etc)

Bo3MoOXHOCTb paboThbl
C UCK/TIOMEHNSAMU
M npuopuTeTamm

3) MocTtpoeHune eanHoro Appsec-Pipeline

* [logkntoyeHme HOBbIX CKaHEPOB / HOBbIX
KOHMUIOB HE LO/MKHO BAUATL HA pa3paboTKy n
MewaTb UM

*  KoHourypaumna nepemeHHbix Ha bJ1/Penosuntopuin/

*  KWcnonb3oBatb MO MAaKCMMyMYy BO3MOXHOCTb
AEeBENONOLEHTPUYHOIro NoagXoaa M BOSMOXHOCTH
Gitlab

BO3MOXHOCTb OTCNIeXUBaThb MEeTPUKHn, 3agayum

M Nnpoueccbl UCrpaBeHnUNn




EOVNHBIN APPSEC-PIPELINE

YTO0 nony4unnoceb:

Appsec-tools (3akpbITbii1 A4NA OCTaNbHbIX):
* Hawwu ckaHepbl ¢ gopaboTKaMn yrnakoBaHHbIMU B
KOHTENHEPDI

*  CkpunTtbl Anga paboTbl WM aBTOMaTU3aLUiA

Exclude-appsec-pipeline (O6wepocTynHbIN):

*  EpmnHoe mecto gna pobaBneHus
ncknoYeHnin\koHhurypaummn nog bJ1 un
penosuntopumn gns ASOC

* Anpysbl oT Ib uepes MR

Appsec-pipeline (O6wwenocTynHbIN):
* UeHTtpanusoBaHHbIn Cl ¢ npoBepkamn n SecGate
ANa BCcex penosutopueB U BJ1 ¢ BO3MOXHOCTbLIO

KOHMMIypaLUnmn nog KOHKPETHbIE NMPOEKTbI

DIGiTAL
DESIGN

Subgroups and projects Shared projects Inactive

OR%
appsec-pipeline-tools
Exclude-appsec-pipeline

appsec-pipeline

AppSec-pipeline

MopaknioueHune appsec-pipeline B npoekT

[obasbTe faHHbIA Kof B .gitlab-ci.yml:

stages:
- trigger-appsec

include:
- project: '$APPSEC_PROJECT'
ref: '$APPSEC_BRANCH'
file: 'appsec-pipeline-job.yml'




DIGiTAL

EAVNHDBIVN APPSEC-PIPELINE DESIGN

Penosutopuii appsec-pipeline appsec-cluster

BeinonHexnne
’q\ > « @ include: 3afia4 naiinnaita
-/ &/
() 6
—/

PenoauTopuii npoekTa

sy }
wngget
Kubernetes
Paspa6oTumk
MapannensHanA pa6oTa nainnaiHoe dependency-track
| cbopka |>- ------------------- @ ---------------------- -+ create-engagement F - 0O
=TT - 0O
CycloneDX g
| TecTupoBaHue | ot < -Otyet ua DT @)
| sast [
asBépTblBaHWe |<7
| P P | dast } 3arpyaka oT4éToB
8
Ja Mony4exne obero oT4éta
| € UCKNIOYEHNAMMI
__1 export-report B 9
Repository-pipeline Y
. . Appsec-pipeline @
OcTtaHoska na“']”a"Ha c MpoBepka yncna yAsBMMOCTER
owmnbKon >

f11 )
T (‘@ Mony4eHwe NCKNIOYeHUA
HeT ASOC

[JonycTumoe Kon-Bo YA3BUMOCTEN

peno3uTopui
exclude-appsec-pipeline




EOUHBIN APPSEC-PIPELINE

create-engagement —— sast —— dast —— export-report

create-engagement sast-trigger dast-trigger export-report

A A
R/ s

Trigger job Trigger job

(1) (2) )

A
L=

DIGITAL
DESIGN

Downstream

dast-trigger
#368265

 Child

sast-trigger
#368264

 Child

sast-trigger
#368264
1) Create-engagement D
* [logrotoBKa n NpMMeEHEHMEe HAaCTPOEK

. NonyyeHne nHpopmaLmm No NPOEKTy
2) SAST n DAST — AHann3a ckaHepamMmn ncx. koga\obpasoB\CTEHAOB
2.1) Send-report — 3arpy3ka ot4yetoB B ASOC

3) Export-Report — BeiBOA MH(hopmaumm no ysa3sumocTtam B Pipeline
n aptedakTbl

bearer

cdxgen

checkov

clone-repo

gitleaks

kics

semgrep

trivy

trufflehog

—— send-report

bearer-report
cdxgen-report
checkov-report
gitleaks-report
kics-report
semgrep-report
trivy-report

trufflehog-report

(2.1)




EAVHbIA APPSEC-PIPELINE DIGiTAL

APPSEC-PIPELINE
> configuration
> dast
~ sast
beareryml
cdxgen.yml
checkov.yml
codeqgl.yml
gitleaks.yml
gosec.yml
kics.yml
kingfisher.yml
megalinteryml
mobsf.yml
opengrep.yml
osv-scanner.yml
sast.yml.j2
semgrep.yml
trivy.ymi
trufflehog.yml
> scripts
.gitlab-ci.yml
appsec-pipeline-dev-job.ymil
appsec-pipeline-job.yml
dev-appsec-triggerymi
generate-pipeline.sh
README.md

DESIGN

create-engagement:

3)

rules:
- if: SUPSTREAM_BRANCH =~ f"(dev|test|prod|master|main)$/
when: always
'SUPSTREAM_BRANCH =~ f*(develop|release-[* ]1+)%/ && SUPSTREAM_PROJECT_ROOT_NAMESPACE == "devsecops"
when: always

'SUPSTREAM_BRANCH =~ j*(develop|dev-[* ]+Irelease-[* ]+)%/ && $UPSTREAM_PROJECT_ROOT_NAMESPACE == "areopad"'
when: always

if [[ -m "${APPSEC_ANALYZERS_SAST}" ]]; then
echo Variable APPSEC_ANALYZERS_SAST found, generating sast pipeline with SCANNErs...
jinja2 sast/sast.yml.j2 -D tools="${APPSEC_ANALYZERS_SAST}" > sast/sast.yml
else
echo Variable APPSEC_ANALYZERS_SAST not found, creating dummy sast/sast.yml...
cat > sastfsast.yml <<'YAML®
stages: [noop]
noop :
stage: noop
tags:
- appsec-runner-cib
image: bash:5.0.18-alpined.22
seript:
- echo "Variable APPSEC_ANALYZERS_SAST not found"
YAML
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Vulnerability: 691
Usage of weak hashing library (MDx).
null
high
0

## Description
Using a weak hashing library, such as MD5, increases the risk of data breaches. MDS5 itself is vulnerable to collision
uce the same hash value, compromising data integrity and security.
## Remediations
- %kDo not** use MD5 for hashing. This algorithm is considered weak and vulnerable to attacks.
" php
$encrypted = md5($input); // unsafe

- xkDo**x opt for stronger hashing algorithms like SHA-256 to enhance security.

S
$encrypted = hash('sha256', $input);

vulnerabilities/captcha/source/high.php
27
0a96aa7578442c0517cce3de2ec077e8075309d95F501F046elcdflbfde7+23d

End: 691

[7] active_findings.csv [, 7.45 KB

Description Scanner Scanner Status
name type

SQL Server i SOL Server is a relational trufflehog secrets recurrent
isa database management system

relational developed by Microsoft. SQL

database Server credentials can be used

management to access and manage

systemn databases.




EONHDBIA APPSEC-EXCLUDE DIGIiTAL

DESIGN

Penoautopuit f/r YpoBeHb ned:onTHb:E\
exclude-appsec-pipeline
O O- default-conifg.yml
-1 Commit
Create MH—} =0 > Default ~|:: @
/ \\ -0% default-exclude.yml
PaspaboTtumk '\ -
(" YpoBeHb ﬁuauan—nuub;\"
{CI_PROJECT_ROOT_NAMESPACE}/config.yml
_— BMaHec-NUHUA "
-£—Motifications MR — (Namespace) '__.. 2 )]
—#pprove or Cancelled— {CI_PROJECT ROOT_NAMESPACE}/exclude.yml Rl
CotpyaHuk UB \_ _/'
/ YpoBeHb npn.uylc;;\
Products/{CI_PROJECT_NAMESPACE_SLUG}-config.yml o
— /{cI_ i _SLUG} g-y ‘ (D
(Repository) L /f'
Products/{CI_PROJECT_NAMESPACE_SLUG}-exclude.yml ‘ N

\ Y,
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1) Mpumep cTaHAAPTHBLIX UCKTIOYEHUN

exclusions:

- type: file_path
pattern: "xx/wwwroot/lib/*x/*x.js"
reason: "Legacy library are excluded from security scans"
- type: file_path
pattern: "xx/wwwroot/app/**/cadesplugin_api.js"
reason: "CryptoPro library are excluded from security scans"

2) NMpumep 06 bEANHEHHBIX UCK/TIOYEHUN

- type: "compound"
logic: "AND"
conditions:
- type: "file_path"
pattern: "*%x/wwwroot/app/controllers/UI-secretary/guestion/*Question.js" #createfFditQuestion.js, editQuestion.js
- type: "rule_id"
pattern: "javascript_lang_observable_timing"
reason: "False-positive Observable Timing Discrepancy vulnerability, when on fact comparison is between enum and number, but enum is called Secret"
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- vulnerability
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- SEMQrep 0SS
- bearer
- checkov

SAST
- SCa
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NMpumepbl co3aaHua Issues

[sast] Unsanitized external input in SQL query.

Issue created 2 months ago by devsecops devsecops

[iac] Ensure that arrays have a maximum number of items.
Issue created 2 months ago by devsecops devsecops Title: Unsanitized axternal input in SQL quary.

Description: ## Description

Title: Ensure that arrays have a maximum number of items.
Using unsanitized data, such as user input or request data, or extarnally influenced data passed to a function, in SQL guery exposes your application to SQL injection attacks.

Description: Ensure that ammays have a maximum number of items Resource: paths

Remediations
File: app/src/test/resources/scheme.json

Line Number: 151 - Do not concatenate external input directly into SQL queries. This practice can lead to SQL injection vulnerabilities.
5tring query = "update user set name='"+uri.getQueryParameter("name")+"'
return jdbcTemplate.uvpdate(query);

5 rily'. high where id=""+url.g eryParamete I‘( userId")+ H

CVsS: 0.0

CVE: = Douse PreparedStatement with parameterized SQL queries to safely include external input. This method ensures that input is treated as data, not executable code.

new PreparedStatementCreator() {
public PreparedStatement createPreparedStatement(Connection conn) throws SQLException f
S5tring vpdateString = "uvpdate user set name = ? where id = ?";

Scanner Nama: checkov

Scanner Type: iac
return conn.prepareStatement(uvpdateString);
Code Snippet:

"schema": {
"type": "array",
"items": {
"type": "string",
"gnum": [
"ADMIN",
"USER"™,
"DESIGNER",
"COORDINATOR",
"MAMAGER" ,
"AUDITOR"

new PreparedStatementSetter() {
public void setValues(PreparedStatement preparedStatement) throws
preparedStatement. setString{l, wri.get{ue arameter ("name")] ;
preparedStatement. setInt(2, uri.get] arameter("userId"));

}

» SQL inj vention cheat sheat
File: services-access-rights/src/main/java/com/digdes/idmfenix/rights/service/implfAccessGrouplmportServicelmpljava

Line Number: 275
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PIPELINES # FAILED PIPE...

o6

2

RUNS # (in the last hour)

DIGITAL
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Average Job Duration

FAILED JOBS #

082
B

14

Average Pipeline Duration

3 minutes

RUNNING, FAILED OR NOT COMPLETED

Project

i

Job

@ ckov-report

checkov-report
al-bi clone-repo
al-b: clone-repo

clone-repo

clone-repo

Ref Kind

1erge-request
1erge-request
1erge-request
1erge-request
1erge-request

1erge-request

Ref Name

6660

6664

1298

1299

6660

6664

Duration Status

SKIPPED
SKIPPED
FAILED
FAILED
FAILED

FAILED




KonuuyecTBO yCcTpaHEeHHbIX/3aKpbiTbIX YA3BMMOCTEN N0 KPUTUUHOCTH : Product name Risk score

- . . -Ut-

5.59

unicon

versionservice

medium

CnUCOK aKTUBHbIX ynsauMocreﬁ

Title 7 Description §7 Severity 57 Status 57 Product name §7 File path 57 Branch 7 Scanner type 7

This query is used to
ensure that build stages
Using Unnamed Build are named. This way even
Stages. if the Dockerfile is re-
ordered, the COPY
instruction doesn't break.

develop
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MpoaykT:  a Berka gitlab: KonuuecTBo ycTpaHeHHbIX/3aKpbITbIX YA3BUMOCTE! N0 KPUTUYHOCTU

KonuyecTBO aKTUBHbIX YAA3BUMOCTEMN NO KPUTUYHOCTH

43
90
32
13
I ‘

high el critical high medium

KonuyecTeo ncnpaBneHHbIX/3aKpbiTbiX YASBUMOCTEN KonuuyecTBo UCK/IIOYEHHBIX YA3BUMOCTEN Risk score

97
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LleHTpanusauus
SBOM B ASOC
N NpuBS3Ka
K MNacnopty MO

MacnopTt MO B penosutopum ABTOMaTMYeckas
lNpoaykTa ¢ MeTanHgopMaLme WHBEHTapn3aumna
BMECTO Py4YHON akTyanmsauum no penosnTopusm

B Confluence
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NMPOAOJ/IKUM
COTPYAHUYHECTBO?

Nna nony4vyeHnsa KoHCyNbTaumMn, AONONHUTENbHbIX
MaTepuanos, 3anpoca AeMOHCTPaLINK

CaHkT-lNeTepbypr
Hab. pekn CmoneHku, oom 33
+7 (812) 346 58 33

MockBa
Opecckada yn., agom 2, kopnyc C
+7 (499) 788 74 94

digdes.ru info@digdes.com
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