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o- : CVE.ICU Yearly Analysis CNA CPE CWE Scoring Growth Calendar

42 792 127.4 +18 % 302 859 1463

CVEs This Year Avg CVEs/Day YOY Growth Total CVEs Known Exploited CVEs
42 792 vs 36 251 ( f [e VS CISA KEV catalog across a
Same Period 2024) years

i CVE Publications by Year

CVE Publications by Year
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2025 CVE Growth Repor

Data through November 30, 2025

YoY Growth Daily Aver

42,697 +16.9% 128

Through mbe 7 C CVEs per day
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https://nvd.nist.gov/general/nvd-dashboard 2 O 2 1

CVE Status Count NVD Contains
Total 272243 CVE Vulnerabilities 272243

Received 223 Checklists 807

Awaiting Analysis US-CERT Alerts 249

Undergoing Analysis / US-CERT Vuln Notes 4486
Modified 229241 OVAL Queries

Rejected 14491 CPE Names 1338946
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CVE Status Count NVD Contains

Total 272243 CVE Vulnerabilities 272243

Received 223 Checklists 807

Awaiting Analysis 20619 LIS-CFRT Alert< 249

Undergoing Analysis 741 CVE Status Count NVD Contains 2 O 2 5

Modified 229241 Total 319756 CVE Vulnerabilities 319745

Rejected 14491 Received 62 Checklists 847
Awaiting Analysis 26202 US-CERT Alerts 249
Undergoing Analysis 730 US-CERT Vuln Notes 4486
Modified 138952 OVAL Queries
Deferred 94583 CPE Names 1516300

Rejected 16193




TpeHaoBble YA3BUMOCTMU

YA3BMMOCTU, KOTOPbIEe aKTUBHO
MCMOJIb3YIOTCA B aTaKaX NN C BbICOKOM
CTENEeHbIO BEPOATHOCTU ByayT
MCMNO/1Ib30BaTbCA B banKauLlee Bpems.

+ aKTyanbHbI ANnA Poccuun



NV B TpeHaosble
~ 40 000 2024

/4

NVD B TpeHpoBble
>42000 2025 63

(npepBapunTenbHO)
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Hosibpbckull AaiigXecT TPEHAOBbIX YS3BUMOCTEN

HoAaBpbCKM 0angMecT TPEHOOBbIX
YA3BMMOCTEN

13 HOSBP4 2025 MOAENUTLCA ~»

Mo nToram aHanmsa, NpoeeaeHHoro akcrneptamu Positive Technologies, Mbl
ny6nnKyem Crnmcok ys3BrMOCTEl, KOTOpble OTHECIN K CINCKY TPEHA0BBIX. DTO
camble ornacHble HeoCTaTkyl 6€30MaCHOCTI, KOTOpPbIE YXe akTUBHO
SKCNNYATVPYIOTCS 310YMbILLIEHHNKAMI WX MOTYT 6biTb UCMOb30BaHbI MU B

Xabp | Bcenorom ¥ TnasHbie IT-6peHasl 2025

CopepaHve:

® Ys3BUMOCTM B NROJYKTaX

Microsoft

m @ptsecurity

Hosa6pbckuit «B TpeHae VM»: ya3BUMOCTU B NpoayKTax Microsoft,
Redis, XWiki, Zimbra Collaboration u Linux

ANaHUK

Xabp, npueet! Ha cBazu AnexkcaHgp IleoHoB, Beaywnii skcnepT PT Expert Security Center u aexxypHbliit
no cameblM OMacHbIM ysa3BUMocTAM Mecaua. Mel ¢ komaHgoi aHanuTukoB Positive Technologies
perynsapHo nccnegyem uHcpopmaumio ob yaseumocTax u3 6as n GronneteHeil 6e3onacHOCTY BEHAOPOB,
coumaneHbIx ceTeld, broros, TenerpaM-kaHanoe, 6a3 akcnnoToBs, NyGNUYHbLIX PEno3nTOPUER Koada U
BLISBMSAEM BO BCEM 3TOM MHOroobpaaun cBeqeHu TpeHA0BbIE YA3BMMOCTH. 3TO Te YA3BUMOCTH,
koTopble NMBO yxe SKCNNyaTUpyrTes BAKMBY, Nbo ByayT akcnnyaTupoBaTeea B bnvxkalillee Bpems.
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CVE-2025-64459

VassumocTs B Django, cBA3aHHaA ¢ HekoppekTHoN obpaboTkoil cnoBapeil B 3anpocax GET n
POST. Sxcnnyatauns yS3BUMOCTIA MO3BONAET 3MNOYMLILLNEHHWKY, HE NpoLlenemy
ayTeHTMOUKALWIO, BhINMONHATL NPOM3BoNbHLbIA SQL-3anpoc. [1ng y93BMMOCTI CYLLIECTBYET

oBbLenocTyYNHLIA SKCINORT.

CVE-2025-62215

YaseumocTs B agpe Windows, cBs3aHHas ¢ COCTOSHWNEM FMOHKW. DKCINyaTaunsd ya3BuMocTiA

MO3BOMNAET 3NOYMBILLNEHHNKY MNOBLICWTL YPOBEHb CBOMX NPUBMNErWA 0o cuctemubix (SYSTEM).

[1nga skcnnyaTtaunun yS3BUMOoCTI aTakyioleny Heobxoaumo BbIMrpaTh B COCTOAHWW MNHKIAL
3adukcnpoBaHbl cny4yanm MCNoNbL30BaHNS YI3IBNMOCTI B peanbHbix atakax.

BE3 PEATWHIA

CVE-2025-12735

VazsumocTs B Bubnuotekax expr-eval n expr-eval-fork nna Node js. YasenmocTs cBa3aHa ¢
HENOCTAaTOUHOWN NPOBEPKOI BXOMHLIX AaHHLIX W MO3BONSET 3NOYMbILLNEHHUKY, AeRCTBYIOLLIEMY
yManeHHo, BhLINOMHATL NPON3BONbHLIA JavaScript-kof B KOHTEKCTE NMPUIoXEHWS .

Django

I NpPOOYKT Django

CVE-2025-564459

LOBO 18 HombGpa 2025

Microsoft
T Windows, Windows Server

CVE-2025-62215

LOBOL 12 HombGpa 2025




@)\ Vulristics

Report Name: pt_trend_cve_combined2025
Generated: 2025-11-27 23:22:15

Vulristics Vulnerability Scores Basic Vulnerability Scores
« All vulnerabilities: 63 « All vulnerabilities: 63
« Urgent: 39 « Critical: 23
« Critical: 17 « High: 30
. 14 « Medium: 7
. 03 « Low: 0
. :0
Products
Product Name |Prevalence [U|C A Comment
Apache HTTP 0.9 1 1 Apache HTTP Server is a free and open-source web
Server ' server that delivers web content through the internet

Django is a high-level Python web framework that
encourages rapid development and clean, pragmatic
design. It provides built-in tools for database models,
Django 0.9 1 1 | authentication, URL routing, templates, and security
features, making it one of the most widely used
frameworks for building scalable and maintainable web
applications.

https://avleonov.com/vulristics reports/pt Linux Keme! 0.9 1 | The Linux kernel is a free and open-source, monalithic,

- - modular, multitasking, Unix-like operating system kernel
trend cve comblned2025 report Wlth o Sudo is a widely used Unix/Linux utility that allows
mments ext ima.html permitted users to execute commands with elevated
s (typically root) privileges while providing extensive

udo 0.9 1 1 . ) : h :
logging and fine-grained security controls. It is a

foundational companent in most Linux and BSD
distributions.

Windowe Karnal 09 1 1 | Windowe Kernel


https://avleonov.com/vulristics_reports/pt_trend_cve_combined2025_report_with_comments_ext_img.html

Vulnerability Types

Vulnerability Type Criticality

Remote Code Execution
Authentication Bypass

Code Injection
Security Feature Bypass

Elevation of Privilege

Arbitrary File Reading

Information Disclosure
Cross Site Scripting
Memory Corruption

Spoofing




Exploitation in the wild detected (47)

% Remote Code Execution (21)

Apache HTTP Server (CVE-2024-38475)

Windows Server Update Service (WSUS) (CVE-2025-59287)
Apache Tomcat (CVE-2025-24813)

XWiki Platform (CVE-2025-24893)

WinRAR (CVE-2025-6218, CVE-2025-8088)

Microsoft SharePoint (CVE-2025-49704)

Roundcube (CVE-2025-49113)

Control Web Panel (CVE-2025-48703)

Windows Fast FAT File System Driver (CVE-2025-24985)
Microsoft SharePoint Server (CVE-2025-53770)

SAP NetWeaver (CVE-2025-31324, CVE-2025-42999)
Internet Shortcut Files (CVE-2025-33053)

Erlang/OTP (CVE-2025-32433)

7-Zip (CVE-2025-0411)

Cisco ASA (CVE-2025-20333)

ESXi (CVE-2025-22224)

Windows NTFS (CVE-2025-24993)

Windows LNK File (CVE-2025-9491)

CommuniGate Pro (EDU:2025-01331)

W Elevation of Privilege (15)

X

Windows SMB Client (CVE-2025-33073)

Sudo (CVE-2025-32463)

Windows Hyper-V NT Kernel Integration VSP (CVE-2025-21333, CVE-2025-21334, CVE-2025-21335)
Windows Agere Modem Driver (CVE-2025-24990)

Microsoft DWM Core Library (CVE-2025-30400)

Windows Common Log File System Driver (CVE-2025-29824, CVE-2025-32701, CVE-2025-32706)
Windows Kernel (CVE-2025-62215)

Windows Win32 Kernel Subsystem (CVE-2025-24983)

Windowe Ancillarvy Frinetinon Driver for WinSoeck (CVE2025221418)%




Public exploit exists, but exploitation in the wild is NOT detected (12)
% Remote Code Execution (7)

Windows Lightweight Dlrectory Access Protocol (LDAP) (CVE-2024-49112)
Windows OLE (C

Kubernetes (CV

Redis (CV 4

Microsoft Configuration Manager (CVE

7-Zip (

7; Elevation of Privilege (4)

Windows Cloud Files Mini Fllter Drw
Windows Process Activation (C
Windows Update Service (C

Linux Kernel (

Y Code Injection (1)

» Django (CVE-Z

Other Vulnerabilities (4)

[&] Arbitrary File Reading (1)

» TrueConf Server (

Remote Code Execution (2)



OTeyecTBeHHbIe NPOAYKTHI

4 TpeHaoBble RCE yazsumocTu:
* CommuniGate Pro (BDU:2025-01331)

 TrueConf Server (ueno4ka BDU:2025-10114, BDU:2025-
10115, BDU:2025-10116)

COMMUNIGATE &S TrueConf




30 TpeHao0BbIX YA3BUMOCTEN KacatoTca npoayktoB Microsoft (47%):

e 17 EoP B aape Windows 1 cTaHAAPTHbIX KOMMOHEHTaX
2 RCE B Microsoft SharePoint

2 RCE B cTaHAapTHbIX KOMNoHeHTax Windows,
3KCNAYATUPYIOLLAACA Yepe3 B3auMOAeNCTBUE C CETEBLIM XOCTOM
(WSUS, LDAP)

9 RCE, Spoofing, SFB B cTaHAapTHbIX KOMNoHeHTax Windows,
KOTOpPbIe MOTYT 3KCN/IYaTUPOBATbCA B GULLMHIOBbIX aTaKax



ELé puwmnHr

8 TpeHO0BbIX YA3BMMOCTEN:
* RCE B apxuBaTtope 7-Zip (BDU:2025-01793, CVE-2025-04116, CVE-2025-55188),
apxuatope WinRAR (CVE-2025-6218, CVE-2025-8088)

e XSS B MDaemon Email Server (CVE-2024-11182), Zimbra Collaboration
(CVE-2024-27443, CVE-2025-27915)

ﬁ ) MDaemon® @

WinRAR Zimbra




2 TpeHA0Bble YA3BMMOCTWU NOBbILLEHUA NPUBUIETUNA:
 Sudo (CVE-2025-32463)
* Linux Kernel (CVE-2025-38001)



bubnunotekn n ppenmBopKu

2 TpeHa0Bble YA3BUMOCTHU:
 RCE B expr-eval (CVE-2025-12735)
XSS B Django (CVE-2025-64459)

|
JavaScript Expression Evaluator d a n o




CeTeBad 6be30nacHOCTb

13 TpeHA0BbIX YI3BMMOCTEN, KOTOPbIE MOTYT AIBAATLCA TOYKAaMM NPOHUKHOBEHUA
310YMbILLINEHHNKOB

 RCE B Cisco ASA n FTD (ueno4ka CVE-2025-20362, CVE-2025-20333), CommuniGate Pro
(BDU:2025-01331), TrueConf Server (ueno4yka BDU:2025-10114, BDU:2025-10115,
BDU:2025-10116), Roundcube (CVE-2025-49113), XWiki Platform (CVE-2025-24893),
Control Web Panel (CVE-2025-48703), Redis (CVE-2025-49844) n Erlang/OTP
(CVE-2025-32433)

* Authentication Bypass B FortiOS (CVE-2024-55591) n PAN-OS (CVE-2025-0108)

d|1ei]1y COMMUNIGATE {8} oundeube
iaahee ComroniGare EIT TrueConf roundeube

FEWPCONTROL
XWIKI Ce

WoE B PrACNSETE




PaspaboTka O

2 TpeHaosble RCE yaszsumocTu
e Apache HTTP Server (CVE-2024-38475)
 Apache Tomcat (CVE-2025-24813)

/ APAGHE

HTTP SERVER PROJECT Tomcat




BupTyanbHasa MHPpacTpyKTypa

4 TpeHAoBble YA3BMMOCTMU:
RCE B ESXi (CVE-2025-22224) n Kubernetes (CVE-2025-1974)
Information Disclosure B ESXi (CVE-2025-22226)
Memory Corruption B ESXi (CVE-2025-22225)

vmware kubernetes




ERP

2 TpeHpoBble yazBnumocTun B SAP NetWeaver
(CVE-2025-31324, CVE-2025-42999)
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Hanbonee nHtepecHsble (2)
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Remote Code Execution
CommuniGate Pro
(BDU:2025-01331)
Exploited in the wild

i I

ro



Hanbonee nHtepecHsble (3)

L |
W? Inquisitively Unreined Apt #
Husky Serpentine Racoon

Remote Code Execution
& Arbitrary File Reading

Apache HTTP Server Ny

. (CVE-2024-38475) P ~ \\
« «Public Exploit D R \
l Exploited in the wild {i 48 X

/=N 1 ’:/ 4 \ /o S

JKcNAyaTUpyeTcs BXKUBYHO Ha WAto3ax besonacHoro
aoctyna SonicWall SMA, Ho ckopee BCero He TO/bKO...



Hanbonee nHtepecHsole (4)
VN
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Extroverted Racoon

Ncnonb3yetca B
TEeNEeKOMMYHMKaLMAX,
6aHKOBCKOM chepe, e-commerce,
KOMMbIOTEPHOM TENEPOHUN U
MeCcCeHaxKepax

Remote Code Execution
Erlang/OTP ng o
(CVE-2025-32433) Lig l-
Public Exploit £

Ysa3BMMOCTM NoaBepKeHbl ycTpoiictea Cisco.
N, HaBepHAKa, HE TONIbKO OHM...



Hanbonee MHTEpECHbIE (5)

w N Inwardly Aggravated .
W|ndy F|lthy Expert Fox y —
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Remote dee Execution Sppofing /
Internet Shortcut Files ' Windows File Explorer
(CVE-2025-33053) J (CVE-2025-24071) Vv |
® Public Exploit 8 Public Exploit S ‘
Exploited in the wild Exploited in the wild O er
..MV OTKPBITUU }KEPTBOW Korga ¢annosbin meHegxep Windows sBnauT B
cneumanbHoro .url-daiina nanke ¢ann Tmna .library-ms, oH aBTomaTU4ecKu

Ha4YnUHaeT ero NapcuTb



[1lporHo3 Ha 2026

* OT Microsoft oxxnagaem npMMepHO CTONbKO e TPeHA0BbIX.

 [lo3anagHbim ceTEBbIM YCTPOMUCTBAM OXKMOAEM CHUMKEHMUA, T.K.
MMMopTo3amelleHne NAET N NX BANAHUE Ha OTEYECTBEHHbIU
IT-naHAWadT CHMKaETCA.

 O)naaem noassieHNE TPEeHO0BbIX YA3BMMOCTEN B
oTeyectBeHHOM 10O, T.K. ero 4015 PacTér N ecTb MHOroOYUCAEHHbIe
aKTOPbl 3aUHTEpPECOBaHHbIE B UX pecépYe U SKCnyaTaLuu.

* TpeHaoBbiMM ByAyT Yalle CTAHOBUTLCA YA3BUMMOCTU aKTUBOB,
KOTOpble AOCTYMNHblI Ha NepUMeTpPe U 0COBEHHO BED-NPUNOKEHUN.



Y10 nenatb?

* Pa3suBatb VM-npouecc, NpUoOpUTU3INPOBAHO YCTPAHATD
VA3BUMOCTM, 0bpallan BHUMAHME HA TPEHAOBbIE YA3BMMOCTMH.
O Apyrux yA3BUMOCTAX TOXKEe He 3abblBanTe, OHU MOTYT CO
BpemeHeMm CTaTb TPeHAO0BbIMMU.

 [lpun BbibOpe VM-pelweHnn obpallate BHUMAHUE HA TO, KaKne
VA3BUMOCTM OHU YMELIOT AETEKTUPOBATb M KaK bbIcTpo AobaBnAtoT
npaBuaa AEeTEKTUPOBAHMUA.



CNACUBO 3A BHUMAHME!

AJIEKCAHAOP
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