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SkyDNS — cepBuUC a1 KOMMNJIEKCHOW
3aLlNTbl KOPNOPAaTUBHOU CETU

Ha ypoBHe DNS

PasBuBaeM npeBeHTUBHbIE TEXHONOMMKU 1 rnpeBpawiaem DNS
B HaAEXHbIN MHCTPYMEHT paHHEro obHapyXeHus yrpos, co3faBas HoBble

CTaHAapTbl CETEBOI 6€30MacHOCTY.

Ton-3 .0+

B MUpE Mo yCTOMYMBOCTH KoMnaHun
DNS-pesonBepos — Ham 13 NPOMbILLIEHHOCTH,
[0BepAIOT MUIITUOHDI ($UHaHCOB, TpaHcnopTa
103epoB 1 pUTENNa yXxe Nnoj, Hallewn

3awmuTon

1 5)'IE‘T 3|V|np,u,

COBEepLUEeHCTByeEM DNS-3anpocos
COOCTBEHHbIN LEHTP 06pabaTbiBaEM eXefHEeBHO
aHaNUTUKKM Yyrpos Ha 6a3e Al

n ML

@ YneH accounaymm
paspaboTumkos M0
PYCCOOT

@ O6napaTtenb cepTudukaTa
naéopatopum AM Test Lab

@ BkntoyeHbl B EAUHDBIN
peecTp poccurckoro N0



CoBpeMeHHbIe BbI30BbI TPEOYHOT
3e/IOHNMPOBAHHOW 3aWNThI

=

3aBUWCAT OT areHTa Ha xocTe — ®ukcupyeT TONbKO aHOManum B o6beme
BbISIBASIOT CIMLIKOM NO3AHO, €CTb PUCK Tpaduka, He pasnnyaeTr DGA-naTTepHbl,
He YyCTaHOBUTb WX HE OBHOBUTb a C&C-3anpocbl MOryT BbIMNAAeTb

KJNTNMEeHTa NernTMmMHO




DNS - cTpaTternueckas
TOUKa aTak

90% * 34%

BpeAoHocHoro MO ucnonbaytoT npOTOKon N He aHanu3unpyT Yyrpo3 MOXHO NPeauKTUBHO
npotokon DNS ans atak v yTeuku (Efficientip, 2022) 3abnoknpoBaTb Ha ypoBHe DNS
(Techradar, 2024)




3J'IDYMbILIJJ'IEHHMKl/I MOTYyT OCTadBdTbCH
He3adamMmeuyeHHbIMUN TrOaadaMK

51 MUH

CpefHsasa npoAoIKUTENbHOCTb
KnbéepaTakum Ha pOCCUIACKNE
KomMnaHun B 2024 ropy
«MHbopmMmsawmTar, 2024

YMbILLEHHUKN
HaxoZATCsl B UHPpPaCTpPyKType
KOMMaHWUW-XepTBbl A0 UX
06Hapy>XeHus

IBM Data Breach Report, 2025

3 ropa

Innnocb camoe gonroe
npe6biBaHWE 3/10YMbILLTIEHHUKOB

B MH(pacTpyKType

Ot1yeTt Positive Technologies, 2023



https://iz.ru/1842204/2025-02-21/skorost-hakerskoi-ataki-na-rossiiskie-kompanii-vyrosla-na-21
https://www.brightdefense.com/resources/data-breach-statistics/
https://ptsecurity.com/ru-ru/research/analytics/outcomes-of-IS-incident-investigations-in-2021-2023-years/

—D|\_|S-TyHHEJ'Ib

MeToa nepefayn AaHHbIX MeXAY ABYMS TOUYKaMMU,
HanpuUMep, MeXAy KOMMbIOTEPOM U CEPBEPOM,
yepes nNpoTokos DNS




[Ina yero ncnonb3yetcd DNS-TyHHenb?
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Cxema DNS-Tpadgumka

= O

ABTOPUTaTUBHbIN Public
NCTOYHUK Resolver




Cxema DNS-Tpadgumka

= &

NS-cepsep Public
3/10YMbILUNEHHMKA Resolver




Cxema DNS-Tpadgumka

= &

NS-cepsep T Public
3N10yMbILUNEHHMKA Resolver




Kak nepepnaetcs
noJsie3Haqa Harpy3ka

Jltobas nonesHas Harpy3ska MoXxeTt 6bITb
nepeaaHa npAMo B CaMOM AOMEHE B BUAeE TEKCTa

Bo3amoXxHbie TyHHenu
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Konuuyectso 6110KMPOBOK

TOI 6n0knpoBOK NO KaTeropmam 3a 2025

BoTHeTbI 3anapkoBaHHble KpuntomamHuHr duwmHr TyHHenupoBsaHue Malware
AOMeHbI

Tvn yrposbil



F6 pekomeHayeT

oTtcnexxmeaTb DNS-Tpaguk

B exxerogHom oT4yeTe 06 yrposax B Poccun u
Benapycu F6 noguyepkmMBaeT BaXHOCTb 3aLMTbl
DNS BekTOpa, HECMOTPS Ha TO, YTO BEHAOP He
3aHMMaeTcsa pa3paboTKON peLleHnin knacca
3awmntbl DNS

«Orcnexunsarb Tpaguk DNS.
HEKOTOpPbIE PasHOBULHOCTH
BPELOHOCHOIO MPporpamMmHoro
obecrieqeHnss TpebyroT CBA3N

c cepsepom nsm C2, BpeoOHOCHOE
COEAUHEHNE MOXXET MacknpoBaTbCs
104 IEMNTUMHbIV TPaguK,

B TOM Yucrie o riporokosy HTTP»




Cneungpunueckne DNS-yrpo3b

KOTOpble HEBO3MOXXHO 336J'IOKVIpOBaTb Ha OCHOBaHMM CTaTUYeCcKmMx 6as
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[MpoCTO CMeHa BHeLWHero pe3oJsiBepa

Be3s usmeHeHu cetun

paboTaeT BHe Ballel MHDPACTPYKTYpbl, 6€3 HOBOrO
MO nnu obopyfoBaHWsA, [OCTAaTOYHO CMeHbI IP
BHeELLHero pesoneepa

I IOJ'IHEIFI nMpMBATHOCTb

nepefaeTcs TONbKO Ny6nnyHas nHdopmaums,
KOoTopas v A0 3TOro nokupana ceTb

MakcmanbHas 6e3onacHoCTb

MocTaBNAETCs MOMHOCTbIO OUMLLEHHbIN DNS-Tpaduk

BbICOKaa ckopocTb
n DTKBBDVCTDVILIMBDCTb
pacnpenenéHHas BGP Anycast ceTb ¢ cepBepamMu

B pa3HbIX permoHax obecrneynBaeT MIHOBEHHbIN
OTKMUK

5 -

ABTOpUTaTUBHbIE PekypcuBHbI
DNS-cepBepbl pesoneep SkyDNS

O = . £

Cepeepbl U paboune JlokanbHbIn
CTaHuuu DNS-cepsep

MepumeTp Bawewn cetTn



[MpenmyuwectBa peweHuns SkyDNS
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OcTtaBbTe MHE KOHTAKThil,
N 9 CBAXKYCb C BAMU
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