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E3YNLTATUBHAS KUGEPGE3OMNAC!
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“Admin-Admin”

be3onacHoe xpaHeHue
naponen

+7 (812) 5009511 | info@abp2b.com | abp2b.com



BAUNTA NAPONIEN — OAWH N3 BAXHEWNWWX
OAKTOP WUT-BES3OMNACHOCTN!

KOMMNaHWUMN CTankunBanmcCb C ﬂpOHHKHOBeHMﬁ
YTGMKOﬁ AaHHbBIX WN3—3a B CNCTEMbl CBA3aHbI
Hebe3onacHoro XpaHEeEHWHA C yKpajdeHHbIMUN WInN
naponeﬁ cnabbiMn naponAamm

(ncrourHuk : Verizon)

(ncTouHunk : Ponemon Institute)




UTO TAKOE MEHEJXEP MAPOJIEN?

MeHepxep naponeun — 210 [0 anag 6e3onacHoOro
XPaHEHUs 1 yrpaBneHnsa naponamm (M He TONbKO) .

B pesynbrare:

e COTpPYyAHNKN — NErko 3aXOAAT B HYXHblE
CepBUCH

e AAMNHUCTPATOPLI — YMNPaBASHT YUETHbLIMY
3aNnMcsMm 1N YpPOBHAMU AOCTYMNA

e bezonacHuUkn — obecneumBanwT
cobnwaeHne TpeboBaHUM



S KJ1Il0ueBbIX BOMPOCOB
npyv Bblbope MeHeaXepa
naponemn




1. CooTBeTCTBYET TPE60OBAHUAM pPErynsitopoB?

XenatenbHble 0TBETbI AJ1I1 POCCUNCKUX OpraHU3aLum:

Mpo@eor®3Peectpe, cooTBeTcTBYET TOCT M TpeboBaHUAM paboTbl C
{SenaTenbHble OTBETbI AJ19 MeXAYHapOAHbIX opraHU3aLuu:

CooTBeTtctBYeT GDPR, HIPAA, NIST SP 800-63



2. 'pe n kak npoucxoaut wndpoBaHme?

XenaTtenbHblie oTBETbI

o LLiIndpoBaHne Ha CTOPOHE KJINEHTA C XPaHEHNEM KJTHOYEN Y
nonb3oBaTens unu B 3alULLLEHHOM annapaTtHoM moayne (HSM, TPM)

o ANropuTMbl He HUXXe YpoBHA AES-256 nnu otedyeCTBEHHbIX
[[OCT P 34.12-2015u T OCT P 34.13-2015



3. Kakue gocTtynHbl UHTErpayun?

MuHuManbHO Heo6xoaAuMbIA Ha6oP:

® Moapep>xka MHorodakTopHon ayTeHTUdUKauum (MFA)
® WNHTerpauusa c LDAP/Active Directory

® Hannume SSO (Single Sign-0n) |
® OTKpbITbIN REST APl unun SDK ans nHTerpaumm ¢ Apyrumu cepemucamu
® [Moaaep)xka XypHannpoBaHusi CobbITU U UHTerpauua ¢ SIEM



4. KakoBbl NnpuBwWierun y ponu agMmHuUcTpartopa?

XenaTtenbHblie oTBETbI
@ ALIMWH He MOXXeT NnpocMaTpmuBaTb NMaposin Nnosib3oBaTtenen Hanpsamyro
@ [1py yBONbHEHUWN afMUHA, ero AOCTYNn aBTOMaTU4YeCKU OT3blBaeTCcA

o CuctemMa Ao/nKHa nogaep>xuBaert rnpoueaypy «break-glass»
(BOCCTaHOBJIEHME AOCTYMNa NP KPUTUYECKOW CUTYaLMN)

Mopgep>«ka npuHymnnos RBAC u Zero Trust — ocHoBa 6e3onacHoOCT u!



5. YA06HO Ny nosnb30BaTbCcA?

XXenaTenbHble OTBETbI
@y Hanuune kpoccnnaThopMeHHbIX MPUITOXKEHN
@) bBpay3sepHble paclUMpPeHnsa ¢ aBTo3arnosIHEHUEM

@S TIOHSATHBIN N YyAO6HbBIN NHTEpdheNnc



Y HAC ECTb MPOAYKT. KOTOPbIW
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e CooTBeTCcTBYET TpebOoBaAHUAM
e be30onaceH nNO apXUTeEKType

e Jlerko MHTerpypyeMm B WMHPPACTPYKTYPY
¢ HezaBMCUM OT UYECTHOCTUN afMUHA
e YnobeH B MCMONMb30BaHUU




PE3VALTATUBHAS KUGEPGE3OMACHOCTL

SAXOQMUTE HA CTEH] .
UTOBbl NMOMNPOBOBATD 0,[I,I/IHKJ'IP0LI
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® OAVHKIHU . P}
e info@RopauHknwu. pp
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