bpay3ep 0e3 npaBun:
4yeM NnaTuT KOMMaHuA
3a «cBOOOAY» COTPYAHMKOB
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[Toaoxon K paboTe naMmeHuncs

37% 58%

COTPYAOHUKOB paboyero BpemMeHu

paboTatoT ¢ IT-cepBmucamm OHW NPOBOAAT, BbIMNOMHAA
B obnake paboune 3agaum B bpaysepe

65%

COTPYAHUKOB

LEHAT HEMNPEPbLIBHOCTb
paboTbl Ha pa3HbIX YCTPOUCTBAX



HeMHOro ctatTucTuUkKu

44%

NHUMOEHTOB 6€30NMacHOCTU BKNKOYaAOT
Beb-Opay3epbl Yepe3 PULLNHI, BPeOAOHOCHbLIE
peaupeKkTbl U ckaymBaHusa malware?!

1 Ot4yér Global Incident Response Report 2025 komnaHum Palo Alto Networks
2 OT4yéT koMnaHun LayerX o 6esonacHocTn bpaysepoB 3a 2025 roa
3 OT4ét komnaHum Spycloud, Annual Identity Exposure 2025

41%

BCEX YTEeYEK JaHHbIX CBSA3aH C YCTapEeBLLUMMMU
N He3awuWwEHHbIMK bpay3epamunt

88%

aTak Ha BeO-NPUoXXeHUs1 NCNOoSb3YyHoT
YKpageHHble yYETHbIE JaHHble Ceccui, NpuBoaS
K yTEeYKaM JIMYHbIX AaHHbIX B 68% cny4aes?




30HbI pUCKa

BYOD-ycTpouncrea
[locTyn noapsaavnkos
Cnabas nonutuka Beb-b6e3onacHocTu

OTcyTCcTBME MOHUTOPUHIa AencTBun B Gpay3sepe



[MTpoOnembl

«CBOOOOHLINY «  OTCyTCTBUE KOHTPOSA OENCTBUIA B BEG-CeccUm
Opay3unHr —
MWUHa 3aMeaJyiIeHHOro

* OnacHble pacwunpenus / BINO

AencTeus o JeueHTpanu3aums agMUHUCTPUPOBaHWS 1 OGHOBMEHNI

* YTeuka OaHHbIX Yepes Beb




KopnopaTuBHbin Bpay3ep — BrewHMi KoHTY
3alwmweHHoe paboyee mecTo 20D, T

- Moapsaaynkm
yCcTpouncTea paboyee MecTo APAA

BHYTpPeHHUI KOHTYP

KoHconb ynpasneHus

i_) Anpekc bpaysepa (_l

YcTponcTeo
¢ Anpekc
Bpaysepom

Cuctema Vb
(SIEM/SOAR)

Pas3paboTtaH ons kKopnopaTuBHOIO cermeHTa

NHTerpauus c IT- n Ub-nHgpacTpykTypomn alt "f:%x O POCA [ ASTR A*LINUX] =I!E,£I,OC

A X TE.

BesonacHaa cpega ans paboThl ] | @ . z .
C YYBCTBUTENMbHbLIMWU AAHHBLIMY || Android 4 ®iOS




fAvpekc bpay3ep ona opraHusauuu

CneumannsnpoBaHHbI bpay3ep ¢ BCTPOEHHbIMM
MexaHu3mamu 6e30nacHOCTU U yrpaBneHus

O =

Be3onacHaa pabota
MOOUIIbHbLIX COTPYAHUKOB 3awumTa oT yTeyeK AaHHbIX

&

UHTerpauus
B Ub-nHdpactpyktypy




Kencbl npumMmeHeHus

besonacHbI OOCTyN € NOObLIX YCTPONCTB
3alnTta oT BpeAOHOCHbIX peLleHnin
3alluTa OT KpaXkn yYETHLIX 3anncen
LleHTpann3oBaHHOe ynpaBneHne
3aluuTa oT yTeyeKk aaHHbIX

3aluuTa oT BeD-yrpoas



Yto paet AHaekc bpaysep
AnA opraHn3auuu

01 CHwmxeHune downtime n3-3a cboeB u aTtak
02 MOHUTOPUHI U KOHTPOIb paboTkl B Bebe

03 [lloBbiweHne ynipaBnsaemocTu IT-cpeabl

14 Mpoextsi | 2

SlHpekc




Cnacubo
3a BHUMaHue!

Cepreun bypaBKuH

MeHexep no pabote
C KNneHTamu B MO

sburavkin@yandex-team.ru

fdHpexc

360 | & Bpaysep


https://t.me/SergeyBuravkin
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