Kak covyeTaTtb
«3o00napk» Ub-
peLleHUnm

Hukmta MomnceeHKo
MeHeOykep NPOeKTOB

KoHtyp Ornpa X staffcop




3a4yeM 6usHecy UB?



dpanBepbl pocTa MHTEpECa
K PblIHKY UbB:

|

PocTt uncna kubepyrpos
Yumcno kmbepaTak
Ha POCCUNCKME KOMMAaHNM

B nepBoM nonyrognm 2025 .

Bblpocno Ha 27% (RED
Security)

MaccoBble yTeUKUM OaHHbIX:
6onee 710 MNH 3anucem
TONTbKO B 2024 .
(PockoMHan3op).

2

MMnopTo3aMellueHue

Yxo[n 3apyberkHbIX BEeHO0POB
CaHKUMM N OrpaHnyeHmnda
CHUMXXEeHMe 3aBUCMMOCTH

N KOHTPOMb Hag OaHHbIMK

3

Y)XecToyeHue
perynmpoBaHus
YBenuyeHme wtpadon
3a YTeYKM U HapyLleHne
ob6paboTkm MAH



3a4yeM 6usHecy UB?

©,

Ha6nopaeHue: paHblue
3aKa34ymkoM cpeacTB NbB 6bin
6e30nacHUK, a cenyac
napagmrMa cMeHmMnacb m
3aKa3blBaeT GQYHKLMNIO yrKe
busHec.

Qo

SRR

Jet: nogyumMHeHMe Hanpamyto
TOM-MeHeO)KMeHTY — caMad
nonynapHaga cxeMa

B POCCUNCKMX KOMMaHMAX (61%
OMPOLUEHHDbIX).

~

daKT: b3Hec TpebyeT
3PPEKTUBHOCTU

M pe3ynbTaTUBHOCTU,

a cnegoM NpoCcToTbl BHeApeHMA,
MHTerpaumnm m
COr1aCoOBaHHOCTM,



3a4yeM 6usHecy UB?




3a4yeM 6usHecy UB?




3a4yeM 6usHecy UB?




TexHUKa 6e30nacHoOCTM
HanucaHa KpoBblo,
NMHdopMaLlMOHHaA
6e30MacHOCTb CTPOUTCH
LiTpadaMm.



NMpo6nema
neperpysKu
crneumasnimcros




«3oo0napk» Ub pewweHnn

«3o00Mapk» B Vb-
cucTeMax NnpeBpaLlaeT
Nodyo 3aWLNTY B HAabop
3aM1aToK, KoTopble He
CMOCOOHbI
MPOTUBOCTOATL
COBPEMEHHbIM
arpeccmBHbIM
Knbepyrposam.




«JIOCKYTHbIU» noaxopn K Ub

PaznunuHoe MO 1 obopyaoBaHMe OT Pa3/IMYHbIX MOCTaBLUMKOB,

npunobpeTeHHoe BHe eguMHoM KoHuenunm NB

b cneymanmncT

N3onmpoBaHHbIe
MHCTPYMEHTHI
HecornacoBaHHble
NONMUTUKU

Py4dHble npoLecchl
OybnunpoBaHme pyHKL MM



Mpo6nemMbl U pPUCKHU

M
(1) Mpobenbl B 3aLumTe

N-A 3a0EepPXKKM B pearmpoBaHUM

@ POCT 3aTpaT U n3geprkek




DKOCUCTEMDI —
3TO yAO6HO

()



DKOCUCTEMDbI —
3TO yAO6HO



[MoueMy 3KOCUCTEMbI HAGUpaloT
NONYNAPHOCTbL?

1 2 3

Ypo6cTBo SKoHOMMUA doBepue

M 6eCLUOBHbIN ONbIT BPeMEeHMU U aeHer MU NPUBbIYKa

Bcé paboTaeT B 04HOM DKOCKMCTEMaA 3aKpPbIBAET Cpasy MNonb3oBaTe b BbibUpaeT
aKKayHTe, C eOMHOWM NTOTMKOW U HEeCKOJIbKO MoTpebHoCTeN: 3HAKOMbIV BpeHd N OCTaéTcH
,El,l/l3al>IHOM. He HY>XHO MNpblraTb BMeCTO OeCATKa BHYTPW HETroO: «Pa3 y>xe
MeXay pa3HbiIMK CepBUNCaMU - oTAaes/1IbHbIX I'Ipl/IJ'IO)KeHl/Il;I — MOJ1b3YHOCb QH,EI,eKC.My3bIKOl;I,
MEeHbLUE TPEHNH, bonbLe OoANH KOMTIIEKT CEPBMCOB, rae TO N TaKCW OTKPOIKO B HAHpoekc
KomMdopTa. 4acTb PYHKUUMIM MOET «B Go». DKOCUCTEMaA yOeP>KMBaET

nakeTe». M pacllMpaeT ayanuToputo.



[ToueMy HY)XXeH 3KOCUCTEMHbIU
noaxoan B UbB?

|

EauHaa normka
N KOHTPOJ1b

B akocmncTeMe KoMMnaHmm
PaboTatoT B CXOXMX
MHTepdemncax 1 No eanHbIM
MpaBuiam. 9TO CoKpallaeT
PUCKM OLLMNBOK, yCKopsaeT
pearmpoBaHue Ha UHLUMAOEHTbI
M No3BoONseT bbicTpee

oby4aTtb
COTPYAOHMKOB.

2

OonTuMusauumda
3aTpar

BmMecTo gecaTtka

Pa3PO3HEHHbIX TIULLEH3 MW

N MHTErpaumm OunsHec

MosiydaeT KOMMJIeEKCHOEe

peleHme. ITo CHMKaeT
COBOKYTHYO

CTOMMOCTb BnageHusa (TCO) n

pacxoabl

Ha NoaaepP>KY.

3

Hapge)XXHoCcTb U goBepue
K BeHAopy

Bbibunpasa akocnctemy, Bbl

MofiydaeTe NpoBEpPEHHbIe
MHTerpaummn,

MPO3pPaYHbIV NpoLecc

ob6HOBNEHWM

M BO3MOYXHOCTb BIMATb

Ha pa3BUTME MPOoOyKTa.

2TO CHMMAET 3aBUCMMOCTb

OT C/TydanHbIX peLleHnim

M BHELWHMX GaKTOpPOB.



Kocuctembl B 1b

KocuncTeMbl B B — 3TO Ta e Nornka,

YTO 1 B BUM3Hece: ygobCcTBO, 5KOHOMMUS
M ooBepue.

I UME@HHO 3TO MoOMOoraeT KOMMaHMaMm
CHUXXaTb HaArpy3Ky Ha creLmanmncToB
M MOBbILLATb YCTOMYMBOCTb 3aLLUThI.




NMHPoOpMaLLMOHHAaA
6e3onacHocTb oT KoHTypa

KoHTyp.3rmaa Staffcop

KoMnnekc npoayKkToB NB, KoTopbin CepBWC 019 paccnenoBaHMa MHUMOEHTOB

NMoMoOraeT Nnosib3oBaTes1lto BCECTOPOHHE N MOHNTOPWMHIA 0eNCTBUN COTPYOHUKOB.
3alLNTUTBbCA OT BHYTPEHHUX YTPO3.

Mbl NpeBpaTuM MHPOPMaLMOHHY 6Ee30MacHOCTb B MPOaKTUBHbIV M MOAAEPMMBAOLMM NpoLecc
6e3 KOMMPOMUMCCOB ANd yao6cTBa U 23pPEKTUBHOCTW.



KoOHTYp.9rmaa

DKCMNEepPTHOCTb B opraHmsaunm Nb
B KOMMaHMAax noboro pasmepa
M npodunns

NHTerpaumm c npoaykramMm KoHTypa
N opyrmumum IT-pelieHMamMm

x Staffcop

@ [lpocToe BHegpeHue
M MCMONMb30BaHMe, yOOOHbIN

N MOHATHbLIM MHTepdenc

@ [Mpo3padyHble LleHoobpa3oBaHMe
M CTOMMOCTb BflageHusa



Kak npoayKTtbl KOHTYpa peLwialoT
npo6nembl B chepe UB

KoHTyp.29ruaa Staffcop

Be3onacHOCTb KOPMOPaTUBHbIX YYETHbIX

3amnmce CoTPYAHIKOB PaccnegoBaHMe MHLMOEHTOB

v

KOHTPO/b U aHann3 encTemi nepcoHana
KOHTpOMb MPUBUNErMPOBaHHbIX

nonb3oBaTenemn YyeT paboyero BpemMeHm

BbiaBneHume yrTedyekKk 1 MOLWEeEHHUNYECKINX

3alUMLLEHHbIM JOCTYN KOPMOPaTUBHOM CeTU k J
OeNCTBUM

AyOnUT N OpraHn3aLmMa KOMMJIEKCHbIX Mep
VB [NpenoTBpalleHre HenpaBOMEPHbIX
Sl O0EeNCTBUN




@ ID

CepBUC
ABYX$PaKTOPHOW %
ayTeHTUPUKaLunum |

N9 pykoBoOuTenem 1 cneLmancToB

MHPOPMALMOHHOM BEe30MacHOCTU

KoHTyp 2rmpa kontur.ru/aegis/id



BO3MOXHOCTM

— obnayHaqa mn cepBepHasa Bepcua — cobcTBEeHHOE MOobuUnbHoe
npunoxxeHmne KoHHeKT ¢ yO0OHbIM
— OTKA30YyCTOMYMBbIN ON-premise MHTepPeMCcom
— 12 OCHOBHbIX CLLleHapWeB O/19 3aLlNTbI: — permncTpaumnga nonb3oBaTenen
RDP, VPN, OWA, ActiveSync, ADFS, MO HECKO/TbKNM CLEeHapmam
Keycloak, SSH, VDI, Bitrix24, WinLogon, _
LinuxLogon, 1C — ya00OHbIM KabMHET NoNb30oBaTeENS
— OCHOBHbLIE CAOCOBL — yO00OHbIe HaCTE)Ol/IKl/I Mo rpynnam
noaTBepyKoeHMa 2ADA NoJibsoBaTe/iek

— MaclTabunpoBaHMe 6e3 nepecmMoTpa
APXUTEKTYPbI CUCTEMDI

PUSH-yBegomMneHmsa

OTP-koObl 3BOHKMW



B PAM

CucremMma KoHTpONSA
npuBUIEernpoBaHHbIX
Nnosib3oBaTeNen

[na pykoBoguTenem m crneumanmcToB
MHPOPMaALLMOHHOM 6e30MacHOCTM

KoHTyp drupa kontur.ru/aegis/pam



BO3MOXHOCTM

KOHTPOSIb OOCTYyMa K MPUNTOXEHUAM
M pPecypcaM C NMOMOLLIbIO MPOTOKONOB
RDP, SSH v HTTP/S

YnpaBneHne npmBuUIermpoBaHHbIMMA
rMpaBaMu: OOCTYM Ha BpeMs§. YepHble
CMUCKM KOMaH[, 6TOKMPOBKa danoBbIX
ornepauuni, ysegomMneHma od MHUMaeHTax

YnpaBneHme BCTPOEHHOM
OBYXPaKTOPHOWM ayTeHTUDUKaLUMEN
On4 BXO4a Ha KPUTMUYHbIE pecypchl

On-premise pasMelleHue,
OTKa30yCTOMYMBOCTb

®,

)9

MOHUTOPUHI aKTUBHOCTU BHYTPU
PECYPCOB C BO3MOXHOCTbIO pa3pblBa
ceccumm

Bupoeo- (RDP, HTTP/S) 1 TekcToBOE
(RDP, HTTP/S, SSH) norvpoBaHue
MOMb30BaTENTbCKMX CECCUM

CUMHXpOHM3aLUM4
c Active Directory, ALDPro, FreelPA

[Nooaep)Xka AOMEHHbIX U NMOKaTbHbIX
nmonb3oBaTenen



PaccnepoBaHue
MHUNOEHTOB
BHyTpeHHeln UB (N

[1na cneunanmcTtoB MHPOPMaLMOHHOM Be30MacHOCTU,
obLlen besonacHocTH, IT-otoena, HR-cneumanmcrTos

KoHTyp

staffcop staffcop.ru



BO3MOXHOCTM

-

D

Kennorrepsbl, 3anmcb 3ByKa
1 Beb6-kKaMepbl, 3aMnmchb
O0ENCTBUM NoSib3oBaTeneun,
MOHUTOPUHI OENCTBUN B
MeCCeHOXepax M rno4yTe,
yOaneHHbIM MPOCMOTP
paboyero ctona

[

)

BnokmMpoBKa OOCTYMNOB

K canTam, USB-HocuTenen,
OEVNCTBUI MONb30OBaTENEN
C annamMm N NPUNOXKEHNI

d

AHanms3 gencTBmm
COTPYOHWKOB, ABMXEHUS
MHPopMaLnM 1 OOCTYMNOB
K HERn, ydeT paboyero
BpeMeHU, BbigBneHme
aHoManmm



Kak npoayKTtbl KOHTYypa pewaloT
npo6nembl B chepe UB

@ ID ] PAM
CepBVIC ,D.Byxd)aKTOpHOlZ ayTeHTVId)VIKaLLMl/I CucrtemMa KOHTPOA npuBmnnermMpoBaHHbIX
nosb3oBaTenemn
KouT
T BesonacHocTb >< KOHHeKT staffcop
ycnyrm MH(bOpMaLl,l/IOHHOlZ 3aLLLI/ILLLeHHbIl7| OOCTYTI Paccne,D.OBaHme MHUMNOEHTOB

6e30MacHOCTU KOpMopaTUBHOM CETU BHyTpeHHen Vb



KoHTyp.9rmpa x Staffcop —

3TO KOMIJIEKCHbIU noaxon,

K POpPMUPOBAHUIO KYNbTYPDbI
MHOOPMALIMOHHOU 6€30MNacCHOCTHU
B KOMMNaHUM

Mbl N3y4NM BalLLIAN I_IOTpe6HOCTl/I N MOMOXXEM HaUTK
nogxoagduiee peweHne aJjid BallnXx 3a4a4



Cnacubo
3a BHUMaHue!
Bonpocbl?

Hukmnta MouceeHKoO
MeHeoyXep NpoeKToB

KouTtyp

KoHTtyp Ornpa X staffcop

kontur.ru/lp/staffcop-aegis
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