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Copep>xaHune

O yem 6ygem rosopuTb

* Tpu cnos curHanos - |dP, ZTNA, SIEM

Knaccunyeckmnm nogxon K gocTyny
ApxutekTypa Zero Trust no NIST
Trust Score - kak cunTaTb goBepue

Policy Engine n ZTNA




VPN mopenb
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3meHeHus, npespallatowme aoctyn B Zero Trust C uzcmuo)
Zero Trust mopenb

Pecypc nmeet csou nopor [lepenaya cmMrHanos goeepus
LOBEpUSs B CETU B CETU
CpaBHeHue Score poBepus C [lepecuyeT ckopa 1 NnepecMoTp
NOPOroM pecypca peLeHns

Policy Engine
KOMMOHEHT OLEeHKM oBEPUS




NIST SP 800-207

Apxutektypa Zero Trust no ctaHaapTy
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Policy Engine (PE)
[Bwxok Monutuk

ZTNA
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SIEM
AHomanuu n Yrposbl

POLICY DECISION POINT (PDP)

Touyka lMpuHsaTHa PeleHns
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Policy Administrator (PA)
Agmunuctparop Monutuk

MpuHATHE peleHus
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POLICY ENFORCEMENT POINT (PEP)
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-207.pdf

TpW KaTeEropmm NCTOYHMKOB CUFHANOB

IdP, ZTNA, SIEM

Identity Provider (IdP)

Zero Trust Network Access
(ZTNA*)

Security Information and
Event Management (SIEM)

*ZTNA = ZTA |= Zero Trust
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KTo nonb3osatesnb (PIP)
Okta, Microsoft Entra

C Kakoro yCcTpomncTea u u3

kakomn cetu (PIP + PEP)
Zscaler, Cisco Duo

YTO NponcxoauT BHYTPU U

BOKpYr cuctem (PIP)
Splunk, Elastic Security




MexaHn3M nogcueToB ( )
@ UZCLOUD
Kak cuutaertcs Trust Score

« KaTanor curHanos v Beca B PE (yaml, json)

« C6op curHanos u3 IdP, ZTNA, SIEM B kawe (Redis)

Score = SUM(signal * weight)

CpaBHeHMe ¢ noporoM pecypca (allow/deny)

[epecueT No cobbiTuio (MHBaNMA,. K3LWa -> PeLleHne)



Texywnmn Score cpaBHMBaETCS C MOPOroM pecypca

Moporu pecypcos

[lopor - uncnosoun aTpnbyT pecypca
Kannéposka no KPUTUYHOCTU OaHHbIX
[ PaHYNSPHOCTb Ha YPOBHE pecypca
PelleHne atoMapHoe:

o score >= nopor -> allow
O score < nopor -> deny




SIEM Hawwen yrpo3sy - score ynan, BOCTYN COKpaTUIICS
( uzcmuo)

NepecueT npu yrpose
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« Webhook ot SIEM "
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» 3aKpbITUE CECCUM C SCOre HUXE Nopora l

ABTOMaTMYECKOE BOCCTAaHOBEHME ‘

action



Tpw cnos curHanos

Yto paeTt kaxpabin cnom Policy Engine
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IdP

¢ /OeHTUYHOCTb Nosib3oBaTtenen
e AyTeHTudUKaums

e KoOHTEKCT ceccum

@ zTna

e CocTosiHME YyCTPOUCTBa

e KoHTekcT gocTyna

¢ [loBefeHue B ceccum
A3
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Policy Engine

CobupaeT curHanbl

PaccuutbiBaeT Trust Score

MpUHUMaET peLleHre o JocTyne

o

e AnepTbl ¥ UHLMLEHTDI
e AHomanuu
e Koppensiuusa cobbituii




Kak PE nepepaet peweHne B ZTNA

YpoBHUu uHterpauum PE n ZTNA

o YposeHb 1 — Push decision

— —_—

PE nepepaet
roToBOE peleHne

Policy Engine

YpoBeHb 2 — Policy sync

——

ZTNA cam npuvHumaeTt
policy decision

e CobupaeT curHansl
e Cuyuraert Trust Score

e dopmupyeT pelieHune

YpoeeHb 3 — Inline decision

—

3anpoc B peanbHOM
BpeMeHu

APl / Webhook

Tags / Attributes /
Risk Score

Inline API /
PDP query

—

b o B

ZTNA

¢ [lonyvaet peweHue
¢ [lpuMeHseT NonuTUKy

¢ KoHTponupyet goctyn




®rHanbHbIE TE3UCHI

- UZCLOUD
BbiBOAbI N3 BCEU apXUTEKTYPbI ( )

 OpunH n 1oT Xe IdP, ZTNA n SIEM moxeT 6biTb Zero Trust
N HeT

 Policy Engine - oToenbHbIM KOMMOHEHT, ero NpUaeTcs
cTpouTtb (OPA) (nMbo kak YacTb NnaTdhopmMbl)

« HenpepbIBHOCTb CTPOUTCS Ha trust score,
nepecunTbiBaETCS MO COObITUAM

Zero Trust = IdP + ZTNA + SIEM + Policy Engine



