%} sTarccor

KoHTponb Hap nHpopMaLUMOHHbLIMM MOTOKAMM
N 0eNCTBUAMU COTPYAHUKOB.

OaHnnnn bopucnaBckun
PykoBoanTenb aHanMUTU4YeCcKoro
otaena

OOO Atom besonacHoCTb
db@staffcop.ru




®) sTarFcor
* bonee 10 net pa3paboTKM NPUNOXKEHUN KOHTPOSIA COTPYAHUKOB;
« Akagemropogok, HoBocnbupck, peamaeHTbl TexHonapka n CKOSKOBO;
* BblcokoTexHonorndHasa komnaHug, ~50 coTpyaHUKOB.
 Hawa uenb: «40CTynHble peweHnsa 3agad MHopmMaLuMoHHOW 6e30nacHOCTN

* [lpogaHo ~1300 cepBepHbIX KOMMoHeHTOB, ~ 66 000 APM 3a 2019-1 rog.
* [lpopaHo ~2200 cepBepHbIx koMmnoHeHToB, ~ 171 000 APM 3a 2020-u1 rop.

www.amtestlab.ru

CERTIFIED Sk QO QKQAEMMNQEK

"M CKONKOBO  TexHonapk Hosocubupckoro AkageMropogka
- FLSSIAN EDMIDE
TEST LAB :T i"

ey [2016) infésecurit (7 BIS SUMMIT
RUSSIAy 2018

®CT3K Poccum

depnepansHas cnyxba
N0 TEXHUUECKOMY W
IKCNOPTHOMY KOHTPONIO

MWHKOMCBA3b
Poccum




@STBFFCOP 3ayeM HyXXeH KOHTpOsb Hag UHM.NOTOKaMKn?

TyT Mmornun ObITb cnangbl C Yucnamum,
rpadoukamm, CTaTUCTUKOU N Oaxe

KapTNHKaMu, HO...

www.staffcop.ru



@STaFFCOP 3ayeM HyXeH KOHTpOIb?
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@ STAFFCOrP 3a4veM HYXXeH KOHTPOSb?

NonkzoRatent: MNoNHOE UMA W I x MNpunoxeHue: 3aroNOROK OkHa w Y 4= -

Konu4ecTeo cobbitid v |5 @)
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@ STAFFCOrP 3a4veM HYXXeH KOHTPOSb?

Yy4éTt paboyero BpemeHu 3a nepuog c 24 maprta 2020 no 24 mapTa 2020

24 mapta 2020 r. BTopHMK

Monssoeatens |

MpoayKTMEHOCTE
PalBnexaTenbHble pecypebl
Ton NpUNoKeHnA

chrome exe

Ton canToe

youtube.com

twitch tv

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 Hauanog

&:07.07

6:12:53 (100.10%)

6:12:53 (100.10%)

5.40:20 (91.40%)

0:32:24 (8 70%)

NummT:

Okon4anne | Obuee epemn | AKTHEHOE | Mpocron 1 Onospaxue | Ceepxypo4HbIE | Mpony 1 Henpo, 1 Heir 0e |

20:08:51 124 01m 44c BY 12Mm 31¢ G4 49m 13c 00c 14 09m 21¢ 00c By 12m 31¢ 0oc
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[Ef] OBweHue c KOHKYPEHTAMM ﬂ- .‘. Buirpyska u neyats v

= Cobbva v & Anannz v @ Yuer spemern ¥ OTUeTH »

EE MocelleHne canToB

Monb3oearent: MNonHoe WMA | [ara: ek |

Apcenuii EceToscrmi 18-M0Hbp-2020

fE Mepenucka - KoNU4ecTBO

Monb3oearent: MonHoe WMA | [ara: fleHs |

Apcenuii EceTosckuin 18-M0Hb-2020

EE Mepenucka - nogpo6Ho
EpemA l:' ™n Komnsiotep Mons3osaTent

2020-06-18 10:47:23 R4 Mouta DemoZoneVM1 ApCEHUE

STAFFCOP 3a4yeM HYXeH KOHTPOIb?

BZ Manens ynpaenenms v #§ Agwud v = Menio (Admin) v

(4 DOobasuts numuT:
A — &
Caiit | BpemA akTHEHOCTH |T €

Mepenucka: lomen

searchinform.ru

MpUno¥eHne o=

p= [1aHenb ynpaeneHna 'ﬁ AIMHH * = MeHIo (Admin) v
Y thunderbird exe

JTTHMKT:
KoHTeHT ﬁg
20
20
20
2020-06-14 16:05:0 DemoZoneVM2 Kcenua KcenwA Kacnepoe  Apcenuii EceToec pg Mposepxa ceAz1
2020-06-14 16:01:% DemoZoneVM2 KcenuA KceHwA Kacnepoe  Bopucnascenid Ja JanHbie CravaTs Brogrsie uenblxlsx |
InterceptadFile w)
2020-06-14 15:45.2 DemoZoneVM2 Kcenua Kcenwa Kacnepoe  Apcerwil ECeToBC pe- Mposepxa ceAzu Crauars vt Microsoft Excelxisx

InterceptedFile =)

2020-06-14 15:44:1 DemoZoneVM2 | Kcesus Keetua Kacrepos  ApceHuit ECETOBC Mpopepka ceasm



@ STAFFCOrP 3a4vyeM HYXeH KOHTpOonb?
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®) sTarFcor

KomMmnnekcHoe pelueHne no nHpopmaunoHHon 6e3onacHoCTH,
y4ETY pabovero BpeMeHU U KOHTPOMO 3PPEKTUBHOCTU COTPYOAHUKOB

' |

yyeT paboyero 3QhEKTMBHOCTb  MH(OPMALMOHHAA  pacuiefoBaHue yLaneHHoe
BPEMEHU nepcoHana 6e30nacHOCTb MHUMAEHTOB dAMUHUCTPUPOBAHNE




C@ sSTarqFcor CoBpeMeHHble apXUTeKTYpHble peLleHus

[1ns paboTbl cepBepa yxe 4oCTaToO4HO BCEro O4HON BMPTyaribHOW MalUUHBGI

« KoHTponsb K nog ynpasnennem OS Windows, Linux, MacOS

Cuctema rotoBa k cbopy AaHHbIX cpa3y Nocne yCTaHOBKU

YOoaneHHas ycTaHOBKa areHrta

OS Linux, BD PostgreSQL

‘ PostgreSQL
ubuntu

HeTt gononHuTenbHbIX pacxoaoB 3a UCMNOoJ1Ib30BaAHNE CUCTEMDbI

MHTEPHET

JIOKAJIbHAA CETb




@ STArCOrP  ToTanbHbIU KOHTponb AencTteun 3a MK

KOHTpOﬂb noYyTbl U MECCEHAXXEPOB

D,EKO,DMpOBaHVIe cepBucoB BeO6-nouThl U
Outlook, Skype, ICQ, Mail Agent v gp. couumanbHbIX ceTen:

CKPUHLLIOTbI 3KpaHa

CHUMKM C Beb-kamepbl

MonuTOpHHT Beb-Tpaduka

MocewieHve canToB
Mepenucka B coLL.ceTsx
[epenaya daiinos
Beb6-noyta

— mail.ru, yandex.ru, gmail.com...
— VK, FB, OgHoknaccHuku, LinkedIn...
NMouyTOBbLIE NPOTOKONLI:

I \ — KoHTponb nevaty — SMTP / SMTPs
—— ) - == — IMAP

: " ‘ — POP3/POP3s
— MS Exchange
MNepepa4ya runeprekctoBoM MHopMmaLmm
n hannos:
— HTTP/HTTPs
— FTP /FTPs
UHTepHeT-MecceHaXepbl
l4T£?HV|€,3aﬂl/le, PeAakTMpOBaHUE, KONUpOBaHUe — Skype
— 1CQ, QIP, Jabber (XMPP)
— Mail.ru Agent

3anucb 3ByKa C MUKPOPOHA — Yahoo v apyrve
USB-nopThbl
— KOHTPOnb 1 BriokupoBka
TeHeBoe KonupoBaHue c¢pannos
MoHnuTopuHr Bydepa obmeHa — W3 3IEKTPOHHOW MOYThI
— CO CbEMHbIX HOCUTENEN
— nepefaHHbIX Yepes NHTEpHET
— OTNpaBfeHHbIX Ha NevyaTb

YnaneHHbli npocMoTp
paboyero cTona

Mepexsar BBOAA C KNaBuaTypbl

(Oukcaums Bcex (annosbix onepawmii

KoHtponb 1 6nokuposka USB-ycTpoiicTs




@ STAr-~Ccor PaccnepgoBaHune vHuunaeHtoB b

LI ———

* ApXMB OaHHbIX

* KOHCTpYKTOpP MHOrOMEpPHLIX OTYETOB

* [lonck no cnoBam U perynspHbIM
BblpaXXeHUaMm

* MHOXecTBO rpadoB 1 guarpamm

« Cuctema onoBeLleHUn

* [Mbkaga cuctema HaCTPOMKuM

donnbTpOoB




@ STArFFCoOr YnpaBneHue n agMMHUCTPUpPOBaHUe

* MOHUTOPUHT

* bnokmnposku

* NHuBeHTapusauymsa NO n «xkenesar
* NHTerpauua c SIEM

* PasHble goctynbl Ang pasHbiX

nonb3oBaTenem cucTtemsl




@ STarFCcor
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@ STarFCcor

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 Hawano|

NucunnnmuHa  AKTUBHOCTb

9:54:29 211532 11:21:03
9:07:06 18:22:55 9:15:49
11:20:35  20:01:01 8:40:26
17:23:27 205718 33351
12:53:25  21:14:43 8:21:18
10:35:44  19:10:12 8.34:28
0:10:40 221510 22:04:30
0:00:33 23:54:10 235337
10:51:19 | 19:52:45 9:01:26
11:05:09 231951 12:14:42

[1pOAYKTUBHOCTb

OxoHvanue | ODwWwee EPeMA | AKTHBHOE |

6:14:19

8.34:07

7:04:36

1:41:48

3:46:49

rr2i

10:35:12

12:44:53

8:11:35

9:13:23

YyeT paboyero BpeMeHu U ero oueHka

MpocTo# §
5:06:44
0:41:42
1:35:20
1:52:03
4:34:29
1:17:01

11:29:18
11:08:44
0:49:51

=:01:19



@ STar-~cor YyeT paboyero BpemMeHU Ha yaareHke

OTYeT No aKTUBHOCTU Nonb3oBaTenen 3a nepuog ¢ 1 nwHsA 2020 no 30 uroHA 2020

daHuun BopucnaBcKumn

Mone3oBaTens OGuwee BpeMA AKTMEHOE BpeMA Bpems npoctos  OnosgaHWe CeepxypovHeie  [POayKTHEH:
[laHMMN BOPHCTIABCKMIA 245:46:59 106:55:53 138:51:06 27:50:19 6:01:37
— MpoayKTHEHOCTE

OMMCHBIE NPUNOKEHNUA 23:54:58 (22.37%) |

MOMCKOBbIE MOPTANE 17:01:07 (15.92%) T

MpunoxeHdnsa 4na yoaneddoro goctyna  14:40:02 (13.72%) [

Bcé ocTanbHoe 13:41:09 (12.80%) T

KopnopaTHEHLIE pecypckl 11:59:14 (11.21%) |

VHTEPHET-MECCEHIKEDEI 72404 (6.92%) o

Kopn. pecypchl 5:45:115(5.38%) |

MOYTOELIE MPUNOKEHHA 43414 (427%)

WMHbopMaumnonHan Ge30MacHoCTs 2:02:01 (1.90%) |

WMHTEPMEAC CUCTEME 1:22:53 (1.29%) |y

+ Ton npHNoOMeHWA

+ Ton cadToE

www.staffcop.ru




@ STAr~Ccor YyeT paboyero BpeMeHU Ha yaaneHke

Y4yéT paboyero BpemMeHu 3a nepuop ¢ 22 uroHA 2020 no 28 uroHA 2020

22 nroHA 2020 r. MoHeaeNbLHWK

NonszoBatent | 00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 Havano| OkoHuanne | ODwee BpemA| AKTMBHOE |

Oaxuun bopucnasckuit | | | 9:13:55 21:14:42 11:58:47 4:27:33

23 voHA 2020 r. BTOPHUK

NonszoBatent | 00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 Havano| OkoHuanne | ODwee BpemA| AKTMBHOE |

Oaxuun bopucnasckuit 9:24:34 21:32:22 12:07:48 4:05:19

24 vroHA 2020 r. Cpepa

Monk3oeatent | 00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 Ha4ano|  OkoHuanWe | OBWee BPeMA| AKTMBHOE |

Oaxuun bopucnasckuit | 10:37:05  22:34:43 11:57:38 0:32:47
¥

25 uoHA 2020 r. YeTeepr

NonszoBatent | 00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 Havano| OkoHuanne | ODwee BpemA| AKTMBHOE |

Oaxuun bopucnasckuit | | | 8:58:03 21:41:56 12:43:53 6:40:55
I ¥ L}

26 vroHA 2020 r. MATHUUA

NonszoBatent | 00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 Havano| OkoHuanne | ODwee BpemA| AKTMBHOE |

[aHnun BopucnascKuii ” | | 12:13:23  22:56119 10:42:56 4:03:16
2]

www.staffcop.ru




@ STArFCOrP KoHTponb COTPYAHWKOB Ha yAarneHke

MoapoOGHBLIN OTYET MO aKTUBHOCTU € 24 Map 2020 no 24 Map 2020 Crauats (aiins! 8 ZIP apxiee
Monesoeare Mpunoxedd  3aTpavyeHHo
Oarta KomnewTtep nb e e BpemMA DomeH 3aronoBok
+ 19:56.56 chrome.exe 00:35:21 youtube.co @ nNpoxoxaenue Half-Life: Alyx B wneme Valve Index #1 - YouTube -
[ 54 ] 24.03.2020 m Google Chrome
18:46:52 chrome exe 00:00:02 youtube com  utg follower - YouTube - Google Chrome
24.03.2020
+ 18:46:46 chrome.exe 00:02:45 youtube.co YouTube - Google Chrome
(4] 24.03.2020 m
+ 18:41:56 chrome.exe 00:02:17 youtube.co  Assassin's Creed Syndicate Cinematic Trailer - YouTube - Google Chrome
(3 ] 24.03.2020 m
+ 18:39:41 chrome.exe 00:01:14 youtube.co  YouTube - Google Chrome
(2 ] 24.03.2020 m
+ 18:38:37 chrome.exe 00:03:36 youtube.co VK FEST 2017. Makc Kopx - Maneii noespocnen. - YouTube - Google
(5 ] 24.03.2020 m Chrome
18:33.57 chrome exe 00:00:34 youtube com  YouTube - Google Chrome
24.03.2020
+ 18:33:18 chrome.exe 00:02:37 youtube.co TaHuylowWWA BonK-poMaHTUK ocTaBun cygen "Macku" noytn Ges
© 24.03.2020 m BapuaHToB! - YouTube - Google Chrome
+ 18:31:10 chrome.exe 00:01:09 youtube.co  YouTube - Google Chrome
e 24.03.2020 m
18:29:39 chrome exe 00:00:30 youtube.com  Mrpaem B Half-Life: Alyx - YouTube - Google Chrome
24.03.2020
+ 18:28:57 chrome.exe 00:04:42 youtube.co Bonk ctan Bon4uuei! CMeHa ronoca apTUCTa nod cepoil Mackon
a 24.03.2020 m WOKMPOBAna XwopK - YouTube - Google Chrome
+ 18:24:50 chrome.exe 00:01:52 youtube.co  "Macka" — Bonk: Dance Monkey - YouTube - Google Chrome
(4] 24.03.2020 m

18:22:48 chromeexe  00:00:04 youtube.com  wolf dance monkey - YouTube - Google Chrome




@STEDFFCOP KoHTponb coTpyaAHUKOB B odouce

(}’ [TOMCK - TUN COBLITUR

0O B onepauun ¢ tainamu

fo)
I

Bpema l_= KoMnsioTep Monssosarens OrmnpasuTtens Monyyarenn Coobeqvne

~N
2
-
—~
-
~
S

[laii nopank OT 3KX3yHTa 8 TaHkax Npoigy 3Ty Xyt Y
O @ Bpems akTusHOCTH
(0 [Ga] CHumok 3xpana

O 63 3anycx npunoxerns

1l 8 0084 ewe NOCMOTDH MHE CKaKK)

(O X 3asepuweHme NPUNOKEHHA
0 Bsoj ¢ knasMaTypel

O B Daxusie dopms!

(0 &3 Peectp copra

0O © Peectp obopyacsanua

0 @ Nocewenne cairros

O & Nepexsayennuit dain

(O %) Bxoa/ebixoa #3 cUCTEMBI
O [8) sydep oGmena
(O & nevats gokymeHToB

(O Q Nowuckoswii 3anpoc

Bpema
OE Moyra Npunoxerine t chrome.exe
Dk Cets OunsTp OTnpaska nucem camomy cebe

Tun coburwa $2 WxTepHeT-neigxep

O 8 cucremmwii nor Arent

O @ YcTpoicTea 74 fonvaosaTtens

0 & BHewnue aucku Tmys e

() &2 veTaHoska NO

Yqactnuku >
o®opmar Plain
Copepxumoe [1a# Nopanc OT BKKAYHTS B TaHKaxX NpoRay 3Ty Xy
PIN 5454

0000000000000060660080

™ ©) WHTepHeT-neaxep

www.staffcop.ru




@ STar~Corr  [loyacoBas onnaTa paboTbl y 3aKa34uKa

iEMEHH ¥ OTyYeTHl ¥ TIHMKT:
MNpunoxenwe: HazeaHue w 1 = | MNpunoxenue: Onucanne w Y 4= - Bpems aktueHocTd w [T €D
bitrix24 exe 3Ha4YeHUE He YKa33HOo 14:53:53 _
winword.exe Microsoft Word 03:43:59 -
powerpnt.exe Microsoft PowerPoint 03:04:20 -
) 9 10 1 12 13 14 15
excel exe Microsoft Excel 01:17.06 ||
Bxog 9:23:06 9:38:04 94613 14:10:01  9:00:02 91501 92442 12:26153  9:23:114 0:00:00  14:40:31  9:02:51
Brixon 19:31:27 | 20:41:37 181527 20030009 19:26:01 20:34:03  19:48:56  18:17:089 21:31:26 23:31:20 | 19:33:31 | 19:4517
Bpema 4:22:24 4:46:42 5:54:53 4:16:31 6:24:36 5:26:39 6:17:36 4:46:13 4:45:29 0:00:07 0:46:41 5:56:56
HAXOHOEHWA B
ouce
Bpema 1:54:46 1:43:38 1:53:18 1:08:39 3:27:05 21749 2:16:09 1:24:15 1:41:52 0:00:00 0:39:39 2:22:22
paboTwl B
paspeLleHHoM
no
Bpema 0:04:56 0:00:30 0:00:36 0:02:42 0:01:23 0:02:24 0:01:29 0:09:28 0:00:10 0:00:00 0:00:00 0:00:00
pagoTul B
sanpeLyeHHoM
no
MpocToi 54557 | 61651 | 2:34:21 2:03:37  4:.01:23 5:52:23  4.06:38  1:04:03  T7:22:43 23:31113 406119 4:45:30

www.staffcop.ru




@ STAr-~C0O1> TeHeBble KONuK hannoB — NOUCK NO aTpMbyTam

Bpema 1? KoMNeHTED Mons20BaTENL MNpvno#eHe KOHTEHT CEAzaHO ¢ CTpaHuL Pazmep Monyyarenu
2020-07-08 12:34) DemofoneVM2  KceHuR + EXPIOTErexe  Cpauare ByogHole LeHslxlsx | FileOperation w] 8.2 kKb
2020-06-14 17:25) DemoZonelNB4 | BoDa CkayaTs BxoaHbIe UeHsl sk | PrintDoc s 1 8.2 Kb
2020-06-14 16:47 DemoZoneNB3 | d.borislavskiy T explorerexe | Cpauar BrogHuie ueHelxlsx | FileOperation ] 8.2 Kb
2020-06-14 16:01 DemoZoneVM2 | Kceuun € chrome.exe | crauars Bronuele ueHs xisx |} Mail ) 8.2Kb Bopucnascknil [Jaduun

EE ®unbTp: *UeH* B NepexBa4eHHbIX hainax

ff Ceoiictea ML Yeegomnewws Y OunsTp

2~ Konctpyktop  Ht Cnommbiit sanpoc ¢ Kog dunetpa

M | == Ycnosue | | 1:3 Mpynna ycnosui |

dain v | Mma danna v | Coaep#uT v | LeH




@ STArFCOP TeHeBble Konun »annoB — MOUCK NO TEKCTY

'_/y) MepexsayeHHeii  DemoZoneVM2 KcenuA B skype.exe Wiuem oupexTopa

OTyéT 2 ke.docx
Cravate OTUET 2 ke.docx i
8:live:.cid.2ba49cc565661352
ExersapTansHeii om4éT onA ANPERen: TyT Kakie-TO 04eHb BaHHLIE JaHHLE
I )
@ MepexeaueHHsiil d DemoZoneViMi ApceHni ) thunderbird exe WMiem qpexTopa

KapTuHouka.jpg

Crayats KaptHoukajpg §

KcenwA Kacnepoea
KapTuxa npo ilEReN=
Mail up)




@ STAr-—C0Or?  CkKaHbl NacnopToB U HOMepa KpeaUTHbIX KapT

Bpema 2020-11-17 11:48:15
®OuUNeTp Cepeep pacno3HaBaHMil
KOHTeHT ‘

Crayate Documents.7z §
DemoZoneVM2 KceHwa & chrome.exe KpemuTHLIE KapThl

Krenuws Kacnepoea

CHadana aeHLM, NoToM OCTansHoe

4276160971368577 < 7=

gc, 14 wioH. 2020 r. & 16:08, Janwwn Bopucnasckwid <d borislavskiy@staffcop.ru=:
HOpM. 0EE5A eLé

ec, 14 wioH. 2020 1. B 16:01, KcenwAa Kacnepoea =kkasperova522@gmail.coms=:
Kak Qorosapreanice.
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KOHDEeAeHLManEHO

KOH(EQEHUMANEHO

KOHeaeHUManbHO

www.staffcop.ru

HOAG.-2020

HOAD.-2020

OKT.-2020

OKT-2020

OKT.-2020

OKT-2020

09-HoAD.-2020

09-HoA0.-2020

12-0KT-2020

12-0KT-2020

13-0KT.-2020

13-0KT-2020

Banepuid Kowka
KCeHWA Kacnepoea
Banepuid Kowka
Banepui Kowwka
KceHwA Kacnepoea

KCEeHWA Kacnepoea

YTeHKe

YTeHue

Mepeszanncs

YTeHue

MNepenmeHoBaHne

YTeHue

Sce cofuman O

®) sTarFFcor  Metku Ha daiinb
CIITEED CE D OO O ) CU ) + -

+ I
> I
1

>
+ IS

Bcero: 6, Konu4ecTBo cOGRITHM: 23

vondensrymansre O

Konu4ecTeEo coDLITHA w |

072020 O

+om.-2020-0

12-0¢r-2020 O

13-0¢7-2020-0)

08-+0m5.-2020 O

Baneowi Kouss O

Hoarus Kacnepoes O

Banepuii Kousa O

Koerns Kacnepoes (O

I ) CIETTER ¢ e

O Yreswe (2)

O Nepesanucs (1)

O Yresue (4)

O Mepeamencaasme (2)

O Uresue (4)

O Yreswe (3)



= Cobbiua
BpeMﬁlE

2020-01-28 12:13:00

2020-01-17 16:13:15

2020-01-17 16:13:09

2020-01-17 16:11:47

2020-01-17 16:11:10

© STarFCOr  OTtcnexuBaHue Noucka padoThl

l[#* Ananus v @ vuer BpEMEHN ¥ OT4eTbl ¥ Nunant:
Tnn KomnsioTep MpunoxeHne CofibTne -
@ Bpewms akTnarocT NB0201 atomsecurity.c @ chrome.exe CaiTs! no TRYA0YCTPORCTEY =

BakaHC#A BelyLAiA NPOrpaMMICT & HOBOCHBMPCKe, padoTa B ©TEY HMMLL uM. ak. E H. Mewankisa MiHipasa Pocciu - Google
Chrome

htips:fikoltsove.hh.ruivacancy/34583944

@ Bpewms akTnarocT NB0201 atomsecurity.c @ chrome.exe CaiTsl no TRYA0YCTPOCTEY

BakaHChA BeflyUMii NPOTpaMMICT 8 HOBOCHBUPCKe, padoTa B ©FEY HMWLL M. ak. E.H. MewankiHa MuHaapasa Poccau - Google
Chrome

htips:ffkoltsove.hh.ruivacancy/34583944

@ Bpems akTveHocTy NBO201 atomsecurity.c @ chrome exe CaiiTel 10 TpyaoyCTpOicTRY

BakaHChA BeflyUMii NPOTpaMMICT 8 HOBOCHBUPCKe, padoTa B ©FEY HMWLL M. ak. E.H. MewankiHa MuHaapasa Poccau - Google
Chrome

htips:fikoltsove.hh.ruivacancy/34583944

@ Bpems akTveHocTy NBO201 atomsecurity.c @ chrome exe CaiiTel 10 TpyaoyCTpOicTRY

Baxacus Beqyuuwii nporpammuct & HosocuBupere, padora & OFEY HMULL . ax. E.H. Mewankisa Miussapasa Pocciy - Google
Chrome

htips_/ikoltsovo.hh.ruivacancy/3458 3944 ?query=mewanki+a

@ Bpems akTveHocTy NBO201 atomsecurity.c @ chrome exe CaiiTel 10 TpyaoyCTpOicTRY o

Bpems

Mpunoxerine

ounLTp

Tun cobbitus

ArenT

MonksosaTens

Noceuerme caiita

Bomen

Cait

3aronoBok okHa

AnuTensHocTs

Coaepiimoe

www.staffcop.ru

PID

2020-91-28 12:13:80

@ chrome.exe
Calits no TpyaoycTpoRicTay

@ Bpema axTusHoCTH

‘ BE MoceweHuwe CaWTOE NO TPYAOYCTPONCTEY ﬂ- 3 BLIrpy3Ka W NeYyaTte v [NaHenb ynpasneHus v ﬁ AllMHH ¥ = MeHI0 (Admin) »

NBO2@1.atomsecurity.com

d.bordslavskiy — §
https://koltsovo.hh.ru/vacancy/34583844 E: CobblTHa w Ii AHanu3 @ YUET BpEMEHU ¥ OTyeTol ¥ MumuT:
bh.ru

BakaHcna Beaywuii nporpaMmacT = HosocHBu

00:98:30

https://koltsovo. hh.rufvacancy/3ss3s44| RCEHMA KACNepoBa hh.ru 14-WHOHE-2020 00407 Mm44c

5096

Kcenua Kacnepoea hh.ru 18-MHOHE-2020 00uQ4m35c

KceHua Kacnepoea superjob.ru 18-MOHE-2020 00u03mO2¢C

KceHua KacnepoBa job.oru 18-MoHE-2020 00yo0O0M20cC

Bcero: 4, BpeMA akTHEHOCTH: 004 15M 39 ¢



C@ STArFFCOrP YnpaBneHue n agMMHUCTPUPOBAHME

i= Cobbitua v |~ Avanus v @ Vet spemen v OTvetsl v NuMuT:

7
@ CoxparuTe waobpaxenve |l 52 B atypansssii paauep | % 3axeatute ynpasnese 18 Coxparums waoBparenme | 32 B narypansneii pasnep | % 3axearure ynpasnerue

+ Dolphin Futures XPS Viewer version 1.1.0

+ Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.40649

== gBittorrent 4.1.6

Cratyc KomneroTep MocTaBwmK Bepcua [0ata HanM4mMAa

° B Hanu4nu DESKTOP-O5HN4DV.atomsecurity.com The gBittorrent project 416 17:06:25 04.06.2020

+ Update for Microsoft Office 2013 (KB3039756) 32-Bit Edition
+ Update for Microsoft Office 2010 (KB4092436) 32-Bit Edition
+ K-Lite Codec Pack 14.1.5 Full

= Git version 2.22.0.windows.1

Crartyc KoMmneroTep MocTaBLWMK Bepcua [aTta Hanu4Mms

° B Hanu4uu NBO0001.atomsecurity.com The Git Development Community 2.22 0.windows.1 18:29:13 21.01.2020

+ OBbHoBneHwe GesonacHocTk ana Windows XP (KB2820917)

+ OBHoBneHWe GesonacHocTW Ana Windows XP (KBST76323)

www.staffcop.ru




@ STAr~COr [louckoBble 3anpochbl U NocelleHne canToB

BE caitei otueTHoct [ &t "

= Cobbitua * & Ananuz * @ YueT epemenn = OTYETH ¥ NUMKT:

Apcenis Eceroscun sois couozussc

KceHua Kacnepoea nalog.ru DO0y02m32c _

' Tekct -2
KceHua Kacneposa sbis ru oowoomaic [ EGEGN
) zanaga 3 ces0H 5 cepuR

ApceHuni @ firefox.exe youtube.com MUp QMKOTD 3anafa 3 ceaoH

ApceHuii @ firefox.exe yandex.ru youtube

ApceHni @ firefox.exe yandex.ru youtube

ApCeHuii @ firefox.exe yandex.ru soliter exe

ApceHni @ firefox.exe yandex.ru coliter exe

ApceHuni @ firefox.exe yandex.ru COMMTED BMHAOEC T CKAYATH
decnnatHo

ApceHuni @ firefox.exe yandex.ru conMTep

ApceHuii @ firefox.exe yandex.ru conuTep

KeenuA € chrome.exe google.com KYMWTE TECT HA GEPEMEHHOCTE C 2
Nonockami

ApceHnii @ frefox.exe yandex.ru Kak y4anuTs staficop ¢ KoMneHTEDa

ApCeHui [+ % firefox exe yandex.ru KaK yanuTk staffcop ¢ komnetoTepa

www.staffcop.ru




@ STArFCOr? PaccnepoBaHue MHUMOEHTOB

FE O6Hapy*unu sanuck caina Ha dnawky £ B TR C R T B= Manenb ynpaenexua v

= Cobbita * | Avanuzs v @ Yyer spemenn ¥ OTYeTH *

Bpema 15 KOMNLHTED [Mons20BaTENL MNpynoseHe KOHTEHT CBAzaHO C CTpaduLl Fazmep

2020-06-14 16:47 DemoZoneMNBE3  d.borislavskiy = explorerexe  Cyauary BrogHsle ueHwxlsx | FileOperation wp] 8.2 Kb

BE roe nogknioyanu donawky Lk 3 BhIrpy3ka M neyats v = [MaHenb ynpasneHns ¥ ¥ Aam

= CoObitua *  |#” Axanus v @) YyeT BpeMeHn ¥ OTYETHl *

_ A ourrep <1 ] nomsooarons remos o <1+t <1 <im0+ i+
5 onan e = vou weore ) ] 1 x] vovon D+ -

DemoZoneNB3 BopWCNABCKMA NaHnun 14-WIOHB-2020 JetFlash Transcend 16GB USB Device 2 -
= Cofbmua * | Ana

DemoZoneNB4 BoDa 14-M10HB-2020 JetFlash Transcend 16GB USB Device 1

APCEHHﬁ ECeToBCKMiA WLV UL AR IHAHEHAE HE Y heldedHU VLIS DU UNIEVIT EVTTU A 1l | Rt

ApceHuit ECETOBCKMIA winword.exe Ona NeHbl.docx C\Users\Apcenuid\Desktop\Ana Nexbl.docx
ApceHui ECeTOBCKMIA winword.exe MpoekT 28 docx Woemozonevm1\HoeaA nanka\\lpoekT 28 docx
ApceHuH ECETOBCKMIA winword.exe MpoekT_28.docx Woemozonevm1\HoeaA nanka\poekT 28 docx
ApceHuit ECeToBCKMA winword.exe npoekT_9.docx CAUsers\Apcennid\Documents\npoekt 9 docx
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® sTarFFcor  MNpeumywecTsa

Ha open source pelieHusx 9
n He TpebyeTt BeccpoyHble NUUEH3nn n rmbkasd
OOMONHUTENBHOIO NIATHOro NONIUTUKA NULEH3NPOBaHUA.

nporpamMmmHoro obecneyeHums.

OLAP-Ky® CHuXaeT 97% BHegpeHun StaffCop
TpeboBaHUs K «Kenesy» ‘|I| OKYMUMNCb MeHee YeM 3a 2
cepsepa. MecsLa.

MHoromepHble aHanuTn4eckme
OTYETbI N CXEMbI C BO3MO>KHOCTbHO
nepexoaa oT 0OLLEero K YacTHOMY U
HaobopoT.

NonHoueHHOEe TeEXHUYecKoe
COMPOBOXAEHME C HAYarnbHOro
aTana TeCTUPOBaHUA.

www.staffcop.ru




@ STAr~CoOr AcneKkTbl BHeagpeHus

[lpaBoBbIe
TexHn4yeckume

AOMWUHUCTPATUBHbIE




@ STarr AcneKkTbl BHeagpeHus

Ne149 ®3 «O6 nHhopmaumm, MHPOPMaLMOHHBLIX TEXHOSIONNAX U O 3awuTe nHhopmMmaLuny.
Ne98 ®3 «O KoOMMepUYeCKOU TauHey.

Ne152 ®3 «O 3awunTe nepcoHarnbHbIX AAHHbLIXY.

OnpenennTb 1 OOBECTU A0 pabOTHUKOB npaBuia NCNonb30BaHUS CPEaCTB XpaHEeHUs, 0bpaboTku n

nepegavyn nHopmauumm .
PaspaboTaTb 1 JOBECTM 00 pabOTHMKOB pernameHT npoBeaeHnst MOHUTOPUHTIA.

|_|OJ'Iy‘—IVITb corsiacume pa6OTHVIKOB Ha npoeeageHmne MOHUTOPUMHIra NCnosfib3oBaHNA MM CpeacCTB

XpaHeHusi, 00paboTkn 1 nepegavyn nHdopmauun.

BkntounTb nonoxeHnsa ob obsasatenbcTBe paboTHUKa cobntogaTb NnpaBuna UCMosib30BaHNA CpeacTB

KOMMYHUKaUUnN n cornacne Ha MOHUTOPUHTI B prﬂ,OBOVI A0roBop (LI,OI'IOJ'IHl/ITeJ'IbHOG cornaweHune K

TPyOoBOMY OroBopy).



@ STarr AcneKkTbl BHeagpeHus

B gononHeHue Kk nuueH3snam Ha 1O moryT notpeboBartbes nuueH3nm Ha OS v
DataBase.

Pa3BepTbiBaHME U HACTPOMKa CUCTEMDI.

Cuctema He JormkHa Mewartb bu3Hecy paboTtaTb 1 3apabartkiBaTh.

He nnaTtuTe 3a TO, YTO BaM HE HYXHO.

Bo3moxxHo, notpebyetca ceptudumumpoBaHHaa ®CTIK Bepcus.

Cuctema gormKkHa MMEeTb BO3MOXHOCTb ObITb MONE3HOW BCEM Nnoapa3feneHusim.

CucTtema gormkHa pellaTtb 3agadun noctaBrieHHble ODU3HECOM.



@ STar~corr  ObocHoBaHWe AN BHeApeHus

Open
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@ STarr- NMonuntuka nMueH3npoBaHUA U CTOUMOCTb

KonunyecTtBo JlnueHsna Ha JlnueHsuna Ha
KOMMbIOTEPOB 12 mecsiueB 3 mecsdua
5-25 3350P/1TIK 1117P/1TIK
26—-50 3050P/1TIK 1017P/1TIK
51-150 2990P/1TIK 997 P/ 1TIK
151-250 2890P/1TIK 963 P/ 1TIK
251-500 2790 P /1TIK 930 P/ 1TIK
501-1000 2690P/1TIK 897 P/ 1TIK
1000+ 2590P/1TIK 863 P/ 1TIK

BeccpoyHas nuueH3nsa — no 3anpocy



®) sTarFcor
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Tectupyiite 6ecnnatHo A0 3-X MECALLEB Ha NapKe MalMH Noboro pasmepa.
nDﬂHO(:IJYHKLI,MOHaJ'IbHE]ﬂ BEPCUA. TexHuyeckoe CONMpOBOXAEHUE NPOEKTd Ha BCEM MPOTAXEHUMN.

bbicTpO Jlerko KomnnekcHo
Pa3sepTbiBaHKe NUAOTHOTO TpebyeTca MUHUMYM YCUNMA Bbl cMOXETe OLeHu!TL Cpasy BeCh
NpoekTa 06bI4HO 3aHMMaeT W PecypcoB Ans 3anycka KOMMNEKC peluaemblx 3a4ay
He bonee 0AHOro AHs StaffCop Enterprise W NPWHATb NPABU/IbHOE peLleHue

bnarogapto 3a BHMMaHue!

Nanuun Bopucnasckuii O +7(499)6382809 n06. 235
PykoBoguTenb aHannMTU4Yeckoro otaena ) db@staffcop.ru
OOO Atom besonacHocCTb B d.borislavskiy
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