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[TpenmyLlecTBa Zecurion

KOHTPO/Ib BCEX
BO3MOXHbIX KAHa/IOB
yTEYUKM

EAnHaA BeO-KOHCOb
1 iPad-npunoxenue

13 BapmMaHTOB BHEAPEHMA
1 TMOKas apxmTekTypa

dip

[ 1ybokasa nHTerpaums
MOZYNen

EAVHbBIV apxuB And
paccaeOBaHUA U
cbopa AaHHbIX

Moy b OTUETOB C
KOHCTPYKTOPOM U
rOTOBbIMM LLAOAOHaMM
OTYETOB

&

OMHMKaHaNbHble
NONUTUKM BE30MacHOCTH

10 TEXHONOTUM KOHTEHTHOTO
aHaM3a Ha Hba3e MalIMHHOIO
obyueHus n N

LLInpokme BO3IMOXHOCTH
no uHterpaumm (TITUS,
SIEM, REST API)



NHTepdeinc

CyLectBeHHOe ObHOBAEHME
KapTOYKM M1 CrMCKa
COTPYZAHMKOB, BO3MOXHOCTb
ObICTPOro CpaBHeHWA 1 bonee
10 TOUEYHbIX YNyYLLEH NN

@

Staff Control Enterprise

CoBCTBEHHbIN MOAY /b YUETa U
KOHTPOA paboyero BpemeHm
COTPYAHVIKOB AN5i KPYMHbIX
napkos 'K

HOBOE
A

OT MHUMAEHTOB K PUCKaM

YHukansHaa ana DLP-pbiHka
CUCTEMA OLLEHKM PUCKOB C
BO3MOXHOCTbHO OMNePaTUBHO
BUAETb aKTyaslbHble YrpO3bl

T
o
o

3awmTa BOAAHbIMM 3HAaKaMM

BO3MOXHOCTb BbI6OPOYHOTO
MOKa3a BOAAHOIO 3Haka MNoBEpPX
OKHa MPUIOXEHUA AN A0oMN.
3alMTbl OT GOTOrPaPUpPOBaHMA
M CHATUA CKPUHLIOTOB

B DLP 11

W —
WV —

MeHep xep 3aga4 n IRP

BCTpOeHHbIN MOAYNb
paccnesoBaHuin 1 yrpasaeHus
peryndapHoiMu 3agadamu V1b-
oTaena

¥

[Jnarpamma cBsAsen

VHCTpYMEHTbI ANns ObICTPOM
PaboThl C AaHHBIMM U
ONTUMKM3aLIMA CKOPOCTU PabOoThbl C
OOMbLINM KONMUYECTBOM CBSA3EN,
otobpaxeHue 20 1000 06beKTOB

®

Screen Photo Detector

Moaynb Screen Photo Detector
C MTHOBEHHOW peakLmen Ha
MOMbITKY COTPYAHMKA
choTorpadmpoBaTh TO, UTO
HaXxOAMTCA Ha 3KpaHe

N

JononHuTtenbHO

CBA3aHHble NOAUTVIKK, BOKMPOBKA
y4€THOWM 3anncm B AD, paboTta B
6e340MEHHbIX CETAX, MPOCMOTP
pabouero ctona v ewé tonee 20
YNyYLEeHNA



OBHOBMNEHHBIN MHTEPMENC

TPYA



OOHOBIEHHbIN CNUCOK COT

[TpocMOTp nokasartenen

YPOBHA PUCKa,
MNPOAYKTMBHOCTY,

CPaboTaBLUMX MONNTYK M

SMOUNOHaJIbHOTO
COCTOAHMA

HacTtpoika otobpaxeHns
C NMOMOLULBHO GUNbTPALMN

1 BbICTPOro NMowcka

7. ZECURION

DLP DLPPROCESSOR LOG OCR

Ceogka > COTPYAHMKNA
CoTpyaHukm ¢

Q, BLICTPLIA NOWCK...
CoTpYAHWK

Aleksandr Galiev
Cnyx6a ynpasnerus

Aram Oganyan & =,

Ekaterina Nikiforova
YnpasneHme pacHETHO K

Gennadij Osipov® =,

Kerol Nyuman @ =,

Lyudmila Larionova @
B SHYTPEHHEND ayauT:

REPORTS

Aleksandr ZHuravlyov @ =,
YnpasneHue nHGOPMALMOHHBIX TEXHONOTMA, CUCTEMHE

STATUS

M, HEUANBHUK CTYXGH

TAEN COMPOBOXAEHIR BAHKOECKOTD MPOrPEMMHOTD O

: Artyom Vagner @ =,
2 OTAEN CONPOBOXAEHMR GYPXEBsIX cuCTeM, TNaBHLIA Np
@’

YnpasneHite UHGOPMALIOHHEIX TEXHONO MM, HauansH

e AyuWil chewmanucT

DYAHWKOB

YPOBEHL PHCKa

NPOAYKTMBHOCTL

6.42%

24.3%

22%

6.52%

7.96%

22.9%

6.06%

4.98%

VHAEKC BKTUBHOCTI NOANTIKN
7.6 14
10 % 9
9.9 Tosson 10
3.6 Lass0n 9
10 % 9
9.1 Tannom 10
8.6 Tau 7
9.9 Tosson 10

HacTpoeHne

@

19.02 8 16:40

143

61

296

192

51

191

57

97

8

O6HOBMTE CTAaTUCTHUKY CEAYac

Bce nons3osatenn

118

20

46

81

119

626

Bce Bpems ~

1

1

ALMHH AZMUH

OBHOBUTE

DUALTPLI (0) ~

3590

3541

2618

4973

3539

1855

429

4306



KapToyka COTpyAHuMKa

7. ZECURION

DLP DLPPROCESSOR LOG OCR REPORTS STATUS

I <. s o

»  bBbICTpBIM AOCTYN K CMUCKY COTPYAHWKOB

» Bce kiroueBble Mokas3aTenn B O4HOM
MecTe

«  KHOMKM BbICTPLIX AENCTBUN, B T. U.
MPOCMOTPA 3KpaHa COTPYAHMKa W
CO3/JaHuA pacciesoBaHA

« HoBble gaHHbIE: PUCKK, NPODUN
noBeAeHVd, pabouyee Bpemd,
AMarpamMmMma CBA3en, 1eHTa CobbITUM

«  OnTMMmM3auma KapToukM AN
3aka3umkoBs ¢ 30+ TbiCAY COTPYAHMKOB

andr Galiev
1ynpasnexig puckamm, H...

andr ZHuravly

MHOro KOMMYHWKaLWA 96%

H @
Aleksandr Galiev
Cnyx6a yNpagneHna puckami, HauankH...
PykosoguTens: Maksim SHuster YpoeeHb pycka
Craryc & 86 Sossw 1l

Puckv  MHUMWZeHTsl  Smouvm  Mpodwns noeegerns  Pabodee spems

~ AKTMBHOCTb 3A BbIEPAHHBIA NMEPVMOA

14.9% W nonesHoe 11w
spens
B Heuenesoe
wenonssosanue MK

MNpoAyKTUBHOCTE

6.42%

02,02

MoBeAeHYecknii aHanns

10,02

21.7% B He onpeaeneHo
bezpeiicTene
oTcyToTaMe 6y
0% P nKk
14.5%
49%
06.02  07.02 08.02
~ OCHOBHGIE MOKA3SATENKN

NPoAYKTUEHOCTE Monesxoe Bpems Heuenegoe narons3oBaHmne
8.77% 0% 4:26 7% 13:04 Zeas%
OTcytcrene 3a MK Cpepgpee BpemA B ofuce Bpems B opuce
39:45 0w 9:02 “116% 90:21 240%
YpaneHHan pabota Hesbixog Onozgadwa
00:43 Z216% 4 gHs 5°

<

MPUNOXEHWA U KATETOPKK ~ CAWTBI U KATETOPWK

KaTeropuu npunoxeHnia ~ Bpema % poct KaTeropuu caitos ~

B MecceHmpKepsl 06:09:49 27 +129% B Mowck
MouToBsle KNUEHTEI 04:18:01 19 +220% M BeG-nouta
@afnoBble MEHELXEDPLI 00:07:40 1 -82% B Coucetw

Bpems
02:33:45
01:23:24
01:10:03

%
28
10

g

poct
+153%
+144%

-38%

Ceazn

MocnegHAR aKTUBHOCTEL Yepes 38 MUHYT

MHAEKC aKTUBHOCTH

7.6 i73:23%

Bce cobbiTns

1102 12.02 13.02 14.02

He onpepaenexo

19:38 %ow

OTcyTcTBME B oduce

5:08 Zza%

¥xofjp! paHsLue

0 -"\ 00%

~ AVCLMNAUHA

Jhata Mpwuxog Ha pa6GoTy
19.02 10:17 #1917 mon
18.02 019
15.02 10014 =14 14 men

+19 MiH

CeegeHus

g Agmun Agmus [

== K CFIMCKY COTPYAHWKOE

O

nocnegHue 14 gHein ~

15.02 16.02 17.02 18.02  19.02

Bpemn 3a MK

50:35 “20.4%

OTtpa6oTako

10 gHen

¥xop ¢ paboTel Bpems Ha paGoTe
17:34 +54 mun 7:38
10:58  +2458 MnH 10:40 +2440MmuH
19:59 <2459 mun 0:48

-22 MuH

<14 46 M oo



OboralLeHue

Pucku, npopunm, UBA



Puckun, npodunu noBegeHus, SMoLnN

[lna nonyyerHns bonbliero ob6béma MHbopMaLmMm NPy paccieoBaHnAX, MPOrHO3MPOBAHMSA PA3BUTUA
CUTYaLMM N MPUHATUA BEPHbLIX PELLeHUN.

7, ZECURION DLP DLPPROC

SOR LOG OCR REPORTS STATUS

BLICTPLIA NOUCK...

O Ceoaka

Aram Oganyan ©
&  CotpyaHur @ OTgen conposcxAeHNA GaHKOBLKOTO Np...

& Kapawtuu

YpoBeHb pucka

O7gen CONpOBOXAEHIRA BaHKOEC... +19.2%
AHEBHGLIE PUCKK

.‘@’ 0

30

PUCKM  WHLWABHTEL  SMOLMK

PykoeoawTeNs: Gennadij Osipov

CpegHuid ypoBseHs prcka
KOMMaHUK

59.79 Z26.6%

ANHAMUWKA YPOBHA PUCKA

Mpodunb NosegeHs

MHOMQ KOMMYHUKaUWA 92%

YpoBeHb pucka

Z102%

Paboyee BpemMs

Puck 3a Buepa

30 :100%

MoBejeHYecknin aHanw3

Q 250
?‘; :,"?‘
;
d. > 240
_:‘ 3 COBbITKUA
2

[ 3anaun ® Mcxogswas noyra

@ Hactpoitm n
>

L Dinrrnossinn nacea

MpoAyKTMBHOCTE

22%

Puck 3a cerofHs

30

CBA3M

MocnegHAR aKTUBHOCT 3 4aca Ha3aa

Bce cobbiTuA

CpegHWii AHeBHOIA pyuck

21.71 Zuox

MHAEK( AKTMBHOCTHN
9.9 Zosson

CeefleHns

9 Anrne Aomus

< K CAWCKY COTPYAHWKOE

COmE

CpegHWii gHeBHOIA pruck

3a nocnegHue 7 gHei

1 6 -'38.5%

MepedT B MHUMASHTEI

11:37, 19 dpespann

Kanan
BawHocTh

INeKTPOHHARA NoYTa
Beicokan

.02

TN COBLIT

wA noBoi ~  nonuTMKa

Tun urumaerTa
Hanpasnerine

noban v kaHan modoR v

o

Vexopsian nouta
Viexopsiee

Ty



Puckosast Mogenb

CpegHWii ypoOBEHEL PUCKa
KOMNaHnK

59.79 “a6.6%

YpOBeHL pUCKa

03 Y102% 30 Z100%

AHEBHbIE PUCKK

60

30

2401 2501 26.01 27T BM 2001 30.01 Hm 01.02 02.02

6 pUCK-NOKa3aTeneu

Bce knroyeBble pucK-nokasatenm
B KapTOuKe COTPYAHWUKOB A4
MOHUMaHMA TeKyLLEN CUTYaALLUN U
eeé AMHaMUKU

Puck 3a Buepa

PWCK 33 CerogHna CpeaHwii HeBHOWA pucK

30 21.71 Zow

Ncnonb3oBaHme B CpaBHEHUMU

[MpocTan un bbICTpad COPTMPOBKA,
GUABTPALNA M CPaBHEHME
COTPYLHWKOB M OTAE/NOB

CpegHWid AHEBHOW PUCK
3a nocnegHue 7 gHeil

16 Hes%

TaMmnamH pUCKoB

YPOBHM prCKa OTOBPaxaroTCA B
B1AE TaMlaHa — BDEMEHHOW
LUKabl C 3aTyXaHWeM yepes 3
HeAenu



[TpoounupoBaHme NoBeeEHUS

AHOMANUK

A\ KOHTaKTHI C HEW3BECTHLIMM

15.02.2021 13:09:05 - MNepeoe UCNONL30BAHWE YCTPONRCTES

B Mass Storage Device by JetFlash (94 1MKNCKTB4VO)PS)

v ete 10 anomanui

COOTBETCTBME NMPO®U/IAM MNOBEAEHWUA  Peaaktuposats npoduan

H " 17
Spmesol Q7%  some  93%  wweTiowe  ggey  Amwce . 80%

pabote

7 TUNOB aHOMa NN

Bce knroyeBble pucK-nokasatenm
B KapTOuKe COTPYAHWUKOB A4
MOHUMaHMA TeKyLLEN CUTYaALLUN U
eeé AMHaMUKU

NHOEeKC aKTUBHOCTU

[1pocTan 1 HBeICTPas COPTUPOBKA,
dUNbTPaUMA 1 CPaBHEHME
COTPYAHWKOB W OTAE/IOB

Py4yHoe npodunmposaHme

VIHCTPDYMEHT paHHero
pearnpoBaHuA 1 NpeaynpexaeHns
[0 MOABNEHNA NHUMAEHTOB



bbICTpoe cpaBHeHWEe COTPYAHWNKOB

Yn06HbIN MHCTPYMEHT N — I S S B

AN ObICTPOro

COMOCTaBNEHVA AAHHbIX,
BbIABNIEHNA PA3NNYUMIA MO . ) : 4

BCEM KJTKOYEBbLIM

nokasatensam paboTbl
COTPYAHVIKa WK OTAENa

CpaBHeHue

- Lyudmila Larionova @
,\ cni T

6 Aleksandr Galiev @ @ Artyom Vagner @ . Aram Oganyan @

< YpoBeHs pHcka 94 +93 66 -2.94 06 +143

Puck 32 suepa 21 sz% 10 +0% 30 +0 4 857

CpeaHni AHEBHOR PUCK 3a NocneaHKe 7 AHeR 17.4 +134% 13.4 -2.08 20.1 +6.02 11.7 +367%
& [MpoaykTWBHOCTE MocneaHwe 14 gHed ~ 8.07% +2 6.05% 240 24.46% <08 5.66% +1%
MNocneaHnAs aKTMEHOCT 6 UaCcoe Hasap, 4aCoB Ha3ag 5 uacoB Hazaa 5 4acoB Hazag

Helenesoe ncnonssoeaHne 25.79% +309 16% 22 8.7% 59.9% 23.8% +10.7%

Ono3aaHuA 5 +0% 6 +0% 6 +0% 3 a0
PaHHME yx0asl 0 -100% 6 +20% 2 -60% 0 -1003
& WHuwAeHTul Bce spema >~ 3851 5246 2960 15029
BhICOKON BaXHOCTA 143 192 296 97
CpeaHel BaXHOCTK 118 a1 46 626
HUzKOih BaXHOCTK 3590 4973 2618 14306
Cenzn@® 32 55 46 36

fi] yaeaure vs cnucks
CpasHeHuA

ffy yasnuTe us cucks
cpaEreHun

fi] yaeaure vs cnucks
CpasHeHuA

fi] yasnurs us cucxs
cpaEreHun

CpeaHue 3HaUeHNs ~ AR OTASN0E OUKUCTHTL CNCOK CPABHEHWA

CBepHyTE

[ — Aleksandr G... Artyom Vagn... Aram Ogany... Lyudmila Lar... x X
P Cyx5a ynpaERerna prCkamy, HauansHIK cryxb: OTAEN COMPOBOKAEHUA GUPXESSIX CUcTeM, TasHbIf NPorpaMMUcT OTASN CONPOBOXASHMA BAHKDECKOD NPOTPAMMHOTD 06eCcnEueHR, [NAEHsI CleLManicT " Cnyx6a sHyTPEHHErD ayauTa, Beaywmil creLvanucT
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[ IpumeHeHwne

= [OTOBbIV WabJ0OH TUNa 3a43a4M ANA
pacc/iefoBaHMA UHUUMAEHTOB:

= Cncrtema genermpoBaHmA

= OnepaTnBHble yBegoMAEeHUA 06
M3MeHeHUsX Ha no4yty n 8 SIEM/Syslog

= /ltoboe KoN-BO TUMOB 33734, B T. 4.
KaCcToOMM3MpPYyeMble ANA Pa3HbIX 334au

= BO3MOMXHOCTb MCMOJ/Ib30BAHMA 33434 KaK
BHYTPEHHEero Tack-meHeaxepa Nb n UT 3a
CYET TMOKOro KOHCTPYKTOpPa Gopm

15



PaccnegoBaHue MHUWOEHTOB

3agauun

Q  BicTpsiit nouck

Q Paccregosarme & Evgeny Andrukho & Svetiana volodina
MposepuTb MHTepHeT Tpaduk nonb3osartens Svetlana Volodina

MMUNCA UHTEPHET Tpachuk nonbaosartena Svetlana Volodina. Heobxoaumo npoBepuTs ABNAETCA 3T0 HOPMOI UNK HapyLieHnem. OTuer

€ Vsmenenve actpoek & Evgeny Andrukhov
VI3MeHUTb NOANTUKY «/lna ByxXrantepum»

Cpenartb Tak ytobel Bce (huHa

AOKYMEHTbI OTNPABNANWCHL TONLKO NOCNE NOATBEPXAEHUA MmasHbiM Oyxram

@ Morutopunr & Igor Shornikov

MpoBepuUTh AiCTBUSA NoNb30BaTENE peaMeT cavBa MHpopMaLun

CA B cnvBe WHopmaLun KoHKype!

Yka3aHHbie COTPY/AHWKM NOA03peBal am. HeoBxoaumo yeunuTs HabnioAeHne 1 BLIABATL HapyLUEHNA

Q Pac ne & Evgeny Andrukhov & Svetana volodina
MposepuTb nHTEpHeT Tpadpuk nonb3osartens Svetlana Volodina

YBenuunnca uHTepHeT Tpaduk nonk3osarens Svetlana Volodina. Heo6xoaumo npoeepuTs ABNAETCA 370 HOPMON UK HapyweHkem. Otuer

0 Vsmerenve nactpoek & Evgeny Andrukhov
3MEeHWUTb NOAUTUKY «/ns Gyxrantepum»

Cpenate Tak yToOb! Bce PMHEHCOBbIE AOKYMEHTLI OTNPaBNANMCH Torl

ocne NoATBEPKAEHNA MasHeiM Oyxrantepom. E TTep He NOATBEPAUIT OTNPaBKy AaHHOMO 4

@ MoruTopuHr & Igor Shornikov 5 | & Svetlana volodina, Anastasiya Shulga

MpoBepuTh AeiCTBUA NONb30BaTENEA Ha NPeAMET CMBa MHdOpMaLUu

YKa3aHHbIe COTPYAHUKM NOA03peE!

cA B cnvee uHgopmaLmm koHKypeHTam. Heobxoaumo ycunuth HabnogeHve v BulABUTL HapylLUeHuA

Qe we & Evgeny Andrukhon & Svetana volodina
MposepuTb nHTEpHeT Tpaduk nonb3osartens Svetlana Volodina

YBenuuunca wHTepHeT Tpachuk nons3oearens Svetlana Volodina. Heobxogumo nposepuTs ABNAETCA 3T0 HOPMO# UnK Hapywexnem. OTuer

Wcnonnutens noboit +  Hapywurens nioboit ~

Tun nioboit v Craryc nwboit +  CopTupoBKa fjata CO3QaHUA ¥ CHauyana HoBbie v

RO

R oo

ouero paboyero AHA - OTNpaBuTENs

« CoBmMecTHad paboTa Haj 3aaaden

« JI&rkas MOCTaHOBKa M KOHTPOJIb 3aau

« C6op AokazatenbCctB 1 0bcyxaeHme b-
cTparermm

«  /Icnonb30oBaHMe Yek-MCTOB M IyYLLINX

NPaKTMK

YnobHoe obyyeHne VIb-aHannTrkoB



7. ZECURION DLP REPORTS

B/l OcHoBHas Csogka > 3agaum > [poBeputs MHTEpHeT Tpadmk nonb3osatena Svetlana Volodina

0 Ceogka

| a C K M e I I eﬂ}Ke p MpoBepuTs MHTEpHET Tpaduk nons3oBaTens Svetlana Volodina
- Cotpyaxukn

Kapanmuh Tun 3agaun Paccnegosatine BaxHOCTL CpegHan Cratyc
WHuumaTop Maxim Nikulin VicnonHvTens Evgeny Andrukhov HapywuTens Svetlana Volodina
Co3paHo 30.04.2019 KoHTponkbHan aata 06.05.2019
OnucaHue

Yeenuuunca untepHeT Tpaduk nonb3osarens Svetlana Volodina. Heobxoanmo nposepuTs ABNAETCA 3TO HOPMOI UM HApPYLLEHWEM.
table

[AononHutensHoe none 1
AononHutensHoe none 2

« JIroboe KOAMYECTBO TUMOB 33434

4 Cob'pa'rb BCe UHUWAEHTLI N0NL30BaTeNA 33 TeKYLUYO Heaeno

& BuLifBUTE VHUWAEHTEI ABNAIOLLMECR HapywieHnammn

«  [MBKMIN KOHCTPYKTOP GOpM

« KoMmmeHTapum ncnoaHmtenem
o o o Bce cobbiTua KomMeHTapuun VHUMAeHTbI Paiinbl [JokasaTtenbcrea
« OTObpaxeHne AeNCTBMIM NCMIONHUTENEN B
9 Evgeny Andrukhov — 14.03 8 09:15  HOBbII KOMMe

JieHTe

[asaiiTe y CBeThl CMPOCUM.

« [lpukpenneHre NHUMAEHTOB 1 GanioB A4

9 Evgeny Andrukhov — 12.02 5 09:17 & n3meneH oT8

Evgeny Andrukhov =+ Svetlana Volodina

A0Ka3aTe/1bCTB

a Svetlana Volodina — 12.03 2 12:22 @ HOBLI KOMMEHTapUiA

e Yek-amcThbl

Kakas-To HenoHATHasA epyHAa NPoucxoanT. MEHS Ha 3Tux caifTax He 6b110. 3T0 B8Ce WNWUEHBI.

« OTuértbl 32 Nepuroapl

6 Svetlana Volodina — 11.¢

Q

screenl.jpg

&

e Svetlana Volodina — 1

Q

screen2.jpg

&

Mokasatk NpeAblayuime cobbiTus (22)



,D,OI'IOJ'IHI/ITeJ'IbeIe BO3MOXHOCTU

[narpamma cBazemn , PeXXnm becena, screen watermar ks



[lnarpamma cBsA3en

z ZECURION DLP DLPPROCESSOR LOG OCR REPORTS STATUS g AnmuH AqmuH

9 Aleksandr ZHurav... © MHOTO KOMMYHUKALWT 97%  MOCNeAHAR aKTUBHOCTL 20 MUHYT HA33A e s
3

P  Ynpaenene MHGOPMALMOHHLIX TEXHON...

&
=) ykoBoguTens: Gennadij Osipov YpoBeHb pucka NpoAyKTUBHOCTE VIHpeKC aKTUBHOCTH — —
- - ] =,
280% 24.3% 10 = 10000%
3 Aleksandr ZHuravlyov Puckn WHLMAEHTBI 3mounu Mpoduns nosegeHns Pa6ouee Bpems MNoBeAeHYecKuiA aHann3 Ceasun Bce cobbitua CeepeHus
Ynpasnerue uHPOPMaUMOHHBIX
* bbICTpble GUALTPSI
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(ﬁ% \ Aleksandr Galiev
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OT1yeT «becenan

[1o aHanorum ¢ Telegram
OTObPaxaeT CoobLIEHNS
(MHUMAEHTBI) B BUAE AWanora m3
BCEX MECCEH/XePOB.

« BO3MOXHOCTL MPOCMOTPA
MPUKPENNEHHBIX Gannos

*  3BOHKM W ayAMOCOObLIEHNS

« bbICTpbIV Mepexos 13 yata B MHUMAEHT

« JlononHutensHasa nHeopmMauma rno
COObITUIO B UaTe

JUMHHBIN TEKCT KOTOPLIA He NoMeLLane; 22 ("F=1o0 £- Ky 11 NepeHOCTMCA Tak UTO BpemA OkaeT Ha
ciegytoLLein CTopoke cnpaea 3:12

JNVMHHBIA TeKCT KOTOprﬁ NOMeLLaAeTca Ha OAHY CTPOKY HO AOXOAMUT A0 KOHUA CTPOKM WU BpeMA BHU3Y

4 Kolokoltsev Andrey (+79

o AyanocoobiyeHne (00:27) 11:58

G 380HOK (01:43) 1222 @

JNVHHBIA TEKCT KOTOPbIN He MOMELLAAETCA Ha OAHY CTPOKY U NEPEeHOCTUCA Tak YTo Bpems 6KAeT Ha
cnejyouleil cTopoke cnpaea :

JUMMHHBIN TeKCT KOTOprVI NMoMeLLaneTca Ha O4HY CTPOKY HO AOXOAUT A0 KOHLUA CTPOKW U BpEMA BHU3Y

® Ivanov Alexey
O 380HOK {01:43) 1
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Screen Watermarks screen photo detector

| - |:| | Nunedixa
Pexcum Pasmetka  Bed-
HTEHWMA CTRAHMUB! A0KYMEHT

] =] CrpykTypa
e
% = Yeproank Cetka

Pexumbl NpoCMoTpa Nokas

L 2

BoaAHbIe 3HAKW ANA NPUIOXKEHUN — &%

NO3BONAOT 6€30LWNMO0OYHO

MAEHTUPULIMPOBATB TEX, KTO AeaeT
CKPUHLLOTBI Uan poTorpapupyet
3KPaH KPUTUYUHBIX MPUNOXKEHNIA

OBnacTe HaBMraLyMm

Lite

Q I:E) D Oaa cTpaHnLa r’E E Praom ED’_J D
EI [ Heckoneko CTpaHnL CMHKXpOHHEA NPOKPYTKa
Macwraé 100% Hoeoe ¥nopagounte Pazgenmte Mepefitne  Makpocel
B Mo wmpuke crpanue OKHO Bee TAHOBWT: PACTIONOMERNE OKHA | goyroe ko = -
Macurraé OkHO Makpocsl

g 1 2 3 4 5 (3 7 3 9 10 11 12 13 14 15 16 &

3.4.1. Obpararsca & mpeacTasHTemo HomoaHATeas 5 CIy¥ae  EOSHEEHOBEHHT
00CCHOBSHHEIX OpeTeHsHH K Ka49ecIBy yoIyT B pamiax [Iporparuel Aud ycIpaHeHHT
mpofnen Ha MecTe

3.3. Croponsr 08AsyEOTCA OPH MCOOHEHHH HacToamero Jorosopa He CEOMHTE COTPYAHHUECTED K
o TOMBED E HacToAmenM Joroeope TpeGoEaHM, MoAAepFHEATh
feTOEBlE EOHTAKTEl M NpHHHMATE BCe HeoDXOJHMBIE MepHl 414  OOecHedeHHT
5thieETHEHOCTH H PASENTHA HX KOMMEPUeCKOH CEASH.

3.6. [Ipaga 1 00ASAHHOCTH, BEII H3 o Joroeopa, B TOM 9HCIE ©
peoprammsanpelt CTOPOH, He MOTYT OHITE DEpPENAHEl TPETHEM THNAM Ges MHCEMEHHOTO
cormacet gpyro# Cropomss

3.7 CoTpygmmyy sampemiaeTci OPOHSEQAHMTE BHISO- H aygmEosamuce [Iporpanmer Ha mobsie
moceTem Ges mECEMeRROro cornacks Hemoammrean.

OreercTEerHOCTE CTOpOH
JMIpegendeIci & COOTESTCTEHH C HOPMaMH JeHCTEVIOIETC

OBOPY He OONYCKASTCH MCIOMBSOBAHHEE, PacHpOCTpPaNeHHE,
HHE MEOGBDX MaTepHATOR FUTH HHGOPMAITHH (BETIOHaR TEECTEL
SHIeOMaTEPHATEl H Ipodee) pasMelleEEble Ha Calre
JOHSHECEHHEIE E YCTHOH (OpMe NOCDEICTEOM HSIOMEHHT
1 cafTe MATEPHATH (MOCTAHOBEM PEEHCCEpOE, HOHOTPANMEL
HAYEH, THTEPATYPH H HCEYCCTEA) OXPAHTIOTCA ASHCTEYEOMEN
ITOPCKOM IPAEE B CMEEHEL C HEM OpIE.

mmA YVeryr (n. 1.2, Joropopa) 3akasqmE EOpase TPEOOEATE C
oy (meseff) & pasmepe 0,1 IPONEHTOE OT CTOHMOCTH He
AR JeHE OpOCPONEH, Ho He Godee 10 mponenTos o seef

ster (m. 2.2 Jorosopa) Hemommmrens empase Tpefopats ©
1 (menel) & pasnepe 0,1 nponesTor oT HeymIaTeREO# CyMMBL
a0 He Gonee 10 mpomenTos ot ofme# ey Jorosopa.

m = obpason oba3aTeaBeTEa Mo
uTE gpyrod Cropore mp TAKHMH Hapy Ta: s

IeHCIONHEHHA 003saTeTeeTs mo Jorosopy CTOPOHEI HecyT
BHH C 32K0HOJATEIBCTEOM PP

5. Ilopsaok paspemieHHs CIOPOE

Brte CHOpE! HIH PasHOIVIACHH, EOSHEKARCmEE Mexy Cropomavs no sactroamenty Jorosopy
HITH B CESH C HEDM, DaspPEIIaoTCT Ty TEM NeperoOECpoE MEHTy HELH.
JoEyMeRTsL, NepefaEEme GARCHMETBEEDL CPEACTECN CEASH, IPHSHAKTCE JOCTOBEPHO
HexogAamene or Cropomsr mo [orosopy, ecliH OHE OVAYT COAEPHAETE OTMETEH
thaxcmmeRoTo ammapata CToport, m GyAyT NpmsHEaBaTecA CTOPOHAMH HATTEWATTHL
ZOKasaTETECTEOM B CTy9ae BOSHHKHOBEHHA EOHQUAKTHOH CHTYAINHM H IIPH paspermeHHm
CHOOpOE B ApOHTPAEHOM CYAE.
[Tpe moaNMHCAHHE HacTORMero Joroeopa H corameHHi K HeMy J0IycEaeTca QaEcHMETERDS
pocopomseenerre mogmace Cropom Ha ArTtax He JomyckaeTca  (DaECHMETBEHOS
EBOCHpOHSESNeHHe NOSHCH CTopom.

CIy9ae HEBOSMOEHOCTH PASPENIEHHA PasHOIMACHHA OYTEM NEPETCECPOE CHM IIOIEEAT
pacenoTperme 5 Apdmrpasmon cyae r. Mockssr

"
%)

i
s

o
.

6. OBcToATEIRCTEA HEMpeoA0. MOl cibI ((ope- Makop)
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6.1 Croponsl  0CECDOWJAIOTCE OT OTESTCTESHHOCIH 332 HEHCOOMHEHHE HIH HeHAZISEAmTes
mcmonmerme  o0msarenbete mo  JOroEOpy, ecIH  HALIERANEe HCIMIHEHHE OKasaloch
HEBOSMOWHEIM  BCTACTEHE — HEMPeoJOMHMMOH  CHIEL, TO  ecTh BOHMAHHEIX  H
HENpeJOTEPETHMEIX NPH JAHHEIX YCIOBHAX OGCTOATENBOTS, MOJ EOTOPEIMH TOHFMARTCA
SampeTHEI® AeACTEHA EBIacTeH, IPAEJaHCEMe BOJHEHHA, SOHIEMHH, O70Kaga, 3wmbapro,
SEMIETPACEHHA, HAEOJHEHHA, IO/KAPE] HITH APYTHE CTHEHHHEE GeICTEHA.

.2 B cayuae BaCTYTIIEHHA STHX 06cToATenseTE CTopora 083asa E Tedente 5 (mars) padourm: qHei
yEeOOMETE 00 3ToM ApyTyie Cropomy.

6.3 loEyMeRT, EELIAHEEA YIOMHOMOUSHHEDM TOCYZAPCTESHHEDM OPrasoM H TJ. ABIAETCE
JOCTATOYHEN OOJTBEpHIeHHEN HATHUAT B TPOJOTAHTETEHOCTH JeHCTENA Helpeoommoi
CRUTEL

6.4 Ecil 0BCTOATENBCTE HEMPeOJOIHMOH CEUIEL NPOANIEAIOT Jelcrsceare Gomee 10 (mecarm)
EATEHJApHER Hef, To xajas CTOpoHA BOpaBe OTEAsaTed OT JloToBopa B OJHOCTOpOHHEM
TopATEe.

7. Ilopsagox usmeHeHHS H pacTop:kenus Joresopa

7.1.JIrobr1e HSMEHSHHA H A0TIOMHEHHA K HacToAmery Jorosopy HMEIOT CETY TOIBED B TOM CIIYHae,
eCITH OHH ohOPMIEHEL B MHCEMERHOM EHAE B OOJIICARE! obemur CTopoHaMH.

7.2 Mocpousce pacTopmenne HacToamero Jorosopa EosmozHe 0o cornamesnee Cropon, aado Ha
OCHOBAHMATY, IIPETyCMOTPERRBN. maremseTEoM Poccriickol p

7.3 .Cropoma, pemmMEmIaZ PACTOPTHYTh HAcTOAIMEH [oTOBCp, ACIDEHA HATPAEHTE MHCBMEHHOE
VESOOMTEHHE O HAMEPEHHE PACTOPTHY T HacToammi Jorosop gpyTof Cropome Be mosgEHes, 98M
sa 3 (Tlars) pabourx grel D0 NpeINONEraEMore JHA PACTOpEEHHA HacToAmero Jorosopa.

8. Cpoxk aeiicrenn Jorosopa

8.1.00zsarenecTEa mo HacToAmeny JJorosopy ECTYNEIOT B CHIY © MOMEHTA NOZMHCAHHEA
nmacTonmero JoroBopa M ORaEMHEAICT AeftcTsne wepes 15 (TlaTmagnars) padowmm: gredt mocne
oxoRgamna [Iporpanmsr.

8.2 IIpexpamerne Joroeopa He oceofomgaer CTOpOHEI 0T HCNOMTHEHHA ECEX CEOHX O0A3ATENECTE,
TPETYCMOTPEHHEX HacToamem JJOroEOpoM H HEACHONEEHHEX HA MOMEHT NPEKpAITeHHT
Zefictens JIorceopa, a TaKKE OT OTEETCTEEHHOCTH 33 HEHMCHOOIHEHHe o000 HS STHX
00AZATENECTE.

8.3 Hacroampdi Jorosop cocTabmer B 2 (ByX) SEseMIIApax, HMENIX OJSEAKOEYIO
IOPRIEMECEYI0 CHIY, 0 OFHOMY SESSMIULIPY 4711 K20l i Cropon.

2.4 Bee msueHeHHs H JomorHeHnt & Jorosopy ASACTEHTENEHE, CTH COBSPIISHE! B MHCHMEHHOR
thopre B mommmcarer obemum CToporaMH. CoOOTETCTEYVIONEE JONCMIHHTENEHE COTMIAINICHHT
Cropor ABIAIOTCA HeOThEMTEMOH JacTeto JloroBopa.

9. 3aKINUHTEIBHBIE I0I0AKEHHA

9 1. Cropoms! 00A33HE HEMENTEHHO YESTOMIATE APYT APYTA O THOEDX H3MEHEHHAX CEOHK
PEXEHSHTOE B IHCEMEHHOM BHZe. B cmydae HeERMONEEeHHA 3Toro Tpebosamma ogHol B3 CTopor
gpyran CTOpoHAa HEe HeceT OTEEICTEEHHOCTH 353 EOSMOEHEIE HE[AaTHEHEI® NOCTSICTEHT
HCOONBSOBARAR CTAPEN PEKEHSATOR.
.2 B cayaae peopr EHTH TTHE Cropossr 0bA3anEl HEMETTEHHO YEEAOMHETE APVT
APYTa B OPHEATE CPOTHE: MEPH IO YPETVIHPOEANHI) E3SHMHEELN $HEARCOEEI HETEPECOE.
9.3 Bee HSMEHeHHE B JONOMHEEHT K HaCTOAmEMY JOrOEOPY HMERT WPHIHUECKVE CHTY, €CTH OHH
COCTABMEHE B MHCEMERHOR (ophie H MOMHCAHE 00eHME CTopoRaME.
0.4 3avEneme, YEeOMTEHNA, HIBLMEHNE, TPeOOBARMT H HHES IOPHIMYECKH SHATMMELE coobmenmT
(manes - coobmerma) HanpasTatoTea CTOPOHAME MOOENS HS CISTYEOIHE CHOCO00E:
- 3aKasHEIM OHCEMOM C YE€AOMISHHEN O By TeHHH;
- Hapowmsne spyaerten (Kypeeperoi JoCTaBkoH);
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STAFF CONTROL 2.0

Anterprlse

KoHTposb pabou BpemeHu coTpyaHmkos B Zecurion DLP 11




Staff control

CobcTBeHHOE pelleHne Zecurion and y4éra
paboyero BpeMeHu 1 NoCTPOEHNSA OTYETOB MO
SPPEKTUBHOCTM PAbOTbI COTPYAHMKOB.

» [loAHbIN YUET paboyero BpeMeHu

« [lpwcyTCTBME M aKTMBHOCTb Ha paboyemM mecTe

« «DoTorpadum paboyero aHA» COTPYAHMKA/OTAENA
« (CBOAHblE OTYETHI 33 Nepuo No 15+ nokasatendm

« TOTlbl ONa3abiBaroLLyX, OTCYTCTBYHOLLMX, YXOAALLMNX
PaHblUe, paboTatowmX yaAaNnEHHO

«  OTYETbI NO NPUNOXKEHNAM 1 BEO-CanTam
« [loACYET NPOAYKTUBHOCT PabOThbl
e YpanéHHoe NoAKAOYEHME

« Tabenn yyéta MCnoNb30BaHMA PECYPCOB




OTtyeTnbl B staff control

KapTouka coTpyaHuKa

Bce HyXHble nokazatenn 1 obulas
CBOJKa 3PPEKTUBHOCTM
MCMONb30BaHWA Paboyero BpemeHm
COTPY/AHMKA B OIHOM MecCTe

Tabenu

YN10OHbIe OTUEThI MO
MCMONB30BaHWIO COTPYAHMKAMM
MPUHTEPOB M COBMOAEHWIO
ANCUMNNMHBI — NPUXOA0B-YXOA0B
C pabouero mecTa v ap.

KOHCTpYKTOp OTYETOB

HoBble BMUAbI OTYETOB, BKAKOUAS
crneLmanbHbIi TabanUHbIM C
ObICTPbIMU GUABTPAMU M NOAAEPXKKON
PaboTbl C AeCATKOM Thicay [1K

JleHTa cobbITUi

[ToapobHas neHTa cobbITNN B
KapTOuUKe COTPYAHMKA C YAOOHbIM
dopmMaToM OTOBPaKEHNS UHLMAEHTOB

[locelweHne pecypcos

CnnCKY MPUNOXEHWI U CaUTOB.
MoryT 6bITb MOKa3aHbl Kak
KOHKPETHbIE PecypChbl, Tak v
KaTeropmm



Pabouee Bpems

OCR REPORTS STATUS g Agunn Aguus

Csoaka » Pabouee spems 19.02E16:40 OGHOBMTL CTATUCTMKY Ceuac 0GHOBUT:
Pa6Gouee Bpemsa

MokasaHbi nepesie 11 COTPYAHMKOE 3a 100 Areit pynnupoeka no gate ¥ Tepvoa Bce Bpema ~  CTatyc AtoGoii Otaen nioGoii CopTvpoBka no napametpy *  Mons (20) v

onb3osanme MK

KTUBHOCTE

A % OT BpemMeHn 3a B

+ 19.02.2021 13.6% 2.89% 5:04 35% 17% 265% 29:49 -11.5% 54:34 6.02% a8.7% 54
vadim Subbatin 19.7% 228% 12.6% 3101 7.08% 4519 <
Tamara Orekhova 0.63% -83.7% 21.2% +31.4% 1:06 -27. 5:32 -45.6% 69.2% <
L4 rpyl_l |_| l/] po B Ka |_| O AaTe l/]fl l/l OT'ﬂ‘eﬂy Stepan Komissarov 17.2% - 0:20 605 11.7% 5275 2:59 -156% 4:48 60.2% +
Ruslan Zaripov 36.7% 0:06 -203% 1.28% -203% 12.6% -30.9% 0:48 5:58 -253% 74.7% 2
° B b | C—l—p b | e CI) l/lﬂ pr bl l/l rpyl_l [—l l/l po B Ka Nadezhda Fomichyova 0% - 0:00 1005 0:14 +6.41% 30 46415 239 - 1:02 +saa 0:45 909% 9.38% =
Marina Anisim 6.51% +125% 0:22 +a3 4.60% +o3% 20.1% 15 27.9% 11 .25 71.6% +1
o o Lyudmila Larionova 5.71% 0:20 5% 4.36% = 0:55 355 11.6% 33% 15.20 339% 35.20 +
e bonee 15 nonen ¢ AMHaAMUKOW o
Gennadij Osipov 22.9% 8.98% “a4i 3.14% <& 8% £o8% 2:08 2132 203 442% =
|_| O Ka 3 aTeﬂ e l;] atering Nikiforova 0:02 +153 0.43% +163% 0:00 -87.8% 0.029% -87.8% 0.93% 7059 0:08 586% 1.86% -58.5% 3:03 -48.4% 38.3% <
- 18.02.2021 14% +100% 352 +100% 3.46% +100% 7:48 +100% 6.97% +100% 23.2% +100% 33:40 +100% 30.1% +100% 51.8% +t
° ,ﬂ]l/l H a M l/l Ka l/l C l_l Oﬂ b3O Ba H l/l ﬂ Vadim Subbetin 29.3% +100% 0:57 +100 11.9% +100% 0:22 +100: 4.76% +100% 11.79% +100: 3115 +100% 40.7% +100 43.4% +1
Tamara Orekhova 0:03 +10% 0.74% + 0:14 +1005 3.09% +100% 1619 +1003 1:31 +100% 19.1% +100 127% =
pa 60 L,| e rO B pe M e H l/] |_| O 'D‘H H M Stepan Komissarov 11% +1 10.9% ~100% 2470 +100% 2:32 ~100% 24,20 +100 42% -1¢
Ruslan Zaripov 3.16% ~100% 1.6% =1 18,206 +100% 0:42 ~100% 8,830 +100% 2:00 -1 100% =1
Naderhda Fomichyova 0:03 +100% 0.68% +100% 0:13 +100% 2.82% +100% 34.2% +100% 0:39 +100% B8.24% +100% 8:15 +100% 103% +1
Marina Anisimova 0:20 +100 1:54 +100 23.8% +100% 6103 +100% 75.7% +100 2:33 41 31.9% +1
Lyudmila Larionova 0:22 +100¢ 1:31 +100¢ 19.1% +100% 6:37 +100% 82.8% +100 2:40 +100% 33.4% +1
Kerol Nyuman 0:00 +100 0:01 +100: 0.31% +100% 0:04 +100% 19% +100% 0:05 +100% 1.2% <t
Gennadij Osipov 14.5% +100% 0:22 +100 0:34 +100: 7.24% +100% 2:33 +100% 31.9% +100 5:04 +100% £3.4% +1
Ekaterina Nikiforova 3.63% = 0:00 +1 0.14% +10 0:21 ~100% 4.5% =1 5:55 «1 74.1% +1
O 3anawm
+ 15.02.2021 12.9% 29.1% 4:09 +9.59% 3.72% +9.59% 6:08 +321% 5.48% +3.21% 18.3% 5.42% 33:28 +2.13% 29.9% +9.13% 38:16 -19% 34.2% 1

£ Hactpoim



ICMOJIb30BaHNE PecypcoB

7,
7. ZECURION DLP DLPPROCESSOR LOG OCR REPORTS STATUS g Agms AaMn
Ceopxa > Cotpyanuin > Aleksandr ZHuravlyov 19.02816:40  DBHOBNTL CTATMCTIKY Ceiuac OBHoENTS
0 Guprrm &\ B e
Aleksandr ZHurav... © MHOTO KOMMYHIKALMA 07%  ToCneAHAA AKTUBHOCTE 34 MUHYTS! Ha3ag, K civicKy COTYAHMKOR
& Kapawmi ) YripasneHne MHPOPMALMOHHEIX TEXHON...
=) ¥ Pyxosoanens: Gennadij Osipov YposeHb pucka TNpopayKTMsHOCTL NHgekc aKTMBHOCT Om
. . .
+80% 24.3% 10 +1000.0%

Aleksandr ZHuravlyov VIHUMAEHTBl  SMoLmMn MNpoduns nosegeHus Paboyee Bpems NoBegeH4eckuii aHanus Ceszn Bce cobbiTua CeegeHus nocaeanve 14 grei ¥

¥npasnenue nrgopmaLmonHEIX
o o ~ MPHUNOXEHWNA U KATETOPWIA v CAWTHI 1 KATEFOPUUK ~ AUCUMMNINHA
- C
MACKW MPUNOXEHNN N CanTOB. areropmnrpmoxcuni < spoun % pocr Kareropancaion o % gt g oavapsbory  Vmmcsbors  Spesmnapaters
YaaneHHsIi goctyn 00:38:12 28 -15% Pazpaborka 00:09:49 20  +35% 19.02 11:30 <24 30mus 16:47 12w 517 2 443 MuH
ToUTOBbIE KMEHTSI 00:11:14 8 -21% Mouck 00:05:13 11 -56% 1802 0811 ~Tlwes 0934 ulSwem  00:23 7
° M O ryT 6 blTb |_| O Ka 3a H bl Ka K Meccenmxepsi 00:08:38 6  -40% Coucern 00:04:01 & +108% 1502 1540 -6440wss 1550 d 0020
Dalinossie MeHeXepb! 00:02:10 2 -16% Pasnevenns 00:01:42 4 +137% 1402 1302 13:47 00:45
OducHEIR 00:00:60 1 -41% HosocTi 00:00:21 1 -79% 1302 1129 11:50 00:21
KO H erTH b | e pecypc |:)ll Ta K M HeonpesenenHsie 01:13:35 55 2% Be6-noura 00:00:20 1 -63% 1202 1417 -5417wse 1583 elwes 1
HeonpepeneHHbie 00:27:02 56 -50% 1102 11216 -2%16was  17:48  ~48wan 632 128w
08.02  17:22 -8%2Zums 1758  <SBuan Q037 723w
KaTe rO p I/] I/] 07.02 0708 14:51 7:43
06.02 10:35 16:58 8:23
« [laHHbIE NO NprxoAaM, yXO4aM,
& COBbITKA MepedTit B MHUMAEHTSl  TWN CoBLITHA NGO +
He'ﬂ‘opa 6OTKa M M l—lepepa6OTKa M BbiX0g NoNbL30BaTENs 13 CUCTEMbI i 16:47.19 pespana &
« JleHTa cobbiTnm ﬁ S b Lo B
Bxog Nonb30BaTeNs B cucTeMy Monssosatent aleksand Komnstorep AZHURAVLYOV
+
BbIX0/ M0N1b30BATENA 113 CUCTEMbI
ﬁ'“, ‘ BX0 NoNL30BATENA B CUCTEMY



ZECURION Screen
PHOTO DETECTOR™:

2 HeMpOoCeT” pacno3HaroT CMapPTOOH, r

GUKCUPYHOT MHUMAEHT M NPeAoTBpaLLatoT
yTeuky co ckopocTtbro ot 0,06 cek

YHWKa/ibHasA TeXHO10TUA
MrHoBeHHasa peakuma
JKOHOMMA Ha 060pPyaA0BaAHMMN

[lpenoTBpalleHne yTeyek




Cnacunbo 3a
BHUMaHue!



