KOA
MHOOPMALIMOHHOM
BE3OMNACHOCTH

-

MHpopM3awwmTa

YueGHblli LeHTP

z .
B 3 ~ - 1

—

Kapbepa 6e3onacHUKa —

K Yemy CTpemMmnTbCA
nyemy yumTtbca?

AHOpeu CmernaHeHKOo, OUPEKMOop
a.stepanenko@itsecurity.ru
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Xopouwmne HOBOCTU: EcTb noTpebHOCTM Yy paboTogatenen.

@ WMudopmayrorHan BbesonacHocTh Bakancuun m PacwupeHHsIR mouck PatioTa B POCCHM =

WMy pabory Wuyy cotpyaHmkos lNomows KoMmnaHum lNpoekTb Boiitn

<2 411 sakaHcun «MHhopMaLUnOHHaa 6e30nacHoCTbY >

Pernon No COOTBETCTEMID = 3a mecay & Ha kapte W3meHnTs 3anpoc
Poccua 2221
Mockea 1033
Cankr-Tleepbypr 228 CneuwanucTt no MHdopmMmaLMoHHOW BezonacHoCTK
Ewe 100 BA Group +

MuHCK
3apnnarta lNpoekTUPOBaHKE M BHELPEHWE TEXHHMYeCKUX pewerdnid no MEB. PaspaboTka TexHHyeckon I n
YkazaHa 901 OOKYMEHTAUWKW NO NPOEKTUPYeMEIM pelweduan. ConpoBo#aeHne U NOLOEDHKES aRouPp
ot 40 000 pyb. 666 EHEOPAEMbIX PELUEHWIA U CUCTEM. ..
ot 80 000 py6. = YR, Obpazosanvem B chepe IT. OnbiTom paboTel C pa3NUYHBIMKY CMCTEMaMK
ot 115 000 py6 1an uHcbopmaumoHHon BezonacHocT (FWINGFW WAF, IDS/IPS, Anti-virus, IDM, SIEM...
ot 155 000 py6. OTKMKHY TbCA ‘
ot 190 000 pyb. 53

H¢OPM3alIJ,HTa
Yuabuuii LeMTD




Xopouimne HoBocTU: [NobanbHbIN aednumT 6e3onacHMKos -

Gap in Cybersecurity Professionals by Region

Hej

ELUROPE, THE MIDDLE

EAST, AFRICA

- I 42 K Cybersecurity Professionals
ZSIA PACIEIC Focus on Developing
New Skills as Workforce
~2 -14M Gap Widens
(1SC)* CYBERSECURITY WORKFORCE STUDY, 2018
GLOBAL
~2.93M
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Ob6opoTHaA CTOPOHA meaanu




[Tnoxmne HoBocTU: MHOro conckateneun pabotbl

@ WMHpopMmayMoHHan De30nacHOCTh Pestome & m PacLUMpEHHbIH NONCK Paborta & Pocoun |

Wuwy paboty Wuwy cotpyaHukoe [lomows Komnanun lNpoexTsi Boin

Gaﬁnem 141 458 conckartenen ¢ 158 159 pesome >

J&8 BECh MepHod = G0 PTHPOE&ETE ND COOTBETCTEWED - HzmeHnTe 2anpoc
PernoH
PoccuA 140710 F"_JHDED,IJHTEJ‘II: nogpasgeneHAa no HHCprI-.-‘IELI,HGHHGH Be3onacHoOCTH &
MoOCKBa 45621 36 net
CaneT-Tetepdypr 17615
Fue 335 OneIT paboTesl
13 NeT U 6 MecALes
MpodobnacTe
e 5457 oCnefHes MecTo paboTel ]
_ R HadjanbHuE CITyxOb6l MHDOPMaUMOoHHOW OE30NacHoCTH,
E30MacHOCTE 52355 X :
- - iQ-Solutions, Wionb 2016 — [ekabps 2017
Ha4yano kapbepkl 12507 L

I - - —
~y - - - -
CIE N aum A gnafng N1
ARIDEN e R O LA, LD 3L ‘
= = e
CLE £

H¢I0|I]M3allJ,HTa
Yuabuuii LeHTp




[Thoxne HOBOCTU: JIOXKKa Aerta — HYXKHbl NpodeccruoHanbl

Gap in Cybersecurit§ Professionals Dy Region

ELUROPE, THE MIDDLE

EAST, AFRICA

~142K

ASIA PACIFIC

~2.14M

GLOBAL
~2.93M

Hej

Cybersecurity Professionals
Focus on Developing
New Skills as Workforce
Gap Widens

(1SC)* CYBERSECURITY WORKFORCE STUDY, 2018

HH(]]Emﬁlﬂl:J,HTa




Kakune 3HaHMA A0/1XKHbI ObITb Y NnpodeccnoHana?

58% 52%

Hej

Cybersecurity Professionals
Focus on Developing

Security Risk assessment, analysis Security Network New Skills as Workforce

awareness & management administration monitoring Gap Widens
(ISC)* CYBERSECURITY WORKFORCE STUDY, 2018

51% 51% 51%

Incident investigation Intrusion Cloud computing Security
and response detection security engineering
[MpouEHT OTpaXKaeT KONMMYECTBO PECNOHAEHTOB, HAa3BaBLUMX KOHKPETHbIE 3HaHUSA « KpUTUYECKM BaXXHbIMN Y ‘

HH(]]Emﬁlﬂl:J,HTa




Tunosble posin be3onacHUKOB

J PyKoBoauTenb

J oTBeYyaeT 3a opraHu3auunto paboT No Co34aHMI0 CUCTEMbI 3aLLUUTbl U COCTOSAHUE
6e30nacHOCTH

4 AHANUTUK

J oTBeYaeT 3a onpeaeneHme TpeboBaHMM K 3aWMLEHHOCTU N pa3paboTKy
Heobxoaumbix HM/1 no Bonpocam 3awmTbl MHPOpPMaL UK

J Ayautop

» KOHTPOJZINUPYET TERyWEE COCTOAHUE CUCTEMDI 3alLLlUTbI Ha NPEAMET COOTBETCTBUA ee
3dAB/IEHHbBIM UENAM

4 AAMUHUCTPATOP CPeacTB 3aLLUTI
J OoTBeYaeT 3a CONPOBOMNKAEHME WTATHbLIX U AOMONHUTE/IbHbIX CPEACTB 3aLLMUTbI
4 Cneumanmnct no paboTte ¢ KOHEYHbIMM NONb30BATENAMM
J oTBeyaeT 3a peann3aLmio U KOHTPO/Ib UCMONIHEHUA PErNaMeHTOB il
|

WHpopM3awmTa

Yuebunii LeHTp




OTKyaa 6epytca cneumanmnctbl no Ub

NnntocTpauma ns KHUMu ;
«Principles of
Information Security»

M.Whitman, H.Mattord
1-e n3panue, 2003 r.

Military and Technology
law enforcement

Security

PRINCIPLES OF
INFORMATION SECURITY

Security education

Figure 11-1 Career Paths to Information Security Positions

: 71/ " gt " |

" 1 i
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H‘ ‘ - m [~ v ]
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Yemy y4yaTt cneunanm3npoBaHHbIe BY3bl =L

CNEUMANBHOCTU BbICLLETO OBPA3SOBAHUA — CNELUMANTNTETA

4 2.10.05.01 KomnbloTepHasa 6e3onacHoOCTb

4 2.10.05.02 NHpopmaumoHHasa 6e30nacHOCTb TENEKOMMYHUKALMOHHbBIX CUCTEM
4 2.10.05.03 NHpopmaumoHHasa 6e30nacHOCTb aBTOMATM3NPOBAHHbIX CUCTEM

4 2.10.05.04 NHpopMaLMOHHO-aHA/IUTUYECKME CUCTEMDBI HE30NacCHOCTH

4 2.10.05.05 Be3onacHocTb UT B npaBooxpaHUTenbHou cpepe

4 2.10.05.06 Kpuntorpadwus

4 2.10.05.07 MNMpoTtnBoaencTeme TEXHMYECKMM pa3BeaKam

WHpopM3awmTa

Yuebunii LeHTp

Obuwepoccumnckmin knaccugukatop cneunanbHocten OK 009-2016 (OKCO)




Yemy y4yaTt cneumann3npoBaHHbIe BY3bl

-
!
"W
e

OCHOBHBbIE ANCUMNANHBI MO MHOOPMALIMOHHOM BE3OMNACHOCTYU

# OcHoBbl MHOOPMALIMOHHOM Be3onacHOCTH

4 OpraHusaymoHHoOe U npasoBoe obecnedyeHne MHGOPMaLMOHHOM BE30NaACHOCTH
4 Kpuntorpadunyeckme metoapl 3aLUTbl MHPOPMaLUK

4 TexHM4ecKan 3awmTta HbopMmaLum

WHpopM3awmTa

Yuebunii LeHTp

Obwwme ancumnnuHbl n3 6asoson Yactm ProcC 3+




Yemy y4yaT cneumanm3npoBaHHbIe By3bl =L

NONONHUTENbHBIE AUCUMNANHBI MO MHOOPMALMOHHOW EE30NACHOCTU

J 3awmTa B oNepaLMOHHbIX CUCTEMAX

4 OcHOBbI MOCTPOEHMA 3aMLLEHHbIX 633 AaHHbIX

4 OCHOBbI MOCTPOEHMA 3aLMULLEHHBIX KOMMBIOTEPHbIX CETEN

4 Pa3paboTka u aKcnyaTaumna aBTOMATU3UPOBAHHbIX CUCTEM B 3aLLULLEHHOM UCMONIHEHNU

J YnpaBneHme nHPopmauMoOHHOM 6e30NaCHOCTbIO

WHpopM3awmTa

Yuebunii LeHTp

basoBble 1 BapnatmBHble ancumniniel n3 ProcC 3+




Yero xotat pabotoaatenu (mpumep BakaHcmm ¢ hh.ru) ‘ _

J YyacTtume B peanmsaumnm tpebosaHum 382-1, komnnekca ctaHaaptos CTO BP UBBC
J Pa3paboTka HOPMATMBHbIX JOKYMEHTOB N0 MHPOPMALMOHHOM Be30MacHOCTH

J [lpoBeaeHne BHYTPeHHUX ayamtoB no b

J KoHTponb cobntogenmna tpeboBaHnit MIHPOpPMaLMOHHOMN 6E€30NacCHOCTH

J BbiaBneHue n paccnegosaHune nHumaeHtos Ub

J NMpoBegeHmne oby4yeHna U NPOBEPKU 3HAHUW COTPYAHMKOB No Bonpocam Ub

J JKCnAyaTaumna cUCTeMbI BbIIBNEHUA yTeYeK MHPopmMmaLunm

J OKkcnayaTtauma cpeacts CK3U, 3awmTtbl oT BpeaoHocHoro 0

J YnpaBneHue mexceteBbiM 3KpaHOM, KatoyeBon MHGpacTpyKTypoun PKI

WHpopM3awmTa

Yuebunii LeHTp




Yero xotat pabotoaatenu (mpumep BakaHcuum ¢ hh.ru)

J AHann3 MHGOPMALMOHHbBIX PUCKOB KOMMNAHUM

J BbiABNeHMe BO3MOXKHbIX KAHA/I0B yTeYKM

J Pa3paboTka opraHmn3auMOHHO-pacnopsaanuTebHbIX JOKYMEHTOB

4 OpraHusauuna n KoopamnHauma paboT, NpoBoOAMMbIX B paMKax obecneyenma Ub
J [NpoBepneHne ayanta coctoaHma Nb

J YCTaHOBKaA, HaCTPOMKa M CONPOBOXAEHUE TEXHUYECKMX CPEACTB 3alLmnTbI

_ 3aLLI,MTa JNIOKaJIbHbIX KOMIMbKOTEPHbIX ceTen oT BUPYCHbLIX aTaK N B3/TOMOB

WHpopM3awmTa

Yuebunii LeHTp




Mowarosaa UHCTPYKLUMA ©

W OnpenennTb ONTOCPOYHYIO Lesb ——— =

]

w Tpe3Bo OUEHUTb CBOU TeKyLLMe 3HaHNA U YMeHUA Ioedbpn oxe P
@ OnpenennTb BAMMXKANLLYIO Lenb HE TOPOMUTECH

, . [0CbINATb

w CoCcTaBUTb CNMNCOK HEeAOCTAOWKUX 3HAHNN PE3IOME

HeTpapuuMoHHbIEe COBETHI TEM,
KTO XOYeT HauTu paboTy cBOEW MeuThbl

« HayaTtb yuntbca n Habupatb onbIT

W No aocTuxKeHUM banxKanwen ueam — noBTopuTb ¢ Hayana ©

Qanbnuna
NABAKWEP

HHQJOPM?&I"[:J,HTEI




MHTepecHble 3apybeXKHble pecypchl

|||||| RISPOIM]! S[CIIIII" ADMINISTRATOR VIIUIEIAB ILITY ASSESSOR

CYBER SECURITY
.;..m.,g%m EDUCATION

- www.cybersecurityeducation.org

“wm" "B VA




NoyTn rotoBbIN NaaH ©
HOW TO BECOME A SECURITY SPECIALIST

CYBER SECURITY
EDUCATION

Everyone and most every thing nee:

"J

Is some type of protection. You protect your home with locks or

alarm systems; you protect your car with insurance, and you protect your health oY E( ﬂ"’t the doctor

YT“'D! corpora nor OI'TZBT'IiZC—.IIOﬂ uses a EEC\J’itV EDEC jalist to protect their software and network S.—’_*CUr‘it"«‘ -
‘32,"51.8!'7‘1 A secur xt [ SP ecialist is smart career path to take to IZIEE_'I'I your career in yDer secur t\ das ,Ob| pe |
the £0-10 person responsibie for the overa Eafet'_',‘ of your en r.;.O ver's data. MHpopM3awmTa
Yuebunii LeHTp
e —




Cneaytouime CTyneHbKu
CAREER PATH AS A SECURITY SPECIALIST

Since a security specialist is essentially an entry level position in the large world of cyber security, there

are positions you can start out in at first and then, you can work your way up the ladder into a CYBER SECURITY
management role. It is a great career to enter as there are several roads to travel toward executive-level EDUCATION
roles.
Entry-Level Senior-Level Executive-Level

System Administrator IT Project Manger Chief Information

Security Administrator Security Manager Security Officer

Network Administrator Security Consultant =SCII T RIE AT S

Security Architect

-

MHpopM3awwTa




[MoacKkasku no TpebyembiMm 3HaHUAM
JOB REQUIREMENTS

Hard skills CYBER SECURITY
EDUCATION

~/ Knowledgeable in SIEM—Security Information and Event
Management

V Ability to perform vulnerability and penetrations tests

~/ Understand computer protection programs and software
such as anti-malware, anti-virus and firewall

V Fluent in programming languages like PHP, Java, C++, C# or
C

\/ Comfortable working with UNIX, Windows, and Linux
systems

¢ Confident in threat modeling, coding practices and ethical
hacking

V LUnderstanding of Load Balancer, Proxy Server and Packet ‘

Sha per MHpopm3awmTa
Yuebuui uewtp




XopoLKnn pecypc ANA N1IaHUPOBAHUA Kapbepbl

www.cyberseek.org
eyber Seek’

Cybersecurity
Career
Pathway

There are many opportunities for
workers to start and advance their
careers within cybersecurity. This
interactive career pathway shows key
jobs within cybersecurity, common
transition opportunities between
them, and detailed information about
the salaries, credentials, and skillsets
associated with each role.

[-CIShare J [()Embed J

About Interactive map Career pathway Who this tool is for

Common Cybersecurity
Feeder Roles

Feeder Role P Entry-Level P Mid-Level

Metworking Cybersecurity
Specialist /
Technician

Cybersecurity
Analyst

software
Development

Cyber Crime
Analyst /

Investigator

Cybersecurity

Systems
Consultant

Engineering

Incident
Analyst /
Responder

Financial and
Risk Analysis

Penetration &
Vulnerability
Tester

Security
Intelligence

Core Cybersecurity Roles

Project partners

Advanced-Level

Cybersecurity
Manager /
Administrator

Cybersecurity

Engineer

Cybersecurity
Architect

MHqJOpMSE“I.‘I..lHTa



HarnagHoe npeacrassiieHMe BO3MOXKHbIX NyTEN

Common Cybersecurity Core Cybersecurity Roles i
Feeder Roles i

Feeder Role »  Entry-Level b Mid-Level +  Advanced-Level

Metworking Cybersecurity
Specialist /
Technician

Cybersecurity
Analyst

Software
Development
Cyber Crime

Analyst /
Investigator

Systems

Cybersecurity
Consultant

Cybersecurity
Engineer

Engineering

Incident
Analyst /
Responder

Penetration &
Vulnerability
Tester

Cybersecurity
Architect

y

MHqupmaj_L:mTa



[JlononHutenbHaa MHPopmauma ANAa NNAHNPOBAHKUA

Penetration & Vulnerability Tester

AVERAGE SALARY @ COMMON JOB TITLES @ REQUESTED EDUCATION (%) @ TOP SKILLS REQUESTED @
$ 97 000 « Application Security Engineer 4 nformation Security
I 2 ; -
, * Penetration Tester Sub-BA Bachelor'Graduate
Penetration & ;
*u?ur:nefall:.?ﬁty = Security Analyst || Degree Degree 2 LINUX
Tester « Application Security Architect _
_‘.._. : . « Application Security Analyst 7 yi:l 15 3 JAvA
4 Python
B Information Systems
TOTAL JOB OPENINGS @ COMMON NICE CYBERSECURITY TOP CERTIFICATIONS REQUESTED @
,.I O 92 9 WORKFORCE FRAMEWORK . GIAC 6 NI
' CATEGORIES @ I
Penetration & N 7 5Scanners
Wulnerability Analyze . = CI5M
Test . iz Tt A AcorCiate
=0 Cl_ccr Certified Network Associate 8 Software Development
_u. Protect and Defend ~ » Certified Ethical Hacker
9 saL

-

MHqupmj"L:;ma




YTo ewe moxeTt ObITb NONE3HO ANA Kapbepbl

SANS GIAC

CISSP: Certified
Comp TIA Information Systems >
22.7% Security Professional

33.9%

_ Other
Certifcations
CISM:

CEH: Certifed Certified

Information

Ethical Hacker Security
23.7% Manager

GSEC:
Security
Essentials Network

Security

//, exabeam

EXABEAM 2018 CYBER
SECURITY PROFESSIONALS
SALARY AND JOB REPORT:

COMPENSATION, JOB SATISFACTION,
EDUCATION, AND TECHNOLOGY OUTLOOK

MHqupmaj_L:mTa




HYemy HYXKHO y4UTbCA

4 AamuHuctpuposaHune OC n CYB/,

4 AoaMUHUCTpUpoBaHMe AoCTynHbIX C3U

4 PoccrincKme HOpMOAOKM

& MexxayHapoaHble CTaHOaPTbl U Ay4dllne NPakTUKn

4 ba3oBble 3HAHUA NO MAaKCMMaNbHO WWMPOKOMY Kpyry TexHonorun U6 n UT

4 MporpammupoBaHme (Kak MMHMMYM, Ha YPOBHE CKPMNTOB A/19 aBTOMATU3aLUN)

J + Cneguntb 33 dKTyaJ/IbHbIM COCTOAHUEM OTPAC/N

WHpopM3awmTa

Yuebunii LeHTp




\

OcBaunBaKnTe camble pacnpocTpaHeHHble NPoAYKTbl

o ™
(8] = = 5 ;
2 = 5 o % g < o
o o
lpynnbl mep obecneyeHns 6e3onacHOCTH o © f T 7| 2 § zZ 9 % % sl ale| s e 5 & g s O o .
b (S O { © 1 =
(Ha npumepe Mpukasa PCTIK Poccum oT 25 aekabpa 2017 r. N 239 "06 yTBepKAEHUN & I g z ¢ = I a % g Sl el o 2] S S =z € 3: o g s o 2
< o g = o o = [ > 0] (] [S) 0]
TpeboBaHuli No obecneyeHnto 6€30MacHOCTN 3HAYNMbIX 06 BEKTOB KPUTUYECKOWN = g x T 3: g S| E = 2| = = el el e S| €= r'% g 5 3
o > <~ < © o o o o o = (©] m
nHbopmaLmoHHON nHbpPacTpyKTypbl Poccuitickon depepaumnn®) 3 < g g S = fi xr £ g T £ © = @3 © =
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— — x [e) o
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=

I. UaeHTMdUKauma 1 ayTeHTUPUKauus (MAD)

Il. YnpasneHwue pgoctynom (YNA) o | e p o | e o | e o
lIl. OrpaHuyeHue nporpammHoim cpeapl (OMNC)

IV. 3awmTa MmaWwmnHHbIX Hocutenei nHpopmaumm (3HN)

V. Aygut 6e3onacHocTyn (AY/) * * *
V1. AHTUBMPYCHas 3awmTa (AB3) & & &
VII. MpepoTspalleHme BTOpKeHNit (KomnbioTepHbix atak) (COB) * [ &3] R * *
VIII. O6ecneuenme uenoctHoctu (OL1) * *
IX. O6ecneyeHne goctynHoctn (OAT) &
XI. 3awmTa MHGOPMaLIMOHHOW (aBTOMATU3NPOBAHHOM) cUcTeMbl U ee KomnoHeHToB (3UC)

31C.2,4,5 3awmTa nepumeTpa, cermeTuposaHme, DMZ * * N * 0k * 0k

31C.16 3awmTa oT cnama * * *

31C.17 3awmTa MHPOPMaLIMK OT yTeyek * * *

31C.19 3awmTa MHPOPMaLMM NPU ee nepeaaye No KaHaaam CBA3N * * % * % *

31C.28-29 UcKntoueHne BO3MOMNKHOCTU OTPULLAHMA OTNPaBKU/Mpuema nHbopmaLmm * *

31C.34 3awmTa oT yrpos oTkasa B o6cayxmsaHum (DOS, DDOS-aTak) * * * *

3M1C.38 3awuTa MHPOPMaLMK NP UCMOIb30BAHUN MOBU/bHBIX YCTPOMCTB * * Ok

3U1C.39 YnpaBneHue nepemeLLeHUEM BUPTYabHbIX MaLUMH * *

* % *

Xll. PearnpoBaHue Ha KOMMbIOTEPHbIE MHUMAEHTbI (MHLL)



Cnegute 3a ”smeHeHMEeM 3aKOHOAATEeNbCTBA

W Cant ®CTIK Poccuum
o https://fstec.ru/

ey

" ®CT3K Poccum

depepanbHas cnyxkba No TEXKUYECKOMY U 3KCMOPTHOMY KOHTPOMKO

maexan  Kapta caita  OOHoBneHwa  TekcT 4nA noWckKa n
<IN £ 38 0 EAEY

Kontaktel WHdopmauwa [deatenoHocTe EALINTETWYE TexHuyeckan sawuTa MHGQOopMauMK  JKCNOPTHEIH KoHTpone  [lMueHsupoBaHwne

Kagpoeoe obecnevedne [poTuBogeicTeMe kKoppynyuu TeppuTopuanehele opradel  THWWK MT3KW @CTIK Pocoun  TK 362

[masHad HoKyMeHTHI TexHWYecKas sawuTa uHhopmalMm

HOPMETHBHbIE NpaBoEkRIe dKThl, OPraHM3auUHMOHHO-pacNopAONTeNkHEBIe OOKYMeHTEl, HOPMaTUMEHEIE U MeTOOWYeCKHWe OOKYMEeHTEI K
nogroToBrneHHeIe NPoeKTeElI QOKYMeaHTOB No TeXHU4YeCcKON zawWuTe HH¢OPM3HHH

KaTeropuu, cogepialyme MHGOopMaLHOHHEIE MaTepuans!:

SaKoHbIl 3
YKasel 5
NMocTtaHoBNEHUA 1
Mpukasel 7
NMonoxeHUA 1

CneunanbHble HOPMaTUBHbIE AOKYMEHTbl 11

HaunoHanbHble cTaHOAPTEl 1




N3yyamnTe mexayHapoaHble JOKYMEHTb

« NIST Cybersecurity Framework

o https://www.nist. gov/cyberframework

> &2 20 ™~

Focus: Organizational Risk
l Actions: Express Mission Priorities e
Approve Implementation Tier Selection Eﬁ: .

CYBERSECURITY
FRAMEWORK

Changes in \ Business/ u / nd Rick Pnonty VERSION 1.1

Direct Risk Decisions

Current and and Risk Appetite
Future Risk ProLc:vs:l and Budget

Actions: Nominate Implementation Tiers
Develop Profiles

Allocate Budget =

Implementation

Progress Framework
Changes in Assets Profiles
Vulnerability and lmplementationl

Threat ' { Operations

Level

Focus: Seeuring Critical Infrastructure
Actions: Implements Profile

) Focus: Critical Infrastructure Risk -
’ Management
—

y

MHqupmajnllm'ra
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Ncnonb3yute nydline NPakTUKKU

@ CIS Critical Security Controls for Effective Cyber Defense

o https://www.sans.org/critical-security-controls

Basic

Inventary and Control
of Hardware Assets

Inventory and Control
of Software Assets

Continuous
Vulnerability
Management

{1 Controlled Use
of Administrative
Privileges

Secure Configuration for
Hardware and Software on

Maohile Devices, Laptops,
Workstations and Servers

Maintenance,
Maonitoring and
Analysis of Audit

Logs

Foundational
T Email and Web

Browser Protections

12 Boundary Defense

8 Malware Defenses 13 Data Protection

9 Limitation and Control
of Network Ports,
Protocols and Services

14 Controlled Access
Eased on the Need
to Know

10 Data Recovery 15 Wireless Access
Capabilities Control

11 Secure Configuration
for Metwork Devices,
siich as Firewalls,
Routers and Switches

16 Account Monitoring
and Control

FEYFTEFTIFYI FFAFFA R YR AP AR FFAFYN PV FEY

w—-} ;\_\
N
» -
Organizational

Implement a Security
Awareness and Training
Program

Application Software
Security

Incident Response
and Management

20 Penetration Tests and
Red Team Exercises

y
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OyeHb None3HbIN UCTOYHUK 3HAHUM

e
WRE -
—

W Cepusa ctangapTos BSI 100 IT-Grundschutz https://www.bsi.bund.de/EN/

@ 100-1 Information Security Management Systems

4 100-2: IT-Grundschutz Methodology @ Federal Office ,
for Information Security

& 100-3: Risk Analysis based on IT-Grundschutz

 100-4: Business Continuity Management

@ IT-Grundschutz Catalogues

o

HH(I]E-EEﬂJ,HTa



https://www.bsi.bund.de/EN/

IT-Grundschutz Catalogues
Content

N
FOTEWOTA. ... e e e 2
ACKNOWIEAEEINENTS . ...t e e e e e e e e n e eanaeaean 5
New functions in the 13th version of the IT-Grundschutz Catalogues............................oooooiil. 8
1 IT-Grundschutz - The basis for information security............ccoooeviiiiiiiiiiieeeeeeeeeeeee e, 11
2 Layer model and modelling................occooii i 27
S 2 L SR 38
LY B 0 1001 03 1 B 1 = o £ SO S SR SERS 43
M 2 InfrastiuCtUre. ..o e e e naeas 113
LY B ] =) 4 USSR 155
M A N WOTKS. . e 288
IM S APPIICATIONS. ..ottt e e e e e e e e e e e e e e e e e e ae e e e e aaeeaeeeaeeenens 324
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[TonesHble pecypcbl AnA noaaeprKaHnA TOHYCa

) HoBsocTHble neHTbl no UB

o Security Lab https://www.securitylab.ru/

W Threatpost https://threatpost/

A Anti-Malware https://www.anti-malware.ru/

W CanT accoumaumm BISA https://bis-expert.ru/

o Dark Reading http://www.darkreading.com/

o Help Net Security https://www.helpnetsecurity.com/

o
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https://www.securitylab.ru/
https://threatpost/
https://www.anti-malware.ru/
https://bis-expert.ru/
http://www.darkreading.com/
https://www.helpnetsecurity.com/

[TonesHble pecypcbl AnA noaaeprKaHnA TOHYCa

& JInyHble 610rm aKCNepToB

o Nlykaukmin Anekcei https://lukatsky.blogspot.com/

A EmenbaHHukos Muxaun http://emeliyannikov.blogspot.com/

 Bopucos Cepreit http://sborisov.blogspot.ru/

o Komapos Anekceit https://blog.zlonov.ru/

o Uapes EBrenunit http://www.tsarev.biz/

@ pynna «be3sonacHoctb KMWN» B Facebook
https://www.facebook.com/groups/kiil87fz/

y
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HYemy elye yuymntbcA

4 CamocoBepLUEHCTBOBAHME
4 JINYHOCTHbIE HaBbIKK
W KOMMYHMKaUNOHHbLIE HaBbIKU
4 NpeseHTauNOHHbIEe HaBbIKK
4 HaBblkn paboTbl B KOMaHAe
4 YnpasneHue npoektamMm 1 TauM-mMmeHeaXMEHT
4 AHIMMUCKUIN A3bIK
4 Pyccknin s13bIK ©
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[1p0 mepKaHTUAbHOE

(%} B SR s MpodeccoHanbHas NepenoaroToBKa Mo 8 800234 17 05

IKCNEPTU3bI U OLEHKMW nporpamme «iHPopMaLmMOHHas be3onacHOCTb» 3BoHoK Nno Poccun BecnnaTHeA

AncTaHumoHHoe obyyeHne cnelaznmncToB
no nHpopmMaLMOHHON 6e30MacHOCTI
3a 6 MecsLeB

Ha BpeMsa OCeHHEro nepuroa npeaocraBndem 15 NbLroTHLIX MecT

no ueHe 42-860-py6: 30 000 py6. (camas BoirogHas LeHa B Poccun)

OcTanoch /IbroOTHbIX MECT: [El IEI

3ape3epBUpyTE MECTO MO JIbFOTHOW LieHE:

B teuerwe 1 MWHYTbl BEM Ha NOo4Ty I'\pVIAéT yueGHuﬁ MNaH, AOKYMEHTH 418 NoCTynAeHs 1 aon. MH¢OpMBlJMﬂ

BeeguTe Baly e-mail bl Beegute Bawi TenehoH OCTABbLTE 3AABKY

Haxuman Ha KHOMKY, Bbl A3€Te COrnacke Ha WMHocTparHeiM abutypreHTam
06paboTky cBOUX NepCoHAaNbHBIX A8HHBIX

B Ntob0oM ropojae Poccuin. MOAAPOK BbIMYCKHUKAM:

2 o CrapT 6anxaiilieit rpynnbi: h
[Ans 3aHATUIA HyXeH TONbKO KBanMOUKaLMOHHbI cepTudukaT LB IO e rons
KOMMbIOTED U UHTEPHET COOTBETCTBUSA NpodcTaHagapTy P A M|-|¢c|pp|3a|um'a
Yuabuuii LEMTD




[1p0 mepKaHTUAbHOE

PROGRAMS

PARTNERS

WHY WOZ U

JUST ANNOUNCED - NEW BLOCKCHAIN PARTNERSHIP WITH BLOCKGEEKS. // LEARN MORE

Cyber Security
Program Costs

Our graduates are prepared to

excel!

Learn high demand cyber

security skills for as little as
$199 a month!

Our graduates have the highly sought-after cyber
security skills and knowledge desired by most

employers today.

Structured Online Program

33 Weeks - $13,200

EVENTS

BLOG

STUDENT LOG IN

Sign up

&) Live Chat

CYBER SECURITY

NETWORK
FOUNDATIONS

NETWORK DEFENSE |_L ]

LOGGING AND
MONITORING

WEB APPLICATION
SECURITY

THREATS AND
VULNERABILITIES

&3
SECURITY FOUNDATIONS o1

5??1
SYSTEM
ADMINISTRATION =
CRYPTOGRAPHY AND 7

ACCESS MANAGEMENT e

PROGRAMMING
FOUNDATIONS

PROJECT MANAGEMENT

WHpopM3awmTa

Yuebunii LeHTp



alll HAAEeXHbIM NOMOLLHUK ©

Mul 0By4unn

MHpopM3awmTa #7495 980-23-45 (*04)

YuyebHbii ueHTp . .
edu@itsecurity.ru

Kypcbl PacnucaHue kypcoE O6y4eHMe [MoBbllleHWe OCEEAOMNEHHOCTM KOHTaKTbl  Y4YeGHbIA LeHTp

NaBHaA CTpaHuLa =

"MaTtpuuya" - KoHuenyMa nnaHMpoBaHNA KOMMNETEHTHOCTHOIO

KOHLiENUMA NNaHWpOBaHHA
KOMNETEHTHOCTHOTO pocTa «Marpuyas  POCTA

Haeuratop no oGy4yeHuo no B 1 no

75 Yalle Bcero noAM NPUXGOAT YUMTECA B JBYX
KomnnekcHble y4edHble nporpammbl Cny4anx: y
no o0Yy4eHMI0 N0 MHOPMALMOHHON, ’
SKOHOMUYECKOI M KaapoEoi » KO3 MEepen HUMKM ECTAOT HOBBIE 3afaud, (] (]
Be30NacHOCTH nyTi 1 cnocobel PelleHA KOTOPKIX OHW He B t t
NoONHOWM Mepe NpedCcTABNARKT,
roBbllLeHWe KBANWMUEaLWUK no UMb + BOpoK, 4TODbl 3anoMKTe HekoTopeld Baswc WWW. I Se c u rl y. r u

ANA peleHnA 33434 B Byaywen.

MoBblWeHWe KEanHDUEAUKWK No 36
B nepeom cnyuae Bel noHumaete, uemy Bel xotute

MepenoaroToBKa ANA NULEH3WATOB HayuuTeeA, W ocTaeTcA  Buibpate  Toneo
®CE Poccuu Sonee 500 vacos yPCEEHE KOMNNEKCHON NROTPAMMEL, ¢ KoToporo Bam
Heobxogumo HauyaTe obyuyeHue, uToDbl HE TEpATE
EpPEMA  H3 NOETOPSHWE y#Ee W2BECTHOTD  BaM

MepenoAroToBKa ANA NMUEH3WATOB
@CT3K Poccuu Sonee 360 yacos

MaTepuana.
L -ERIECI T TR I T YuuTecA "Bnpok” cnosHee, TaK KaK nepeveHe DyAywMx 3agay He B NonHoW Mepe onpegened. YuuTecA Booblye
OuHoe 0By4eHHe No MB 1 no 36 BCEMY - MieansHo, HO Aonro u gopero. MNpodeccHosansHo 3aHMMaAch BONPOocaMK obecnedeHna MHOpMaLUMOHHOA
De20NacHOCTH OPTaHUIALMA, Mel NPULLNW K BRIECY, UTO BHE 33BMCUMOCTH OT OPraHMIaLMOHHO-LUTATHON CTRYKTY LI
AucTaHyMoHHOe 00yyeHune KOMMAHUA B HUX MOMHO BEIDENMTE 5 UeTkux ponedl B npougcce obecneueHia BezonacHOCTH (UTO YSTKO CNegyeT U3

NATUYDOEHES0M MOETM CHETEMb! YIDSENEHNA MHHODMALMOHHOR 5E30NACHOCTE OpraHasLm):

3NEKTPOHHBIE KYPCh
PYKOBOAWTENE NOAPA3AENEHWA, HEMOCPEACTEEHHO OTEEMAOWMA 33 cocToAHwe GesonacHocw WUT w
KopnopaTeHoe o0y4eHue oprasnaauwio pador no cozgaquo KC3W e aeTomarkanposasHoi cucTeme (AC);

aHaNMTMKM, OTBEYAKLME 33 aHanWa cocToAHwA OGeacnacHocTw WT, onpegenenwe TpeBosavuin k
FALYMLLEHHOC T PaanMuHbX nogcuctem AC (B TomM yucne B paapabateiBasmMblx NPUENAAHEIX NOACHCTEMAX) 1
nyTedl obecneyeHWA WX 3alUMTHL a Tamke 3a paipaboTky HeoOXOOWMMEIX HOPMATUBHO-METOOMYECKMX W
OPraHi3aUHoHHO-PACNOPALUTENEHEIX AOKYMEHTOR N0 BONPOCAM 38LUMTE! MHGOPMALUK;

AYOUTOPLI, KOHTPCMMPYHOWME TeKyllee COCTOAHME CWMCTEeMbl 33LMTHI HA NpegmeT COOTBETCTEMA ee
3aABNEHHEIM LENAM;

AOMWHUCTPATOPbl CPEACTE  33lUMTEL, KOHTPOMA SALMLIEHHOCTA W YMPaEneHMA  SelonacHocTh,
OTESUAKILLMX 33 CONPOBOMAEHWE W AAMUHWCTPMPOBAHME LWTATHEIX W AONOMHWTEN:HEDX CPEICTE 3alWTHI
WHPOPMALIMK U CPEACTE 3HANWIA 3ALMLLEHHOCTI NogercTem AC;

CNeyManucTel No paboTe ¢ KOHeUHEIMU MOMNL30EATENAMM U oBCNy#MBaIOLWMM NepcoHanom AC, oTeeuaoWLMe
33 PEANM3ALMI0 W KOHTPOINb MCNOMHEHUA pernamenToe BeaonacHol obpabotim uHdopmaumn B AC.

.

BhlesnHoe o0y4eHHe

Buaeokypcbl 4MA u3.nunL

Onnarta ofy4yeHuA

YenosuA obyyHeHns

.
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OcHOBbI

4 BbTO1 be3onacHOCTb MHPOPMALMOHHbIX TexHOOTUI (5 aAHen)
4 BTO5 OcHoBsbl TCP/IP (1 aeHb)

4 BbTO3 Be3onacHOCTb KOMMNbIOTEPHbIX ceTen (4 AHA)

4 BTO6 3awmTa ceteBoro nepumetpa (3 gHA)

4 BTO7 Be3sonacHoctb Web-npunoxenumn (2 aHA)

4 BT09 Be3sonacHocTb becnpoBoaHbIX ceTen (3 AHA)

4 KM17 Be3onacHOCTb CUCTEM 3/IEKTPOHHOM NoYThbl (2 AHA)

& KMN20 AHanus 3awmueHHocTn ceten (3 aHA)

WHpopM3awmTa

Yuebunii LeHTp



YrnybneHHoe nlyyeHnme HOPMaTUBKMU

4 KM32 3awmra nepcoHanbHbIX AaHHbIX (2 AHA)

4 bT25 ObecneyeHmne 6e30NacHOCTM N Mepbl 3aLLMTbl MHPOPMaL MM B
rocyapCTBeHHbIX MHPOPMALMOHHbIX cuctemax (2 aHA)

4 bT187 ObecneyeHne 6e30NaCHOCTM OO BEKTOB KPUTUYECKOMN
MHPOPMALMOHHOM MHPPACTPYKTYPbI (2 AHA)

J KM62 3awmta nHpopmaumm B HaumoHanbHOM naatexkHon cucteme (1 aeHb)
J KM30 Peanunszauuns pexmma KommepyecKom TanHbl Ha npeanpuatum (2 aHA)
4 KM31 OpraHusaumnsa KOHPMAEHUMANbHOIO Ae10NpPon3BoacTBa (2 AHA)

4 KMNO6 Ncnonb3osaHume 3 n PKI (3 aHA)

WHpopM3awmTa

Yuebunii LeHTp



Cneunannsaumns

W BT31 BesonacHocTtb Windows 7/8.1/10/2012R2/2016 (5 aHe#)
@ BT12 be3onacHocTb ceTen Ha H6a3e Linux (Unix) (5aHen)

W BT19 be3onacHocTtb IP-TenedonHnmn (2 aHA)

4 KM21 O6bHapy*KeHue aTakK (2 aHA)

W KM22 Opranunsauma 3awmtbl ot DDoS-aTaK (2 aHA)

) KIMO5 PaccnepgoBaHue KOMMNbIOTEPHbIX MHUWMAEHTOB (4 AHA)

« BT15 AHTONOrMA XakuHra (5 aHen)

WHpopM3awmTa

Yuebunii LeHTp




Cneunannsaumns

4 KM43 Cucrema ynpasneHmna MHUMAEHTaMUM Kak OCHOBa obecneyeHuns
MHGOPMaLMOHHOM Be3onacHOCTU opraHmn3auunm (3 gHA)

4 KM44 YnpasneHune puckamm 6e3onacHOCTU MHGOPMALMOHHbIX CUCTEM
opraHusaumm (2 aHa)

4 KMN45 MeTtoabl 1 cpeacTtsa ayamta MHPopmaunoHHOM be3zonacHocTu (3 aHA)
4 BT16 KomnbloTepHana KPUMUHANNCTUKA (5 aHen)

4 TO12 NopAanoK passepTtbiBaHMA U npumeHeHUAa PKI Ha ocHose MAK
«Kpuntollpo YU» 2.0 (3 aHA)

WHpopM3awmTa

Yuebunii LeHTp



Kypcbl BEHA0OPOB

W [Mo3ntme TexHonoaKunc

@ NNabopaTopuma Kacnepckoro
« Koa besonacHocTun

« Kpunto lNpo

« AnapauH P.A.

@ HP ArcSight

& Microsoft

 CheckPoint

« Cisco

o
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BmecTo 3aKkn4yeHums

- A Bbl He BouTecs, YTo
0byumTe CBOMX COTPYAHUKOB,
a OHU YWAYT!

- /1 6010Cb, YTO OHU

He obyuaTca u ocTaHyTcs!

_Atkntka.com




KOA
MHOOPMALIUOHHOM WHpopM3awmTa
BE3OMNACHOCTM Yue6Hblii LLeHTp
bR | | AHpapelt CTenaHeHKo
T j j a.stepanenko@itsecurity.ru
oo J (495) 980-2345 0o6. 826

www.itsecurity.ru




