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Update —17 August 2018:

In the recent months I had discovered a total of 50 Trello Boards of the
British and Canadian governments containing internal confidential

information and credentials. The Intercept wrote a detailed article about it

here.

British and Canadian Governments Accidentally
Exposed Passwords and Security Plans to the Entire... E -

By misconfiguring pages on Trello, a popular project management
website, the governments of the United Kingdom and...

theintercept.com




NMPUOPUTETDI

Yem 3anar ym CISO?

PeanbHoOCTb




He HA3AO0,
C BOMPEKM

- Y Bac ecTb 63Kanbl
6a3bl?

- TONNIbKO CKPUHLUOTDI.

- MoXxeT cHanwoTbI?
- Her.

PQ3BepHYTb HOBYIO CUCTEMY 3ALLIMTBI OT LLEAEBbIX
ATAK — AOPOTro, AQ M 3A4YEM Mbl HY>KHbI
3AOYMBILLUAEHHMKOM?S

Kynute HOBbIM LX 570 AMpeKTopy — Hy
HOPMAABHO XE&, K YBOXKOAEMbIM AIOAIM
e3AUT.

OpPraHM3oBATb CBOEBPEMEHHbBIM NEHTECT U
ONPEAEAUTE CAQDbIE MECTA 3ADAATOBPEMEHHO —
AOPOTO, AQ 1 BAPYT NMPO HAC COABbIOT 3TY MHAOY?

3ANAQTUTb ABTOPAM LLMAOPOBAABLLIMKA
$25k cpoyHO 4TOobbI 1C 3apPABOTAOAC — HY A
4TO AEAQTb, HE MOBE3AO..

BbIAEAUTb AEHET HA 2-3 BOKAHCWMU B LUTAT UB, 4TOOBDI
COAAQHCMPOBATbL HATPY3KY — HY HEEET, Mbl HE
OyAEM PA3AYBATH LUTAT.

3anAQT1Tb 6M pPYyOAEM 30 2 HEAEAU
CPOYHOIoO PACCAEAOBAHMA MHLUMAEHTA — AQ AETKO!



1. HaymHaTth C
5 1uaros CAMNMOTIoO BerO.

MO «MPOACXKE

security awareness TOABKO CEO,

M3HYTPM

TOABKO AMHHO,
HUKAKMNX TEXHNHE CKIMNX
HIOAQHCOB.

3-5 MUHYTHbBIM AOKAQA
B CAOMOE cepaLe



2. PULLIMHTOBAA PACCBIAKA

(EE3OMACHAS®)

1) OT umenm CEO

2) B ctopoHy CEO o1 AKOOOro Apyroro
3HAYMMOTO OObEKTA

B MTOIE — peaAbHbIM Cpe3 KMOEeprmrmeHsi,
M CPA3Y BUAHBI CAODbIE 3BEHbS

T CAN'T HURT TO OPeN
ONE L\TTLR ATTACHMENT,




BAM cneayeT
AobposonbHO

CNYCTUTLCA BHU3

W 3aperncTpupoBaTbhbca

3. CO3AATb Nb-KYABTYPY, HAYATb

5 MCIOAB3OBATb SAEMEHTHI
[EMMUNPUKALNN, AOCTUXEHNA, BOHYCb




4. BHEAPUTb HEOBXOAMMbIM HABOP

MHCTPYMEHTOB

1. Cpes kyabTypbl b (ACccecmeHT)
OHAQMH-NAQTCOOPMA

[lepCOHAAbHbIE M FPYMMNOBbLIE TPEHMHIM

> WD

KypCbl AAY HOBMYKOB

o

PO3AQTOYHbIE M MHADOPMALLMOHHBIE MOTEPUAADI

6. OBOyYeHUE AAT TODEHEPOB / AAONTEPOB (AABOKATOB AbSBOAQ)




[IpykoJ/iIbHO, HO A BCE=-TaKU
NpeanoynTar0 BUAETbL BaC BCEX
Ha CTapoM MecCTe, Y BOJOIOA.

[AOBAADb
KMBEPYHE

BHYTPN KOM

.

5. [NPOBECTU
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N yo<e / So what?¢




Bce byaerT
DAOOTATS,
eCAUN ODy4eHUE:

- He aOCTPAKTHO,
MPOMBA3AHO K
KOHKPETHbIM PADOYMM
CUTYALLUAM;

+ HE MELLIAET BbIMOAHEHMIO
OCHOBHbIX 30AQY;

* MCMOAb3YET MPUMEPDI M3
OEAABHOM XXM3HWU;

« AQET MCITOAHMMbIE
COBEThI



He YCAOXHATD.

AQTb BO3MOXHOCTb
AEMNCTBOBATH.

AEMOHCTPMPOBATH
PE3YAbTATHI.

N camoe TAaBHOE



PRCCTVCICICeP N CYIECTBYET [1BA TUNA MHOAEH
I13BET AVTE OGO




