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KoMmnnekcHoe peweHune SOC

Oner baKLWWHCKUM

BenyLinin COBETHIMK Mo BONpocam
NH(opMaLMoHHOM be3onacHOCTU



[ToTeHumanbHbIN 3aka3unk SOC in a Box

* [lnaHunpyetcsa noctpoeHune SOC

* B koMnaHuu npucyTcTBYIOT pasnndHblie C3U, KoTopble XOTeNOCh Obl
06beaMHUTb B €0MHYI0 CUCTEMY MOHUTOPUHIA U pearMpoBaHns Ha
NHUWOEHTDI

« CpenHss unun KpynHas opraHmsaums ¢ pasBeTBIeHHOW hunnanbHOM CeTbo

» Bo3Mo0xHO co3gaHue BHyTpeHHero MSSP (cepsuc VB BHyTpu
opraHmsauuu/mexay op.muamm)

 HetxenaHua Tpatntb 2-3 roga gna co3naHma yHukanbHoro SOC, Hy»KeH
ObICTpbIV pe3ynbTaT (6-12 mecsueBs)
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KomnnekcHoe peweHune - SOC in a Box

PeweHune npeacraBnseT cobom nHTerpnpoBaHHbIn komnnekc MSSP SOC

C NOAAEePKKON MHOXeCTBa opraHmsauni (multi-tenant) Ha 6a3e npoayKkToB

IBM Security: QRadar, Resilient , X-Force ¢ onunoHanbHbIM gobaBneHnem npoayKTa

IBM 12 pna 3apay paccnenoBaHus Yrpos, a TakyKe BO3MOXHOCTbIO MHTerpaumnm

c npoaykTtamMmn Guardium (3awmTta gaHHbIX), Secret Server (KOHTPOSIb NPMBUNErMPOBAHHbIX
nonb3oBartenen) n Verify (yueTHble 3anncu)

PeweHne BKAtOYaET B cebs NpoayKTbl U KOMAOHEHTbI MHTErpaLnm, Nno3songowme
NOCTPOUTb NONHOMYHKUMOHaNbHbIM SOC, BKAKOYaa NaHenn ynpaBneHus, CueHapum
MHUMOEHTOB, OTYEThI M NPOLEAYypPbl pearnpoBaHms Ha BbISIBIEHHbIE MHLWOEHTbI

B npouecce gemoHcTpaunmn SOC npegoctaBnatoTcs 3 TUMUYHBIX MOOENN 3KPaHa,
MHTEPAKTMBHbIE NAHENMN:

1) AomuHucTpartopa SOC

2) AHanuTuka SOC

3) AODMMHMCTPATOpa NaHenn govepHen/obcnyxmBaeMomn opraHmn3aLum.
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QRadar + Resilient = SIEM + SOAR

QRadar
Mpuoputesauua nHopmaumum us Logs,
Flows, Vulns, User, Config Data u T.n.

\

Mpouecc pearnposaHua SOC Ha
nHunpeHT Ub pna oTeeta Ha
yrposbl, Abipbl, YA3BUMOCTU

A

N

NCTOYHUKU OAHHbIX

Yerpolictea Vb
Cepsepa umetHgppelmbl
CeTeBas u BUPTYabHAsS cpeda QRadar Sense Analytics™

MpuopuTeTHBIE
Wapyui
« C6op, XxpaHeHe 1 aHann3 AaHHbIX A—

« ABTO onpepgeneHne UCTOYHVKOB, CEPBUCOB 1
nosib3oBartenen u ux npounnposaHme

AKTuBHOCTU B/]

Pa6oTta npunoxeHul

< « Koppensuus cobbiTuit B peanbHOM BpeMeHu
KoHgpurypayuu yctpolicts ppenaL P P
« OnpeneneHve aHoManui

Y93BUMOCTU U yrpo3bl aKTUBHOCTE

BcTpoeHHble

[lons3oBarenu.u y4yeTku
Mpasuna

nobasnbHbie 6asel yrpo3

-7/

MocToaHHaqa aHanutuka b

YnyduweHue npouecca BbiiBNEeHNA MHUMLOEHTOB

Co3paHue C60p KOHTEKCTa U
MHUMOeHTa Ha3HaueHue 3apay 3akpbiTue

Tpu atana nHumpeHTa Vb

BoccTaHoBneHue u

Cbop [TocTaHOBKa 3agay
[OMOSTHUTENbHbIX BOCCTaHOBNEHUS
[oKasaTtenbcTs KOMaHze

MpumeHeHne MopTBepxaeHune

TpeboBaHui
perynsaTopos
HasHaueHwue 3apay
OTBETCTBEHHbIM

BOCCTaHOB/IEHUS
3aKpbITUe MHUMAEHTa
OTueTt/YBenomneHme

-
e

Basa Bcex
uHuupeHtos Ub

OTYeT N0 UHLUAEHTY
U yBegoMieHue




BepxHeypoBHeBas apxutektypa SOCIB 1 ero KOMNOHEHTbI

Events
Logs
Flows
Endpoints

Tenant
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n )
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A LDAP, AD

PaccnepoBaHve u
CueHapuv pearmpoBaHus




Paboune npoueccol v ponu SOCIB
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NHTepaKTuBHble NnaHenu cotTpygHmnkos SOCIB

AomuHuctpatop SOC

[
e
|
Wi

————
OﬂepaTVlBHaﬂ OedATe/IbHOCTb
SOC n KPI

CNMCOK MHLMOEHTOB U
AKTUBHOCTEMN MO Kaxaoun
opraHmsauum

AHanuntnk SOC

PearnpoBaHue Ha MHUMOEHTbI
no cueHapuam B QRadar,
Resilient, X-Force

PaboTta aHanntukos L1, L2, L3

PaccnepnoBaHua MHUMOEHTOB C
NOMOLLbHO i2

IoyepHAaa opraHnsaumsa

-

AKTyanbHbIM cTaTyCc Vb B
O0YepHEeN opraHusaumnm

3agayu nocTaBfiEHHbIE
komMmaHgon SOC

KoMMYHMKaL MK NO 3a9BKaM

OT1yeTbl, KPIs, SLAS



OCHOBHble npenmyecrBa KOMIMJIEKCHOINo peweHn4

KoMmnnekcHaqa RelnngUZEEINZE:
monoens SOC B OYHKL MM
paMKax Pa3/INYHbIX
opraHu3aumm pPeLleHnI
M OTCYTCTBME

nybnnpoBaHuS

OnTnMmsauuns
3aKYMOYHbIX
npouenyp u
CTOUMOCTW

peLeHnn

BonbLunn
obbeM paboT
B COCTaBe
KoOMMnekKkca



JlononHuTenbHbIE npenmyuecrBa KOMIMJ1EKCHOINo peweHn4d

KOHCaNTUHI MeToponorus [lpoBEepEHHbIE
B paMKax pa3paboTku Ha NpaKTuKe
NOCTPOEHUSA cLeHapveB MHTEerpaumnm
SOC MHUMOEHTOB B paMKax
cLueHapuen

MeToOonorus MHUMNOEHTOB

pPa3paboTKM
PEernamMeHToB
pearmpoBaHus
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@ ibm.com/security

@ securityintelligence.com

@ ibm.com/security/community
@ xforce.ibmcloud.com
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3 youtube/user/ibmsecuritysolutions

© Copyright IBM Corporation 2020. All rights reserved. The information contained in these materials is provided for informational purposes only, and is provided AS IS without warranty of any kind, express or implied. Any statement of
direction represents IBM's current intent, is subject to change or withdrawal, and represent only goals and objectives. IBM, the IBM logo, and other IBM products and services are trademarks of the International Business Machines
Corporation, in the United States, other countries or both. Other company, product, or service names may be trademarks or service marks of others.

Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside your enterprise. Improper access can result
in information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on others. No IT system or product should be considered completely secure and no
single product, service or security measure can be completely effective in preventing improper use or access. IBM systems, products and services are designed to be part of a lawful, comprehensive security approach, which will
necessarily involve additional operational procedures, and may require other systems, products or services to be most effective. IBM does not warrant that any systems, products or services are immune from, or will make your enterprise
immune from, the malicious or illegal conduct of any party.
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