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CrnoXHOCTb 3KOCUCTEMBI yBeJininBaeT BpemMA

pearmpoBaHnsa U BOCCTaHOBJIEHUA
A npnBOaMT K YCITOXXHEHNIO MOCTPOEHNSA CUCTEMbI OPKECTpaLuu,
aBTOMaTU3aLUun 1 pearmpoBaHns

Cnuwkom Cnuwkom Py4yHoun un HepocTtaTokK
MHOI0 MHOI0 MeaSfieHHbIU  KBanudpuuupoBaHHbIX
BEeHOOPOB aneproB oTBeT crneuuanucToB

FERTINET



YnpouieHue onepauun 6e30nacHoOCTU
Bbibop npeanoXxeHna B COOTBETCTBUM CO 3penocTtbio SOC

yneTnBeHgopHaa sugumoctb (FortiSIEM): Threat Hunting, CMDB

AHanuTtuka n aBToMmatudauus Security Fabric (FortiAnalyzer): Logging &
Reporting, Best Practice Compliance, Security Fabric Incident Response
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Security
Operations
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YpoBHwU 3pernocTtu Security Operations Center (SOC)

3penoctb SOC 3penoctb SOC 3penoctb SOC
YPOBEHb 1 YPOBEHb 2 YPOBEHb 3
NMoan CpenHun BusHec ¢ ogHon CpefnHe-KpynHbIn 6usHec c KpynHoe npeanpusitne c
komangoun - T & BblJer1eHHON KOMaHOoun OonbITHbIMX aHanuTukamu SOC /
BesonacHocTb (<5 B6esonacHocTu (3-5 BblaeneHHbIX komaHgon SOC (5+ BblgesieHHbIX
coTpyaHuKoB I T-security) COTPYOAHWUKOB CNY>XOb! coTpyaHukoB SOC)
©e3onacHocTH)
Mpouecchl PearnpoBaHne Ha nHunmaeHT  basoBbI NnaH pearnpoBaHua Ha [MpoaBuHyTble npoueccbl SOC u
C MaKkCUMarsbHbIM yCUINeM NHUWOEHTbI CLieHapuun pearmpoBaHus
(playbooks)
Bo3amoxHoctTM ° Logging & Reporting YpoBeHb 1 nntoc: YpoBeHb 2 nnioc:
« Automated Detection & * Multi-Vendor Incident Detection <« Alert Management
Response * Unified Orchestration

Automation & Response
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1. EaMHoe ynpaBneHue pearmpoBaHnemM Ha UHUMOEHTbI

BU3HEC OPAVUBEP

Security Operation Centers nmerTt
BO3MOXXHOCTb MFTHOBEHHO YNpaBsisiTh,
aBTOMaTM3nMpoBaTb U pearpoBaTb CO BCEMU
CYLLECTBYHOLLMMN UHCTPYMEHTAMMWN.

[lo3esornsiem KomaHOaM ueHmpau3oebieamsa
ceou rnpouecckl besornacHocmu. Pe3yribmamom
[aerissemcs bornee bbicmpbit OMKIIUK 8
pearilbHOM 8peMeHU Ha MawUuHHOU CKopocmu.

KINIOYEBbBIE BO3MOXHOCTU

* Visual Playbook Builder
* Monitor Playbook Performance
« 290+ Connectors, 3000+ Actions

c. All Rights Reserved
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2. ABTOMaTU3aLUma ynopsaoumMBaHua anepToB
BU3HEC OPAUBEP

OnTnMusauyma npoueccos
Oe3onacHOCTU, aBToMaTnyeckoe
corocTaBneHne npeaynpexaeHnn nsa
BCEro cteka 6e3onacHoCTV B eanHbIN
NHUWOEHT ONs paccrnenoBaHus,
COPTUPOBKN U BOCCTAHOBIEHMA.

YecmpaHeHue ycmasnocmu om
asiepmos u crnocobHocms
cocpedomoyumbCsi Ha rouckKe yepoas.

KINMIOYEBbBIE BO3MOXHOCTU

* Prioritize alerts across SOC team _

* Role-based Incident Management

» Easily Create Custom Modules

avs © Fortinet Inc. All Rights Reserved
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3. OnTumuzaumusa SOC

BU3HEC OPAUBEP

amepeHune n otcnexmsaHme cBoero
nporpecca ¢ NOMOLLbK HacTpanBaeMbIX
naHenen moHutopuHra FortiSOAR ™ ans
MOHUTOPUHra KroYeBbIX NokasaTtenen

3 (PeKTUBHOCTM onepaunm 6e3onacHoOCTU
N co3daHMa aBTOMaTUYEeCKMX OTYETOB Ha
YPOBHE npeanpuaTus ana ayautopos U
pyKkoBogUTENEN.

[o3eornisiem SOC onpedernsme
ysa38umMocmu u oripedesnisime, 20e MOXHO
asmomamu3uposamsp Py4YHbIe rPouecchl.

KIMTFOYEBbBIE BO3SMOXHOCTU

« KPI Dashboards for SOC
« Customizable Dashboards & Reports
* Role-based User Reporting

=RTINET O Fortinet Inc. All Rights Reserved



4. Bzanmogeuctaeme B pamkax SOC

BU3HEC OPAUBEP
59% opraHnsaumn MMetoT He3aKkpbIThble

[OMKHOCTM B cnyx6ax 6eonacHocTy. ’
Mcnonb3yinte Bo3amMoXXHOCTM FOrtiSOAR ™, '

YTOObI 3aNONHUTL NPODEnbI B HaBbIKaXx,
OOHOBPEMEHHO cHuXasa 3atpatbl. FortiSOAR ™

obecneumBaeT Kpocc-dpyHKLUMOHATBbHYO
COBMECTHYI0 paboTy Ans yCKopeHus npouecca /\7
BOCCTaHOBNEHNSA U paboTbl C ONOBELLEHNSAMMN
6e3onacHocTw. - - l I I II II

b

B pe3ynbmame yrny4duiaemcsi coeMecmHasi

paboma e komaHOe, CHUXaemcs Hazpy3Ka u

pacuwupsiromcesi 803MoXxHocmu be3onacHocmu. T‘
KNIOYEBBIE BO3SMOXHOCTHU | I

« Team Collaboration Workspace

« Automate Responses to Alerts,
Incidents, Vulnerabilities

« 24hr Workspace Continuity
F:=RTINET O Fortinet Inc. All Rights Reserved
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OCHOBHbIe BO3MO)XHOCTU
FortiSOAR

YeTbipe ctonna FortiSOAR

1. Incident and Case Management
2. Orchestration & Automation

3. Workflow & Collaboration

4. Threat Intelligence Management

FERTINET

Incident/Case
Management

Threat Intel
Management

Workflow &
Collaboration

Orchestration
& Automation
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Incident & Case Management
KOMMNOHEHT pearmpoBaHnd Ha NHUMNAOEHTDI

KoMMNOHEHT pearMpoBaHust Ha UHLUWAEHTbI COAEPXUT KOMMEKLMIO BCEX MOAYNEN,

CBSI3aHHbIX C MHUMAEHTaMM 6e30nacHOCTW.

* Alerts: 3anucu o Nogo3puTenbHON akTUBHOCTY

* Incidents: 3anucu dakTnyeckoro HapyLleHus!
B6e3onacHocTun

» Tasks: gelictBue, NnpeanpMHMMaemMmoe
NHAMBMAYaINbHBIM UMY aBTOMaTUYECKUM OTBETOM

* Indicators: 3anvcu, naeHTudnLmpyoLwmne yrposy
* Emails & MITRE ATT&CK Techniques

FERTINET

Incident Response

Alerts

Events

Tasks

Indicators

Emails

O Fortinet Inc. All Rights Reserved
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Incident & Case Management
PearnpoBaHue Ha nHuuaeHTsl — [lpnmep TMnoBoro npouecca

r6 FORTISOAR
E @) Investigate}
E\:__ ’_@E) ConneCtOI’S] > Actionable ] Escalate ﬁ\ > Incident

L

Alerts Response

Run

5 l ‘, ) i
5 &. Playbooks 5
! : l ) Assign related !
! = > Create TaSkS] ¢) alerts / indicators ] !
-@:) Connectors ]
Enrich / Fetch /
O \ Remediate | ---- l
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Incident & Case Management
PearnpoBaHune Ha nHungeHTbl — Alerts & Incidents

EnvHoe mecTo Ans npocMoTpa U opraHu3aumnmn AaHHbIX 6€30nacHOCTU, KOTOPOE MO3BONSAET
YMEHbLUUTb PY4YHY0 paboTy ¢ pa3po3HEHHbIMU UHCTPYMEHTaMn 6e3onacHoOCTW.

« OTCcnexuBaHne BCEro XM3HEHHOro
UUKNa MHUUaeHTa

* aHHblE, CTATYC, Ha3Ha4YeHHbIN aHanuTK,
Jata " BpemM4d rnocnegHero 0oBOHOBEHUS

 CB4a3bliBaHue 3anucen

* CBA3bIBaHNE aKTUBOB, MNOSb30BaTENEN,
NHAMKATOPOB N YSA3BMMOCTEMN

* IHTYUTUBHO MOHATHBLIN U
HacTpaMBaeMbI BN

* MPOCMOTP Cnncka / ceTkun, ounbTpaums u
Mnounck

° MHTerpaLl,l/IFl C CUuctemMamMmm 3adBOK
=RTINET Fortinet Inc. All Rights Reserved 14



Incident & Case Management

PearvpoBaHue Ha nHuuaeHTbl — Queue Management

[TpepgoctaBneHue ob3opa pabotbl Ana meHemkepa SOC. No3BonaeT Ha3zHavaTb oXxuaarowmne
3aJa4n komaHgam unu otaenbHbIM NnLaMm.

« Co3pgaHune ovepenen u
nodaBneHmne 4YrneHoB KoMaHabl

« HasHavaTb onoBeLlleHus,
WHUMOEHTbI U 3a0a4uM B

Queue Management

Unassigned Action Items @

Mid Night Shift
PHISHING EMAIL

oyepenb comprn, | ey e o
«  BpyuHyto (drag and drop) i R -
«  ABTOMaTM4eckm yepes playbook 0 S EMAIL SUBL: FREE MEMBE. e | s
* [pocMOTp HasHa4YeHW no
oyepeasamM Unm no oTaerbHbIM ; TR

ND UNENCRYPTED PIl DETECTED RAG & DROP TO Leader L | Team:

« Ouepeamn MoryT ynpaensaTbCA C
nomoulbto playbook’os

F:i:RTINET Fortinet Inc. All Rights Reserved 15



Orchestration & Automation
Pa3Be opkecTpauunsa n asBtomartmsaumnsa He ogHo U To Xe?

Orchestration: BO3MOXXHOCTb YNPaBnsTb UM KOHTPONMPOBAaTb BHELLIHME CUCTEMbI Yepe3 OnpeaeneHHble
KOHHEKTOPbI

Automation: BbINosiHeHWeE cueHapus pearvpoBaHus (playbook) npu BeinonHeHMn onpeneneHHbIX YCrnoBui

Playbooks: konnekuua oenctsnm Ha OCHOBaAHUKU CKPUMTOB
Hanpumep, moxeT 6bITb co3gaH playbook, koTopbiv cpabaTtbiBaeM npu nonyvyeHun onpeaesieHHoro

npeaynpexaeHus ot SIEM n aBTomatnyeckn cobupaeT AononHUTENbHbIE KOHTEKCTHbIE AaHHble, Npexae
yeM NpUBNEKaTb onepaTopa-aHanuTuKa.

F::RTINET O Fortinet Inc. All Rights Reserved 16



Orchestration & Automation
OpkecTpaunsa — MeTtoabl HTErpauum

Sandbox .
Connectors

« Cbop

« QOOborawieHmne
« CopepxaHue
 BoccTaHoBneHune

Directory » CopTunpoBka

Service
 PaccnepoBaHue

F::RTINET O Fortinet Inc. All Rights Reserved 17



Orchestration & Automation
OpkecTtpauuna — Connectors

'.,‘ elastic ANOMALI ijmantecl_

‘ . dtfear)ry MR palo
I McAfee MHS[QRL. :*LogRhythm Cll SCIO / ] B

Enrich Radar ® @ Arcs'ghrgc ‘!l CYLANCE ﬁJ%g%azon

NETWORKS

A HP Company 0¥ webservices

{REST API} IMAP == Active Directory Carbon Black. i\ Sentinelne
Check Point  p:=: } PostgreSOL )
Contaln g SOFTWARE TECHNOLOGIES LTD. F HTInET PHISHME g @

=== Otenable Nessus€) T@' ¥JIRA

@ QUALYS servicenow cucl@_g% g slack B® Microsoft
> total

%Mi:mﬁah' ) “
# System Center - - CEVERSING
N Obéerations Manager E EXChange .ﬂ:ﬂ NETWITNESS FYER

i ‘& HYBRIO
B mpearome ) BAQR o

Threat Sharing

Remediate Investigate

280+ koHHekTopoB, 3000+ oencTenn

[ononHuTenbHble MHTErpaunmn paspabarbiBatoTcs Kaxable 3 Heagenu
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Orchestration & Automation
OpkecTpaunsa — Connectors

icnonb3ys KOHHEKTOPbI, Bbl MOXEeTe NMOAKNYaTbCA K BHELWLHUM MHCTPYMEHTaM
Knbepbe3onacHOCTU ANS BbINOMHEHUS pasfiMYHbIX aBTOMaTU4YeCKUX B3aMMogeNCTBUN C
ncnonb3oBaHmeMm playbook’os.

CyOPs Connector | Version 1.0.1
CyberSponse Certified: Yes
FERTINET Publisher: CyberSponse

C t Fortinet FortiMail
« Connectors Store onnectors

$ Installed (9)

® I_I pocMOTp ) I-IOMCK, yCTaHOBKa, Fortinet-FortiMail Connector facilitates automated operation FortiMail email security gateway that monitors
OoOHOBIEHNE N yaaneHue

spam, malware and phishing attempts.
» [1nga yctaHoBKM HEOBXoaQMMbl NpaBa Ha <] . L

email messages on behalf of an organization to identify messages that contain malicious content, including

FOIRTINET

Actions 16

yTeHne (Read) n cosgaHmne (Create) Ha
Connectors module

Get Domains Retrieves a list of all domains configured on Fortinet FortiMail.
* Built-in Connectors
Fortinet

Fortinet FortiAnalyzer vi.1.0

NAME DESCRIPTION

FrAnnET Get AntiSpam Profiles Retrieves a list of all AntiSpam Profiles for a specified domain in Fortinet

R for Domain FortiMail, based on the domain ID you have specified.
Fortinet FortiOS v2.0.1

b C u Sto l I l CO n n eCtO rS Get Recipient Policies Retrieves a list of all Recipient Policies for a specified domain in Fortinet

for Domain FortiMail, based on the domain ID you have specified.

L CO3D|aH I/Ie CO6CTBeH H bIX KOH HeKTO poB C Get GreyList Retrieves the Greylist configured on Fortinet FortiMail.
Get Auto Exempt Retrieves the Auto Exempt Greylist configured on Fortinet FortiMail.
rnomoLbto SDK

Get Sender Whitelist Retrieves a list of sender whitelists from Fortinet FortiMail, based on the
For Session Profile profile name you have specified.

Get Sender Blacklist for ~ Retrieves a list of sender blacklists from Fortinet FortiMail, based on the
Session Profile profile name you have specified.

Get Profile Name Retrieves a list of profile names from Fortinet FortiMail, based on the profile
type you have specified

Update Session Profile Updates a session profile on Fortinet FortiMail, based on the profile name and

F:-: HTInET other input parameters you have specified.
-——w

Update Antispam Updates an antispam profile on Fortinet FortiMail, based on the profile name




Orchestration & Automation
OpkecTtpauua — Data Ingestion

KoHHekTOpbl FOrtiSOAR npegoctaBnsatotcs ¢ npumepamm playbook’os anga cbopa gaHHbIX U3 pasHbIX
NCTOYHMKOB.

* ICTOYHMKM OaHHbIX

« SIEM, Threat Intelligence
Platforms, Vulnerability
Management Tools

Data |ngesti0n - Anomali ThreatStream

1 1 | 4 =
1 O a

Field Mapping

 [Mpuem gaHHbIX NPU NOMOLLIU

KOHHeKTOpOB : Data Ingestion Successfully Configured!
+ Ingestion wizard <€ B e
* Ingestion playbook 2 = T T
 Pexum nprvema gaHHbIX . ] 4 N
« Ha 6ase onoBeLLeHui 7 ) e
- Ha 6ase pacnucaHus il
* App Push o

F:RTINET Fortinet Inc. All Rights Reserve 20



Orchestration & Automation
ABTOMaTMU3aUnAa — Penosntopun cueHapues pearnpoBaHus

— FortiSOAR™ laybooks / Collections / 02 - Enrich

Playbooks NmnopT ns BPMN

+ New Collection 02 I_E‘nrlch

2 - Enrich (14)

Automation
03 - Triage (8) w4 Add Playbook™| + Import & Import BPMN‘

te (18)
Rule Engine Tags

Remediate (17)
- Hunt (1)

As > Get Runni... Get Running Proc...
Attachment > Get .. Get File Reputatio...
Indicator (Manual ... Get Reputation of ...
Indicator (Type All.. Get Reputation of ...

Indicator (Type Do... Get Reputation of ...
12 - Training (3)

Indicator (Type Em... Get Reputation of ...
13 - MITRE ATT&CK™-CREDENTIAL

.A.:i_CESS () | Indicator (Type Fil.. Get F{e:-pw_Qjon of ... MHO)I(eCTB npeﬂHaCTpoeHHbIX PlaybookloB

E ATT&CK™-DEFENSE

)

Indicator (Type Fil.. Get Reputation of ...

F:RTINET ’1



Orchestration & Automation
AsTomaTtunsauua — Visual Playbook Editor ansa cosgaHuna kactomHoro playbook’a

BHegpante ceou nyylure nNpakTukn 1 Becb paboymnn npouecc B playbook'n ang
nocnenosaTtensHon 06paboTkM MHUMAOEHTOB U pearMpoBaHunA.

* [lepeTtawnte GNOK B pexume
drag and drop ang
mMoandomkaumm n gobasneHna
lwara B playbook’e

 PasHoobpasune Bbibopa un3
rpadoUyeCcKX MEHHO

e Cos3patb/ObHOBUTB/Hantun
3annchb

* Jlornyeckune pelueHus,
corrnacoBaHus U 3agadu

* KOHHeKTOpr N YTUINTDI

« BnoxeHHble playbook’'n
F:ERTINET




Workflow & Collaboration

Pabo4yas obnactb gnst coeBMectHon paboTtbl & SOC WiKI

S0C Wiki:

= Workspace Collaboration intse’=" SOC Wiki-Phishing

Last Modified 01/04/2020 06:24 PM by CS Admin

Panel BEC x  Phishing x

Smishing x Spoofing x Whaling x

] SOC Wiki ﬂnﬂ XpaHeHMﬂ VI Phishing This incident response plan describes step-by-step procedures for handling user reported phishing attempts against WoodenBazaar associates. The goal
is to prevent attackers from successful phishing attack. The response processes will include preparation to block phishing attempts, identification of
yrnpaBJlieHNAaA OJOKyYMEHTaMn U

threats in case of actual attack, containment and remediation procedures that finally ends with implementing preventive controls in organization

B3a|/|MO|D|e[7|CTB|/|;| network.

& Prepare

"M INCIDENTRESPONSE.COM

INCIDENT RESPOMSE COMMUNITY

) N Determine o
( ulnerability Threat Risk
START ; ioseefg‘p:g:;r: Manager Manager Manager

Review &
[ ETETL
Timeline

=RTINET

[4 Edit Record %, Export Record {J Delete Record



Threat Intelligence Management
Mogaynb Indicators

YnpaBneHue HecKonbknmm doopmatamm 1 UCTOMHUKaMK Tl U3 LeHTpanbHOW CUCTEMbI U CBA3bIBaHME
OaHHbIX 00 yrpo3ax ¢ ONOBELLEHNAMU U NHUNOEHTAMMU.

4

« W3Bne4yeHue nHdpopmaumnm ob
yrpo3ax 13 OrnoBeLLEHWI, S
3arpy>KeHHb|X ¢al7|nOB, ’\” e Menagement : Malicious Indicators =} - Indicators By Type By Reputation
SNEKTPOHHbIX NMUCEM U BHEWHUX [
NCTOYHMKOB aHanmusa yrpos (TI1)

ems 0 |4 Add " [ eE Execute =

« CoxpaHeHue nHdbopmaumm od o T
yrpo3se B B[] ons
MCMNONb30BaHNA APYrMMU
MOAYNAMMU

Email Address

URL

FileHash-SHA256

IP Address

Domain

O
O
O
O
O
|
O
O
O
=
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lNaHenu ynpaeneHus (Dashboards)

[ MynbTu-naHenbHas CTPyKTypa

DASHBOARD  overveew - A

34d 23h .. $50.3K .. I

MNoonepxka KAaCTOMHbIX
naHenewu

In Last 30 Days

[MOKne naHenu i
Ha OCHOBE BUXETOB

FERTINET




OtyeTHOCTbL (Reporting)

REPD RTI N G WEEKLY ALERT REPORT ~

Weekly Alert Report

Summary of Alerts created in past 7 days

REPORTING

Template Title MyReport

i Edsystem Manitoring: Memary Utili i B system Monitoring: Disk Utilization

=+ ADD WIDGET = ADD WIDGET

i |4 Chart

+ ADD WIDGET

ADD ROW

3 L/42

DATA LEAKAGE NONE

2 3 |4740

DANIEL HANBAN TENANT |ISFD AONE

ALERT ASSIGNMENT DISTRIBUTION ~ ALERTS BY

CHOOSE WIDGET

5 Rows - Insert rew/column structure to create custom layout.
LIBRARY

[ Tabs - Add tabular sections with custom content

|i Chart - Choose from multiple chart widgets like Bar, Pie, Donut etc.
Relationship Count - Insert a chart to show related data source count.

@ System Monitoring - Insert a System Monitoring Widget

@ Conpéctar Health - Insert a Connector Health Status Widget
o performance Metrics - Build metrics like ROI, MTTR,MTTD etc.

ecorg - Lara
== Card List - Show record list in a card view.

=== Card Count - Show count of records based on a condition.

lecord - Listing

== Single Line Item - List record fields in a vertically stacked format.

E Simple Grid - Light-weight, export & print-friendly grid widget for listing
records.

EFH Grid - List records in a grid with multiple eolumns
== Summary - Create record(s) summary with fields of choice.

Custom Content

IFrame - Embed external content within an iFrame section.

[padomnyeckasi OTYETHOCTL C pacnnMcaHUEM U JOCTABKOW MO 3JIEKTPOHHOW Mno4Te

nOCTpOGHI/Ie MOJIb30BATEJIbCKNX OTYETOB C NMNOMOLLLIO peaKTopa OT4eTOB Ha OCHOBE BNOXKETOB
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NcTopuu KnNnneHToB



KpynHoe HebTerazoBoe npeanpuatne, SOAR ans
pacnpeaneHHoro SOC
LIENW

« OrtcyTcTBME rMobanbHON BUOANMOCTU U eaUHO0bpasns
no Bcemy Saudi Aramco — 6 SOC u 6ornee 130 SOC
aHarnMTUKOB

I'IPOEJ'IEMbI

AHanNUTUKM He ycnesanu 3a oobemMamn OnoBeLLEHNHN,
KOTopble 0bpabaTbiBanncb NOKanbHO Mo permoHam
= OTcyTtcTBME 0BMeEHa nepenoBbIM ONbITOM Y
HenpepbIBHOCTb npouecca 24/7 B py4HOM pexume
. = Kactomusauwms cyuwectBytowero SOAR, T.e.
MwvpoBou nuaep no

nokansHasa gopabotka, 6blna CroXXHon 3agadven.
NPOU3BOACTBY 3HEPreTUYECKNX U

XMMNHECKUNX BELLECTB PEI-LIEHME

« MouwHas, maclwiTabmupyemasi, HacTpanBaemas
aBTOMaTMU3aLMs 1 paclumpssiemoe ynpasreHne kemncamm

« MynbTUTEHAHTHAsA NOMHOCTbLIO pacnpeaeneHHas
apxXnTekTypa

« Jlyywas B CBOEM Knacce nogaepkka u
npefocTaBnsiemble OnUMM NpohecCoHasbHOro

F:RTINET © Fortinet | All Rights 28
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CtpoutenbHasa komnaHus, nepexop Ha FortiSOAR

LLEJTA

« Pabota ¢ SOAR yxe Benacb, HO Yepes rog 3akasyuk
3axoten gobaBuTb HOBbIE (PYHKLUMNOHAmMbHbIE
BO3MOXXHOCTW AJ19 aBTOMaTuU3aunm CyLLEeCTBYOLWMX
paboynx npoueccos (komaHga SOC 10+ aHanUTUKOB)

HPOEHEMbI

OTtcyTtcTBUE MmacwTabupyemoctn genctaeyrowero SOAR
+ Playbook-gBmxok gencrteytowiero SOAR 661510 O4eHb

KomnneKkCcHbIN NOCTaBLLUVK YCIyT B CMNOXHO KaCTOMM3MPOBaTh
ccpepe Knnon HeaBMKUMOCTW. « OTcyTCTBME NOAAEPXKKM CO CTOPOHbI OENCTBYHOLLIENO
HaueneH Ha paclunpeHune noctaBwmka SOAR
BO3MOXXHOCTEN HE3ABUCUMBbIX PELUEHUE

areHToB Mo npogaxkam ans
ny4ywero obenyxnBaHus
COBPEMEHHbIX NoTpebuTenen

* MouwHas, HacTpamBaemasi aBToMaTusaums 1
ynpaBrieHue kencamu

« [nybokasa nogaepxka NpeanpuaTna 1 npegocTaBrieHne
ycnyr npogeccmoHarnbHoro cepeuca

* HacTtpanBaembin nHTEpPdENUC N Moaynu

ts Reserved 29
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Pe3ilome



YnpouieHue onepauun 6e30nacHoOCTU
Bbibop npeanoXxeHna B COOTBETCTBUM CO 3penocTtbio SOC

yneTnBeHgopHaa sugumoctb (FortiSIEM): Threat Hunting, CMDB

AHanuTtuka n aBToMmatudauus Security Fabric (FortiAnalyzer): Logging &
Reporting, Best Practice Compliance, Security Fabric Incident Response

L] L]
.....
LY ..
.....

Security
Operations
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