LEHTP
¢ I ®UHAHCOBBIX
TEXHOJNIOMrMM

KAK Red Team TectpoBaHuA MOTryT MOMOUb
Bawemy SOC.

Maxkcum Yyaakos,
PykoBoauTtenb rpynnbl BHYTPEeHHEro ayauta u 3aluTbl



Whoami

* PyKoBoauTenb rpynnbl TEXHUYECKOTO ayamTa U 3awmTbl B UDT
* BHeppato SOC™ 3 roaa

e Red&Blue Teamer

OSCP, CISA, ECSA u apyrne Habopbl byKB

Twitter: @Mchudakov

Telegram: @i223t



https://twitter.com/MChudakov
https://twitter.com/MChudakov

Prevention vs Detection&Response

NcTopuyecku:
* AKUEHT Ha 3almnTy nepumeTpa.
* AHTUBUpPYC M IPS He aaayT xynnraHam wWwaHca.
* 3N10yMbIWNEHHUK HEe MOXET NONYYUTb AO0CTYMN K CUCTEMAM.

KaK utor:
e OTtcyTtcTBME GYHKUMU MOHUTOPUHIA cobbiTun UB
* OTcyTCTBME NN1AHA pearnposaHnA Npu NHUMNOEHTE
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Cratucrtuka Positive Technologies no neHtectam 3a 2017 roa

* 68% - NnpeoaoneH BHELWHNN CETEBON NepumeTp (BHELIHNI HApYLWIUTEND)

* 100% - KomnpomeTauma MHPPACTPYKTYpPbl (BHYTPEHHMI HAPYLLINTEND)

* 60% - Hannume yassmmoctn ms17-010 (WannaCry)

* 26% COTPYAHMKOB OCYLLECTB/IAIOT NEepexos Mno cCbi/ike Ha GULLMHIOBbIN Beb-pecypc
* 15% coTpyaHWMKOB 3anyCTAT BAOXKEHME B MoyTe

* 75% - BO3MOXHO Noay4nTb AOCTYN B ceTb Yepe3 B3 1om Wi-Fi
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APT

 Advanced
* Wcnonb3osaHue 0-day
* CnoxHoe BI1O
* AJanNTUPYOTCA K UBMEHEHMAM

* Persistent
* ATaKa npoao/KaeTca, MoKa He
AOCTUraeT ycnexa

* HeorpaHu4yeHHble pecypcbl
* [lpaBUTENbCTBO
* CepbEé3HbIN KPUMMHAN
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Assume Breach Model

1. Bawy wWHOPACTPYKTYpYy B3a1O0MatoT. Bonpoc nuwb B TOM, KOoraa 3TO
NPOM3ONAET U CMOXKETE 1IN Bbl BOBpEMA OTpearnpoBaTb (y3HaeTe nu
BooOLEe?).

2. [lpeBeHTMBHbIE Mepbl AO0NXKHbI pPacCMaTpPuMBaATbCA OTAE/NIbHO OT

AeTEKTUBHDbIX.
The Adaptive Security Architecture

Proactive Exposure Harden and Isolate
Assessment : Systems

Predict Divert Prevent
Predict Attacks Attackers
Baseline ; Prevent
Continuous
Systems Monitoring Incidents
Remediate/ Ani."y‘fics Detect

Make Change Incidents

Design/Model Confirm
change and Prioritize

Investigate/F Contain
orensics Incidents
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Attack Timeline. Carbanak

Lateral Movement Timeline

1st endpoint
compromised after Another endpoint
opening the compromised and
spearphishing emall Another endpoint Another endpoint used to store
3rd victim - Domain compromised and compromised and documents
Controller Cobal Beacon Cobal Beacon preparad for
compromise and dopped dopped exfiltration.
admin credentials
used throughout the Another endpoint Another endpoint
duration of the attack compromised compromised
Day 0 Day 0 Day 0 Day 1 Day 7 Day 9 Day 10
16:48:53 18:20:00 21:02:15 13:27:45 16:00:00 01:57:31 1:30:17
Day 0 Day 0 Dev 3 Day 4 Day 7 Day 9
16.;9:03 18:40:49 10_2: o7 10:19:00 1’-‘;1’1 16:43:00
T Another endpoint 1
2nd endpoint Another endpoint compromised Another endpoint
compromised after compromised and compromised
opening the used to perform
spearphishing email Another endpoint lateralmovement another endpoint
compromised and compromised and
Cobal Beacon Cobal Beacon
dopped dopped

https://www.zdnet.com/article/hollywood-lie-bank-hacks-take-months-not-seconds/
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https://www.zdnet.com/article/hollywood-lie-bank-hacks-take-months-not-seconds/

Attack Timeline. Carbanak (npogonxeHue)

Lateral Movement Timeline (continued)

Domain Controller
accessed and used
remotely dial into Another host with
e Amother host with Remoe descop pi v
The moment when access to banking into an internal zgtess by the
ttackers connected applications was system Another host with attackers.
to a host with access access by the (compromised) access 10 banking
to banking attackers. applications was
applications. Another endpoint access by the
1 compromised attackers,
Day 15 Day 33 Day 35 Day 38 Day 47 Day 53 Day 55
21:39:11 17:00:55 15:15:33 7:54:47 20:55:38 20:39:16 12:56:28
Day 32 Day 34 Day 45 Day 53
13:16:07 fts 3233:3 20:36:38 16:07:29 23:’;;
Another endpaint Another endpoint :’c‘::': :: ::n;::: T
compromised compromised, starts 3 Another host with
; : pplications was access to banki
to communicate with access by the : ng
Another host with Another host with applications was

Cé&C

access to banking access to banking

applications was applications was
access by the access by the
attackers. attackers,

attackers.

access by the
attackers.

https://www.zdnet.com/article/hollywood-lie-bank-hacks-take-months-not-seconds/
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https://www.zdnet.com/article/hollywood-lie-bank-hacks-take-months-not-seconds/

SOC.

JlornyHbin BbiBOA: BHegpsem SOC




SOC. OueHka 3¢pPeKTUBHOCTHU

KakK OUueHUTb TOTOBHOCTb K pPed/ibHbIM aTaKam?

 AyaunTbl Ha COOTBETCTBME NYYLLIMM MPaKTUKam
 Tabletop Exercise
 Red Team Exercise (Full Live)




Tabletop Exercises

BapuaHTt 1. HenocpeacrseHHoe obLlieHne n obmeH onbITOM

Red Team u Blue Team
4 \ / Pt , \
6 Injections i/

/ Response 9 /

s

https://www.first.org/resources/papers/conf2019/Blue-team-vs.-Red-team-Tabletop-Exercise-to-Train-the-Process-of-Attack-
Investigation.pdf

uuuuu

TEXHONOIMMH


https://www.first.org/resources/papers/conf2019/Blue-team-vs.-Red-team-Tabletop-Exercise-to-Train-the-Process-of-Attack-Investigation.pdf

Tabletop Exercises

BapuaHT 2. DopmupoBaHue cnyvyamHbix cLeHapues

Injection Cards

Notification of Incident
Initial Damage

Secondary Damage

https://www.first.org/resources/papers/conf2019/Blue-team-vs.-Red-team-Tabletop-Exercise-to-Train-the-Process-of-Attack-
Investigation.pdf
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https://www.first.org/resources/papers/conf2019/Blue-team-vs.-Red-team-Tabletop-Exercise-to-Train-the-Process-of-Attack-Investigation.pdf

Tabletop Exercises

BapuaHT 3. 3a4a4n Ha pOpPEH3UKY M aHa/In3 N10roB

1 3

4

= S Malware was

S detected ! What steps did the
A attacker use to infect
the PC with malware?

EC Service
(Wab Front)

T

(AP Server) (Data Basa) System Administrator

https://www.first.org/resources/papers/conf2019/Blue-team-vs.-Red-team-Tabletop-Exercise-to-Train-the-Process-of-Attack-
Investigation.pdf
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https://www.first.org/resources/papers/conf2019/Blue-team-vs.-Red-team-Tabletop-Exercise-to-Train-the-Process-of-Attack-Investigation.pdf

[TeHTecTbl Vs Red Team Exercises

Red Team Exercises vs [MeHTecCTbl:

 bonbwasa obnactb n rnybuHa TectmpoBaHUa™
 JlocTmnxKeHune uenn Hambonee spPeKTMBHbIMU METOAAMM
* [NnTenbHOCTb TEeCTUPOBAHUA

* 3aKpenaeHue B CUCTeMax

* CnoXHble napannenbHble aTaku, 3anyTbiBaHMe CNenos

* [lpoTnBogencrteane

* CrtonmmocTb

* _ 06bI4YHO




Red Team Exercises.

Bbissnsiemoble npobnemoi:

* HepoctatoyHOCTb 06/1aCTU NOKPbLITUA MU AeTaNIn3aunmn NOros
e Hepaboume npasBmna (HEKOPPEKTHbIE UBMEHEHMUSA)

e KOMMYHUKaUMA mexay noapasaeieHnAMu

 HapyweHue npouecca 06paboTkm Bo BHepabouee Bpems

* KomneteHuuun cneumanuctos SOC, nponyck True Positive

* [loaBepXeHHOCTb aTakam camon SOC-UMHPPaCTPYKTYpPbI




CNACABO 3A BHUMAHWE

Bonpocbl?



