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TEPMUHOJIOIUNA

SOC (Security Operations Center)
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INCIDENT RESPONSE TEAM
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PaboTta SOC cny»6bl KaxXAablW AEHb:
NUuwem nronky B ctore ceHa

TunnyHaa nHgpacTpykTypa
cpefnHero pasmepa
2,000 nonb3oBaresneu
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CHECK POINT

INFINITY SOC

Nobasnaem yBepeHHoctn SOC

99.9% TOYHOCTb MWHUMYM YCUNUN

ObHapyxkusamTe n
OCTaHaB/IMBAMTE TO/IbKO
peanbHble aTaku, BHYTPU U
CHapY»Xu1 OpraH13aLmm

CambI NPOABUHYTHIN B [pocToe BHeApeHUe n
nuayctpumn threat intelligence NHTEerpauus
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TOYHOCTb
OT MUANMOHOB 3anucen — K peasZibHbiM UHLMAEHTaAM

B cpegHem 3a Hegento:

59,000,000
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TAXENO IN HACTPOUTDL?
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- Threat Extraction

- Platform Portal

- |dentity Awareness
- UserCheck

- Mail Transfer Agent
-IPS

- General Properties
- Network Management

NAT

~HTTPS Inspection
~HTTP/HTTPS Proxy

ICAP Server

Threat Emulation

IPSec VPN

+- VPN Clients

Data Loss Prevention
Monitoring Software bl
Logs

Fetch Policy
Optimizations

Hit Count

Other

Activation Mode
(O According to policy
(® Detect only

Check Point ThreatCloud

Share anonymous attack information with Check Point ThreatCloud. Leam More

4] Allow me to view attack statistics in my User Center account

Malicious DNS Trap
|Pv4 requests:
(® Acconding to profile settings

() IPvd:

Cancel
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Mpuoputesauma Ba>kHoro
Pearnpyurte ToNbKO Ha KPpUTUUYHbIE cObbITUA

99

BpepoHoc TRICKBOT

99

PeknamHoe NO

30

BHewHAA yrpos3a

10«

Mo6unbHasa yrposa
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{:@: ABTOMaTUYECKoe
pPaHXUpoBaHUe

@ Host #1

99% Host 1 might be infected with Trickbot (High probability)

W Host #2

99% T might be infected with Adware (High probability)

@E Lookalike URL
Lookalike URL impersonating your website (Low probability)

Qﬁ Mobile Device

Mobile Device might be infected with Trojan Horse (Low probability)
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Peakuusa

MuHMMH3NpyTE NocNeacTBMUA aTaku C MOMOLLLbIO
BOCCTAaHOB/JIEHUA OAHUM K/IUKOM

jgered by

1 YCTaHOBUTE NEerKoBeCHbIM : o &
KJMEHT Ha 3aparKeHHbI XOCT

HHH ATTACK STATS | What sort of connections and processes were involved? ‘ BUSINESS IMPACT

NaeHTndunumpymnTe u oCTaHOBUTE NPOLLECCHI . @ 247 e

3abnoknpymnte C&C KOMMYHMKaLUN D — & o

o
Ypanute BpeaoOHOCHbIe (I)al/lflbl bot

° ENTRY POINT

2 [MonyuynTte AeTaNbHbIA OTYET O e
dbopeH3mnkKke
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BHelwwlHMe yrpo3sbli
MpepoTrBpawante PULLMHIOBbIE aTaKU HA BaLLUUX

COTPYAHMUKOB M 3aKa3YUKOB

Buaum BHewHUe yrposbl
bharogapAa aHannU3y UHTEPHET-
TpaduKa B peasibHOM
BpemeHu

http://yrd-bank.online

INTELLIGENCE TIMELINE

http://yrd-bank.online
ected Domair rd-bank.com

DISCOVERED ~ UPDATED

Protected Dom
nnnnnnnn Stay connected with our app Sgn-inneip LIVE
1 S s Oniee 0@ R

NMogpakaHue
Bawemy KopnopaTuBHoOmy
Beb6-canty nam noutrosomy
AOMEHY

MoxoXXuun
AOMEH
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(=) Check Point .

- SOFTWARE TECHNOLOGIES




Hactoawunu XDR:
O6Hapy)XnBauTe CKpbITble aTaKun € TOYHOCTbIO 99.9%

AHanmn3 60/bLlLINX AaHHbIX C

AREAT INTEL &,

Q\ nomouibto ThreatCloud
9\\1\““ A’Q,,j/ o AHanus uHtepHer-tpaduKa B peasibHOM
» o BpemeHMU
% \J
Bce cobbiTnA B CobbITnA c paboumnx cTaHUMM, ceTw,
O v o
cetu MODBUNbHbIX YCTPOMCTB, MHTEpHETa Bellen

| NCKyCCTBEHHbIN MHTENNEKT AN OOHapyXeHUA
| BPeAOHOCHOM aKTUBHOCTHU

BepaukT UN:
99.9% BpeaoHOC
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Oborawaem AaHHbIE C MOMOLLLbIO
npoasuHyToro Threat intelligence

AHanums c

BHewHMe
nomoubto A

UCTOYHUKN
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............. THREATCIAUD [lporHo3npoBaHue

CHECK POINT RESEARCH

COTHU MUNTMOHOB:

: VCTPOMCTBA | ¢ ) OBNAKA ‘ 9—5'% LLNHO3bI

Cuna 2,000 150,000 13 munnnoHos 3 muanmappaa

Yrpo3 HY/1€BOro MOAKAHOYEHHbIX dannos Beb-caiitoB 1 dainnos
[IHA B AeHb cetemn IMYNPYETCA B ACHD obpabaTbiBaeTca B AeHb

ThreatCloud




‘GOOGLE NMOUCK’ noboro uHanKaTopa Ha noprane

MonyuuTe 6bICTPYIO U NpPeaeNnbHO TOYHYIO MHPOPMaLUIO

[eorpadums aTtaku

3aTPOHYTble BepPTUKaAIU

JlaHHble NO BpeMeHM aTaku

AHanuUTMKa uccnegosarteneu

N apyroe...
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bearch.“

Paste here any suspicious Domain URLs IPs or Hashes.

NDICATOR INFORMATION

MDS 0bbf25412b4dc63eS
SHA 1baa 2503972703
SHA-256  cc8fd2dddf:

attachment

® File Names.

@ Network actiity
® DNS resolutions
® Execution parents
@ Archive parents
® Source URLs

# £mail Subjects

® Campaign Files

9c60b1919da54b6ddd8f328d1 ce3ecte

GEOLOCATION

E |

THREATCLNUD

Q

Search for up to 20 indicators in a single search.

TRICKBOT

Q Malware Family

Trickbot is a modular Banking Trojan that targets the Windows platform, mestly delivered
via spam campaigns or other malware families such as Emotet. Trickbot sends
information about the infected system and can also download and execute arbitrary
modules frem a large array of available medules: from a VNC module for remote control,
to an SMB module for spreading within a compromised network. Once a machineg is
infected, the Trickbot gang, the threat actors behind this malware, utilize this wide array
of modules not only to steal banking credentials from the target PC. but also for lateral

movement and reconnaissance on the targeted organization itself, pricr to delivering a

company-wide targeted ransomware attack.

Governme

INDICATOR TIMELINE

DISTRIBUTION
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AHanUTU4YeCKue AaHHble
AnAa rnybokoro paccnenoBaHusA

CRK

’ @ch3tank

Dissecting the 10k Lines of the new TrickBot Dropper &€” Yoroi Blogjhtps://t.co/Xszualno5j

2019-09-14T03:15:09.000Z
CRK
@ch3tanK

Dissecting the 10k Lines of the new TrickBot Dropper —
Yoroi Blog

dansibl KOMI

Dissecting the 10k Lines of the
Introduction TrickBot it is one

- Nissecting the 10k Lines of the new TrickBot
i Dropper

09/11/2013

3:15 AM - Sep 14, 2019 - Twitter

OSINT pas3se e

Introduction

U

waro happy wahit Ok Privacy Poicy

A mHoroe gpyroe...
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Actions ~

Threat Details Report JE] Check Point

@ Urgent PO Septemer.pdf.exe

bbicTpaa NnpoBepKa NoA03pUTENbHOro

133 MB | EXE | HASH list ~
A undefined
auNa Ha BpeaAoOHOCHOe coAaepXumoe ——
Bevel Corp Intl Updated Statemen...
R MALWARE FAMILY ~
C nomouwbro CepBUNCA SANDBLAST'S "
Trickbot is a modular Banking Trojan that targets the Windows platform, mostly delivered via spam campaigns or other
malware families such as Emotet. Trickbot sends information about the infected system and can also download and
execute arbitrary modules from a large array of available modules: from a VNC module for remote control, to an SMB
module for spreading within a compromised network. Once a machine is infected, the Trickbot gang, the threat actors
behind this malware, utilize this wide array of modules not only to steal banking credentials from the target PC, but also for
lateral movement and reconnaissance on the targeted organization itself, prior to delivering a company-wide targeted
ransomware attack.
A
CemencTtBo BpeaAOHOCA —
MITRE ATT&CK maTtpuua > o
BE2524
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MITRE ATTECK
N ppyroe!
COMMAND
INITIAL PRIVILEGE DEFENSE CREDENTIAL LATERAL
ACCEs  EXECUTION PERSISTENCE e mieTn e DISCOVERY  poorienr  COLLECTION  EXFILTRATION %0 IMPACT
m:f;fnm Registry Run Keys B’F‘a‘::’*r — Credentialsin 5‘“‘";:'2 Emad
Instrumentatian Startup Folder Contral Holkowing Files Di = Codlection
CH EC K PDI NT _ Bypass User | Credentials System Data from
SEVENTION ?hem:lm c’“"’f:tpe’—"“""'—"e rr_"“# i from Web Information Local
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Windows Management
Instrsmentation Event rrocas
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- Security
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https://forensics.checkpoint.com/mitre/ThreatEmulationReport.html

YnpouleHne n ymeHblleHne CTOMMOCTU BlaAeHUA
C eAnHOoU ueHTpanmn3oBaHHon SOC nnaTtdgopmon

BHYTpeHHMe yrpossbl

BHewWwHMe yrposbl

BoccTtaHOBAEeHUe

PaccnepgoBaHue

YnpasneHune

Check Point
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INFINITY SOC

cc8fd2dddf219322e1087c03302f08279c60b19190254bsdddaf328d 1 ce3ecle

NDICATOR INFORMATION

0bbf25412b4dc63e5bb137d0ed78.
150de11c2 baa30b2e:
cc8fd2dddf219a22e108fc02292f08279¢60b1919da54b6dddsf,

macros runfile attachment

® File Names

® Network activity

® DNS resolutions

# Execution parents - § - £s: Finance  fit Government
® Archive parents

® Source URLs

* Subjects

® Campaign Files

TWEETS |

banking credentials to an attacker-controlled server. Dridex cor
sends information about the infected system and can also dow!

additional modules for remote control

¢ Manufacturing




MOXHO HayaTb NO/b30BaTLCA MeHee YeM 3a 3 MUHYTbI

Jlerkoe BHegpeHue
HeT HeobxoaMMOCTU B AOMOSTHUTENbHbLIX areHTax

D o o JO

3apeructpupyitecb Ha  BblbepuTe WAKO3bI MoaKknoumnTecob HauuHaiite
Infinity Portal (ecnu onm ye ects) K ThreatCloud
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npl/IBaTHOCTb BO IJ1aBe YyIJla
Bawu nor-¢pansbl HUKyAa He OTNPaBAAIOTCA

@ 3awuTa
KOHPUAEHLMNANbHbIX

‘ AAHHbIX

Your logs

@ HeT 3aTpaT Ha XpaHeHue
nor-¢annos B obnakKe
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[oTOBbI NpOTECTUPOBATDL?

CHECK POINT

INFINITY SOC & B Pocomm:

prn HaAd CTpaxoBasd KOMIaHUA

200 dpununanos, LLIO
OTcyTctBue SOC, SIEM

PeweHne: Infinity SOC gns crapral

3anpocute 1:1 JEMO | HauyHute 6ecnnaTHbIN Bonblwe nHpopmaumu:
c akcneptom OCS nnu INFINITY SOC Ttpunan www.checkpoint.com/products/Infinity-SOC
Check Point
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