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IBM Security - pelieHna ana 3aWnTbl MHGOPMaL UM
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MOHUTOPUHF MHLMAEHTOB B COOTBETCTBUM CO CTaHAapPTaMMu
HOpMaTMBaMM U MOAUTMKamMK UB opraHu3aLmm
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IBM QRadar UBA

AHanuTHKa NoBeAeHNa Nob30BaTeNiei C LEeNblo BbIABAEHUS
aHOMani, KOMNPOMETALLMM, YTEUKM AaHHbIX

YnpassieHve NOUCKOM U NpUOopUTU3aLMEN YAZBUMOCTEN
KOHTPOAb NPUMEHEHUA UCMPABAEHUIA
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IBM QRadar Risk Manager

MocTpoeHue TOMoA0rMM CETU Ha OCHOBaHMM cHopa AaHHbIX
KOHUIypaumnoHHbIx ¢aiinos, BbiABAEHNE BEKTOPOB aTakK
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Ncnonb3oBaHne N n Cnuctem pearnpoBaHuA

nOMOLLI,b KOTHUTUBHbIX CUCTEM B pacciegoBaHUN U pearmpoBaHn1 Ha UHUUOEHTbI

Incident Overview ¢ Potentially Successful Exploit containing

TCP_HIT

Hewr graph for Oct 2nd

Overview  \Watson

Malware Family AV Signature
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NN Ha 3awmTte nHbopmaumu

ABTOMaTU3MpPOBAHHOE paccneoBaHne UHUMAEHTOB U
aHOMaNMUI C LEeNblo BbiABAEHMA HAaCTOALMX Yrpo3

— bBbIcTpbIN c60p AaHHbIX C MHOXECTBA BHeLIHNX 6a3

— MpumeHeHne UM ana BbiABNEHUA CKPbITbIX CBSA3EM

IBM QRadar Advisor with Watson
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BbICTpoe M TOYHOE pearnposaHue

YnpaBneHue nosiHbIM U AMHAMWYHbBIM PearMpoBaHUEM,
bbicTpoe oborauweHne, apPpekTMBHOE BOCCTAHOBAEHUE

— [OuHaMKnyHble NaHbl PearMpoBaHMs MO NYYLMM NPAKTUKAM
— BHepgpeHue npoueayp pearnpoBaHuA Yepes UHTerpaLmio CMCTeM

IBM Resilient



Yayywas 3awmuty yepes B3SAMMOOENCTBUE

[Ona Toro, YTo6bLI BUAETH MONHYIO KAaPTUHY

Search by Application

Search AlertCon™ Threat Level | 1
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IBM Resilient QRadar STEALTHDits Active Palo Alto Networks App BigFix and Carbon Black
Integration Directory App for... for QRadar Integration

Malicious IP addresses in the last hour
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ObmeH gaHHbIx 6a3 yrpo3 B peasibHOM BpemeHM Ob6beanHEHHan 3KOCMCTEMA 3aLLUTDI

KoHTakT ¢ 67+ Tbic nonb3zosatenamun u goctyn kK 900+ Tb  Hactpoiika Bawweit 3awmTbl ¢ nomoubto 200+
AaHHbIX 06 yrpo3ax yepes IBM X-Force Exchange npunoxkeHuit naptHepos IBM Security App Exchange
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IBM Security: /ingep B 12 cermeHTax pbiHKa UB

Security Transformation Services Consulting and Managed Services Managed Security Services (MSS)

MpumedaHue: [aHHas CKOMNMAMPOBaHHaA TabaMLA OCHOBaHa Ha pe3y/ibTaTax OTYETOB BEAYLLMX aHAUTUYECKWX areHTCT8 Ha MomeHT Anpens 2018
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3aWUTUTb MHGOPMALIMOHHbIE
cUcTembl, N03B01AA BU3Hecy pactu

B Mmnpe NoCtoAHHO
G IBM Security U3MEHAIOLLMUXCA Yrpo3

KpynHenwwunmn nposanaep ycayr Nb

Nvpep 12 cermeHToB pbiHKa UB

3.700+ nateHToB B 06nacTn UB

20+ nornoweHun B obnactn UB

60+ Mnpg cobbitnin UBb paccnegyem
exeaHeBHO
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FOLLOW US ON:

@ ibm.com/security

@ securityintelligence.com

@ ibm.com/security/community
@ xforce.ibmcloud.com

YW @ibmsecurity

I3 youtube/user/ibmsecuritysolutions

© Copyright IBM Corporation 2018. All rights reserved. The information contained in these materials is provided for informational purposes only, and is provided AS IS without warranty of any kind, express or
implied. Any statement of direction represents IBM's current intent, is subject to change or withdrawal, and represent only goals and objectives. IBM, the IBM logo, and other IBM products and services are
trademarks of the International Business Machines Corporation, in the United States, other countries or both. Other company, product, or service names may be trademarks or service marks of others.

Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside your enterprise.
Improper access can result in information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on others. No IT system or
product should be considered completely secure and no single product, service or security measure can be completely effective in preventing improper use or access. IBM systems, products and services are
designed to be part of a lawful, comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems, products or services to be most effective. IBM
does not warrant that any systems, products or services are immune from, or will make your enterprise immune from, the malicious or illegal conduct of any party.
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