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dyHaamMmeHTanbHble U3BMEHEeHUA B HaweM uncgppoBom Mmupe

PacTyliee CoBCTBEHHbIE
[MTonb3oBaTenu KOJINYeCcTBO O6na|<o CTDONCTRA
YCTPOUCTB U AaHHbIX yerp

n®n

) —|—||—

IL

Mwunnnapa ycTpoucTs

BYOD
MobunbHble | YaaneHHbie| 3eTTabaitT JanHbix | dacTHble / [ybnnyHble Tenesas IT

KopriopaTuBHble MHTepHeT Beleit rMBpULHbIE OpueHTnp Ha nonb3osBarteneu

OpraHu3aunmn OOrmKHblI BHEAPATb MHHOBaLUMN, paboTaTb, 1 pacT C YBEPEHHOCTbIO
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Cybercrime cost the global
economy $600 billion in 2017.

LI McAfee

Together is powe



McAfee

» 462+ MUNMMOHAa pabo4vnx CTaHLUUN
»97,910+ 3aKa34ymKoB

»(,108+ coTpyOQHUKOB

»190+ cTpaH

» 137+ Innovation Alliance napTtHepoB HCAfeem

» 1,300+ nateHTOB No 6e30nacHOCTH Together is power.

%
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PewleHna McAfee
Ha pblHke PO

Cloud Security

SIEM

Security management

Content security

Ckonbko

bonee 20...

Endpoint protection

Data protection

Network security
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B3anmocBa3aHHaa nHpacTpyKTypa

Endpoint Securit Network AR McAtee
ndpoint security Threat Intelligence Exchange Data Protection etwor B web Gateway
(AV, HIPS, appcontol) (Encryption & DLP) Security Platform (IPS) X (Proxy)
Protect
- McAfee Advanced McAfee
Threat Defense @ Active Response
_ Sandboxin EDR
McAfee Enterprise cht'iA\vf:??es onse w ( 9 ( )
Security Manager (SIEM) EDR P
( ) McAfee Enterprise McAfee ePO
I A ] Security Manager (SIEM) (Management)
McAfee Threat @ McAfee ePO
Intelligence Exchange M ement
I / Data Exchange Layer (Manag ) Correct Detect McAfee Threat
Intelligence Exchange
McAfee Advanced McAfee Deep / Data Exchange Layer
Threat Defense Command
(Sandboxing)

MCAFEE CONFIDENTIAL IMcAfee | 6



McAfee Web Gateway




ObHapyxeHune yrpo3 B Beb-Tpadounke

dunbTpauns N3BECTHbIX Yrpo3 U zero-day B peanbHOM BPEMEHW, OCTaBLUMECS NMOAO3pUTErNbHbIE OTnpaBnsaoTes B ATD

< McAfee Web Protection > < McAfee ATD >

URL Category
URL Rep. AV TIE

Gateway Anti-Malware

[AdnHamnyecknm un
cTaTU4ecKnn aHanu3

Bxoaawmm
Tpadumk

Amynsaunsa noBedeHns

~.05ms ~.08ms ~8ms
dunbTpaLms B pearlbHoM BpeMeHm NecovHunua / PeBeolloc-
N3BECTHbIX Yrpo3 (zero-day) MHXMHUPWHT (zero-day)
(~80%) (~19.5%) (~0.5%)

[My6bnHa npoBepKU

MNpnbnusnTensHas oLueHKa CKOPOCTU 0BHapyxeHus. akTMYeckne 3HaveHns

MOTIyT OTnn4yaTbCA.
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SIEM




3agada

O6HapyXuTb yrpo3y 1 yCcTpaHuUTb NocneacTems

U s a8

KomnpomeTtauus O6HapyxeHue nocneacTevmn

Yacbl Hepnenu Mecsubl

Bpems Ha npoTuBOoOeENCTBME aTake CpenHsas CTOMMOCTb B A€Hb

46 DAYS! $21,155¢
The average cost of a data breach involving fewer than 10,000 records was $5 million?!

1IPonemon Institute 2016 Cost of Cyber Crime Study: United States study
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McAfee Threat Intelligence Exchange




[Mogxopn Threat Intelligence Exchange

L

O O O O
O L~

b pelueHunsa b pelueHuns b pelueHuns
OOIMKHbI OOIMKHbI OOIMKHbI
JOYHKLMOHMpPOBATL obmMeHmnBaTbCH HenpepbIBHO
COBMECTHO OnbITOM CTaHOBUTbCH
curbHee
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O630p peltennsa TIE

LLnto3 McAfee
McAfee
mo6anbHoe o6rako (\b Web Gateway NHTepHeT
McAfee McAfee
Cepsep TIE ATD ( Z
-
MNapTHepckne - -
e (D a0 i3 L2
CUNCIORO p Griownpo

LLinHa oOmeHa gaHHbIMM

McAfee McAfee McAfee Endpoint
ePO Active Response Security (ENS)
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Open Data Exchange Layer




NHTerpaunsa pewweHunn go DXL

[na Hayana vHTerpaumsa
OBYX peLueHumn

PeweHune #2

PeweHue #1
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NHTerpaunsa pewweHunn go DXL

CHavana obmeH 6a3oBou
nHgopmaumen, host names,
credentials, 4To6bI peweHns
MOITN Ha4yaTb 0OMeH

HHbIMU
Aa PeweHune #2

PeweHue #1

Credentials

OBMeH y4éTHbIMK

AaHHbIMUA
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NHTerpaunsa pewweHunn go DXL

Kaxxabin npoaykT
NHTErPUPYETCS C KaXabIM
C UCMNONb30BaHUEM
cneuuann3npoBaHHOro

PeweHune #2

PeweHue #1

i® @4

OBMeH y4éTHbIMK

NAHHKIMUA

WHTerpauusi Ha ypoBHe

API
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NHTerpaunsa pewweHunn go DXL

Heobxoanmo
OTperynupoBaThb CeTeBble
NONUTUKM ONA pa3peLleHns
ceTeBoro obmeHa mexay
peLwleHnamu (ports,
protocols)

OBMeH y4éTHbIMK
NAHHKIMN

WHTerpauusi Ha ypoBHe
API

PerynnpoBaHue cetn ans
NMOPTOB U MPOTOKOSIOB

PeweHune #2

OF

NameHunTb
ceTeBou

Tpadguk

PeweHue #1

5@
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NHTerpaunsa pewweHunn go DXL

[na nony4yeHns nsmeHeHuH,
peLleHnsa perynsapHo
onpawumBaroT gpyr gpyra

OBMeH y4éTHbIMK
NAHHKIMN

WHTerpauns Ha ypoBHe
API

PerynnpoBaHue cetn ans
NMOPTOB U MPOTOKOSIOB

‘ ¢4

PelwweHune #2 Onpoc n3MeHeHe
(simulate real-time
events)

NameHuTb:

ceTeBOM

Tpadgomk
PelwleHne #1

g ‘
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NHTerpaunsa pewweHunn go DXL

CnoXHOCTb
B3anMoOOeNCTBUMN
YyBESIMYNBAETCS C KaXabIM
HOBbIM pPeLUEHNEM

OBMeH y4éTHbIMK
NAHHKIMN

WHTerpauns Ha ypoBHe
API

PerynnpoBaHue cetn ans
NMOPTOB U MPOTOKOSIOB

Onpoc nameHeHue
(simulate real-time
events)

PeweHune #2

(B %

3MeHUTb
ceTeBON
Tpadguk

v

3meHnTb '
CeteBoli TpadyK .
.................................................................... >
PeweHue #1 PeweHune #3
4 ......................................................................
N3meHnTb ceTeBomn
Credentials
é@)}ﬁ API ﬁ
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NHTerpaunsa pewweHunn go DXL

OBMeH y4éTHbIMK
NAHHKIMN

WHTerpauns Ha ypoBHe
API

PerynnpoBaHue cetn ans
NMOPTOB U MPOTOKOSIOB

[lo-moemy aTUM [*%xx I****O
OYEeHb CNOXHO ynpaBnAaTb @Q @ﬁ

N3ameHuTb ceTteBomn
o Tpadouk N

Onpoc nameHeHue
(simulate real-time
events)

PeweHune #2 PeweHuve #4

.. Vsmenutb
A “v. ..CEeTeBOM TpadmK

Namennts: | | || Vamenutb
ceteson | | | L DS || . Certesoil
Tpapuk - Tpadwmk

" N3menuTb
CeTteBon Tpaduk ..
>

PeweHue #1 PeweHune #3

N3meHnTb ceTeBomn
Tpaduk

Credentials |****O|****O |****©|****©
@ﬁ API @ﬁ
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NHTerpaunsa pewweHunn go DXL

OBMeH y4éTHbIMK
NAHHKIMN

WHTerpauns Ha ypoBHe
API

PerynnpoBaHue cetn ans
NMOPTOB U MPOTOKOSIOB

3aTpavyeHo o4eHb MHOro |****C [ %% %% |****o X |****O|****C
BPEMEHW U YCUNUIA YTOObI @ﬁ- @ﬁ' @ {C\é}ﬁ @ @

¥y

o

N3ameHuTb ceteBomn
ae———_VK .

NOCTPOUTb TaKyH CITOXKHYHO
CUCTEMY U3 HECKONMbKUX
peLLueHunn.

PelweHue #2 PeweHue #4 (Onpolc ?smer;e_Hwe
B e i R simulate real-time
Korga B ogHOM K3 b Vomcis L events)
NpoayKTOB N3MEeHUTCAAPI 7. ceTeBoW TpadmK
(4TO ObIBAET), BCE
N3meHnTb - N3meHnTb
cnomMmanocb Ha4YMHaem ceTeBOM S8 | ceresoii
CHa4yana! Tpaduk | || Tpaduk
|/|3MeHI/ITb
@ o ~" ceTeBoWl TpaduK ..
PeweHue #1 PelueHne #3

N3meHunTb ceTeBomn
Tpaduk

Credentials * k% % |****O|****O |****©|****©|****C

é@)}g, AP o] Fo
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[TapTHepbl Security Innovation Alliance

Current as of 7/21/2017
SIA

Partners

Connected Today In Testing or Development Today In Design

Advanced aruvba /\ttl @) A “ O ayehu B3 BeyondTrust

Cyber Security° a Hewlett Packard NETWORKS.
b BUFFERZONE ol

- Guid . i CISCO
Avecto boldonjames cuyicance I SHRDCHIL

Q:_\/ PHORT. D DFLABS

o
f= Extreme

onnect Beyond the Network ForeSCOUT

Check Point # CICADA Infoblox "z

S INTERSET

SOFTWARE TECHNOLOGIES LTD.
CONTROL YOUR NETWORK

[> FORCEPOINT %’% Blumeta @) Mobileiron
Juniper J? | Phantom

=y roofpoint’
RAPIDY) (T)mimus . csas

TYCHON "if* THREATCONNECT vmware airwatchh THALES
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McAfee’

Together is power.

KOT Ub

NBAH OXXEPEJILEB,
KOMIMAHUA MONT

TEJNNE®OH: +7 (985) 802-34-39
EMAIL: IOZHERELIEV@MONT.COM
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