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Kak roToBUTCS ataka Takoro tmna?

AHanus3 goctynHon uHdopmaumum ¢ canta KoMmnaHMM\HOBOCTEN

NMouck npochunen Ha LinkedIn, Facebook u Twitter

AHanus3 uHdpacTpyKTypbl

—Ilownck cnabbix MecT 1 NoTeHUNanbHbIX yFI3BI/IMOCTeIZ

—AHann3 nHgopmauunm n3 OTKPbITbIX NCTOYHUKOB n m m

KTo pabotaeT ¢ Heo6xoAMMOM 3NOYMbILWSEHHUKY UH(popMmaLen?
- KakoBa CTpyKkTypa OTY4ETHOCTN?
- KT0 y HMX B Opy3bax?
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Bpems cepbe3HO NOCMOTPETL Ha nopTdens Bawux peweHun no Nb

B cpedHem opeaHu3ayuu
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PaboTtaTb 6ygeT, HO HaCKONbKO 3PAEKTUBHO?

SENORGIEICOM
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CermMmeHTbl HpopMaLMOHHOW Be3onacHOCTH

ViHankaTopbl KoMnpomeTaLmm SECURITY ECOSYSTEM
AHanuna BpeoHOCHbIX MporpamMmm

O6meH yrpo3amm

YnpaBneHue n natynHr
KoHeuHbIX Touek

3aiurta oT 3noBpeaHbIX
nporpamm

CeTteBas dopeHsuka
YnpaBneHue yrpo3amu
darpBonnbl

Sandboxing
BupTyanbeHbIn naTynHr

AHanutuka 6e3onacHocTu BuamMmMocTb 1 cermeHTaums cetu

YnpaBneH1e ysS3BUMOCTSIMY
Onpeaenexne aHoManui 1 yrpos
3alnTa coeanHeHns =

N KOHTEHTa
YnpasneHue SECURITY |
YCTPOCTBOM | ORCHESTRATION ADVANCED )} Anru-ppon
& ANALYTICS FRAUD
lMoBeaeH4yeckas aHanMTuKa
YnpaBneHne UHUMHAEHTaMun
Oxora 3a yrposamu IDENTITY YnpaBneHue npuBMnerMpoBaHHbIMUN y4. 3anncsamm
& ACCESS YnpasneHue ngeHtndukaumen
CKaHMpOBaI-JVIe YnpaBneHue JOCTYNom
NPUNOXEHUN IDaasS
YHpaBneng ©e30MacHOCTbI0 3awuta MaiHppenmoB
NPUNOXEHUN

3aluTa AaHHbIX
KoHTporb gocTyna K fAaHHbIM
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IBM Security — nopTtdernb MHTErPUPOBaHHbIX peLleHnI

ON PREM | CLOUD | HYBRID THREAT INTELLIGENCE SECURITY ECOSYSTEM
X-Force Exchange | Malware Analysis App Exchange
@ X-Force IRIS Hybrid Cloud Security Services

ENDPOINT
BigFix

NETWORK
QRadar Incident Forensics

Managed QRadar Network Insights
Detection Managed Network Security
& Response SECURITY Secure SD-WAN
ORCHESTRATION
& ANALYTICS

MOBILE ADVANCED FRAUD
MaaS360 Trusteer
Mobile Device Financial Malware
Management Research
silient |12
Security Operations Consulting
X-Force Command Centers
X-Force IRIS
APPS IDENTITY & ACCESS
AppScan Identity Governance and Access
Application Cloud Identity
Security on Cloud zSecure
X-Force Red Identity Management Services
SDLC Consulting
DATA MpoayKTbl
Guardium | Multi-cloud Encryption | Key Manager Cepauchbl
Critical Data Protection Services
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IBM Security: Jlngep B 12 n3 12 cermeHTtoB pbiHka b

Security Managed Security Services (MSS)
Transformation

Services

Consulting and
Managed Services

Information Security Consulting Services

lMpumeyvarue: JaHHble cobpaHbl cpedu 8e0ywux aHanumu4yeckux azeHmems, oelicmeumerbHbl Ha Hos6pb 2017
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MexxgyHapoaHbin nuaep B obnactn knbepbesonacHOCTU

G IBM Security

¢ HMD,EP B 12 n3 12 cermMeHTOB
pblHKa Kb

» 8.000+ cotpyaHmkos
* 17.500+ sakazumkos
* 133 crpan

* 3.500+ narentor KB

« 20 nornoweHun ¢ 2002 roga

14  IBM Security



QRadar — nnatdopma anga noctpoeHunst egnHoro Vb peluenuns

KakoBbl OCHOBHbIE PUCKU Kak Hawa koHdurypaums Kakune nHuungeHTbl UB KakoBo ObIno BnusaHue

n yH3BVIMOCTVI? CeTU 3alumLiaeT oT aTak? npoucxoasaTt cenvac? MHUMAOEHTA Ha KOMMaHUI?

ATaka

Ho aTtaku MNMocne aTakun BoccTaHoBneHue
PA3A NMPEOCKA3AHUA / NPEOOTBPALLEHUA ®A3A PEAKLMU / BOCCTAHOBIJEHUA
* [lony4uTb BUANMOCTb MNOMHOW KapTuUHbI b * ABTOMaTWU4ECKM ONPEAENUTb Yrpo3bl No
OopraHu3auun 1 BbiiBUTb HELOCTAaTKM npuopuTeTam
« 3agaTb OTKMNOHEHUS OT HOPMbI » CobpaTtb NOSHY KapTUHY NPOU30LLIELLIErO
* [lpuopuTtesnpoBaTtb ys13BUMOCTU AN * [lpoBecTu nornHoe paccrnenoBaHue Ans
ONTUMM3aLMM NPOLIeCCa BOCCTAHOBMNEHUS BbICTPOro BbIABNEHNS NPUYNH; pa3paboTaTb
[0 aTaku NnaH pearMpoBaHNA Ha UHUMOEHT
Vulnerabilit Risk Inciden Inciden
Manager Manager Forensics Response

Security Intelligence + IBM Sense Analytics © »Resilient

Peazuposamb Ha U3MeHeHUs U orpedenisimb y2po3bl paHbUe Yepes aHannu3 rnosedeHus U ebisienieHue aHomarsud
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@Radar®
SIEM

MOHUTOPWHI UHUNOEHTOB

YXXe naBHO He TonbKo SIEM



Y10 gonxKHbl Agenatb SIEM?

- Compliance

- ObpaboTKa n xpaHeHMe 6osblIoro o6vbeMa KypHanoB coObbITUN
- MHUMAeHTHI

- MoLlweHHNnYecTBo

- PearunposaHue
Primary Driver for SIEM Use

Which of the following best describes the primary driver behind your organization's use of an SIEM tool?

- OTtyerTbl Otter

Meet contractual or customer requirements

Conduct post-inddent Ll
investigation and forensics ‘
- SOC Q\
Manage growing volumes of log data g -

Conduct real-time threat
% detection and response
Meet compliance requirements .
Data: InformationWeek 2012 Security Information and Event Management Vendor Evaluation Survey of 322 business technology R3030612/14

professionals, April 2012
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SOC - cepaue nHpacTpyKTypbl KnbepbesonacHOCTU

SOC - Security Operations Center
LleHTp onepaTtMBHOro pearmpoBaHua Ha MHUMAEeHTbI b
Jlrogun — lMNpoueccbl — TexHonormn
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IBM QRadar Sense Analytics

MpuopuTtesaumn
WHLUMOEHTOB U pUCKa
OT Nonb3oBartenien
7 —

Ndenmudgpukayusi UHyudeHmoe
C6op AaHHbIX, XpaHEHUe 1 aHanm3

AKmueHOCMb MPUJIC Koppensauus 1 aHanus yrpo3 B peanbHOM BpeMEHU

ABTOMaTU4eckoe onpeaenexHve n npodunmpoBaHme
MHd)opmaqu,q [0} KOHCb > aKTUBOB, CEPBUCOB 1 NOSib3oBaTeENen
BasoBble akTUBHOCTU U BbigBEHUEe
Ya3sumocmu aHomanuu

BcmpoeHHbIU
Numennekm

YnydweHHas aHanumuka 051 npedomepauieHusi, 8bISI8NIEHUSI U peasuposaHusi Ha y2po3bl

19
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BbisiBrieHne noteHumanbHbIX yrpos3 4yepea3 aHaJIMTUuKy

Offense 909 o) Summary Display ¥ Events  Connell = [7]
Magnitude — Status| € Relevance ‘ g | Severity 5 | Credibility | 4
Offense Type Source IP
Description Potential Data Loss
EventFlow count 111 events and 1.042 flows in 13 categories
Source IP(s) 10.0.110.221 (dhcp-221-users-2.acme.com) Start Oct 18, 2013 12:28:02 PM
Destination IP{s) Local (2) Remote (376) Duration 4d 10h 42m 575
Hetwork(s) Multiple (3) Assigned to admin
Offense Source Summary
P 10.0.110.221 Location Users Users-2
Magnitude Vulnerabilities 1] e
Username compliance MAC Address 00:0E:0C:B4:DBEE
Host Hame dhcp-221-users-2.acme.com
Asset Name dncp-221-users-2.acme.com VWeight 0
Offenses g EventsiFlows 15,310
Last 5 Notes * Notes [y Add Note
Notes Username Creation Date
Potential data loss detected, forensics case created Oct 21, 2013 6:39 AM
Forensics Reconstructions
Case Collection P Start End Status
Dataloss Dataloss 10.0.110.221 32712014 3:31:00 PM 3/27/12014 4:31:00 PM SUCCESS
Top 5 Source IPs aS:u'c&s
S‘}I“P' e Magnitude Location Vulnerability User MAC Weight Offenses Destination(s) Last EventFlow Events/Flows

dhc.. Users.Users-2 Mo compliz, 8 21 0s



VIHTerpnpoBaHHas, yHUNUMPOBAHHAA apXUTEKTypa
B 04HOW wWeb-KoHconu

Log
Management

Security
Intelligence and
Sense Analytics

Network Activity
Monitoring

Vulnerability
and Risk
Management

Network
Forensics

Incident
Response

IBM Security

IBM QRadar Security Intelligence

LEELLENG Offenses  Log Activity  Network Activity  Assets

Shaw Dashbosrd: | Daily Overview

Internet Threat Information Center

Current Threat Level
Learn More

Last updated Sep 14, 2015, 10:58:18 AM
* Multiple Adobe Flash Player code execution

* glibe buffer overfl
Wicrosoft Windows OLE

=]
(© %]

Array Remote Code Execution

in Microsoft OLE Could Allow Remate Code Execution

Microsoft Windows OLE code execution

Apache Struts Ci security bypass

Top Authentication Failures by User (Event Count)

(61 X]

9M14/15 5:03 AM - 9/14/15 11:03 AM

o
* Legend
Mlsinataci Mismith  Ellidoe

View in L og Adtivity

Reports  Vulnerabiliies ~ Admin

[JMew Dashboard [ Rename Dashboard (] Delete Dashbosrd  Add fiem... ¥

Most Severe Offenses

Offense Name
Local IRC Server Detected containing ChatIRC
Local IRC Server Detected containing ChatIRC
Local IRC Server Detected containing ChatIRC
Local IRC Server Detected containing ChatIRC

Policy: Remote: Clear Text Application Usage containing Mail POP

Top Applications Qutbound to the Internet (Total Bytes)

ResetZoom
300M

Total Bytes (Sum)

10:00 AM 10:10 AM

¥ Legend

webWeb.isc EPpBiTorrent EOther MMP2PKazaa
Il streaming Streaming/Audio

Top Applications (Total Bytes)

ResetZoom
600M

Total Bytes (Sum)

10:00 AM 10:10 AM

10:20 AM 10:30 AM

Il P2P.eDonkey

F2POpentiap [PZRGnutela IlRemainder

View in Network Adtivity

10:20 AM 10:30 AM

&8

Magnitude

(@8 %]

914113, 9:50 AM - 9/14/13, 11:02 AM

Web. WebFieTransfer [llMalSMTP

(G5 %]

914113, 9:50 AM - 9/14/13, 11:02 AM

10:40 AM 10:50 AM 11:00 AM

System Time: 11:08 AW |

Next Retresh: 000030 Il & @

0% \‘W'\ 4/15 5:05 AM - 9/14/15 11:05 AM
1%

fk

lo%‘rv'
3%/ N zex

Top Log Sources (Event Count)

27 %

* Legend
System Notification-2 - vmibmi7086
[ Health etrics 2 :: vmibm7065 [l Asset Profier-2 - vmibm7086
Ml snort @ wotverine  [llSM Audit-2 :: vmibm7066
Pix @ apophis [l Custom Rule Engine-3 :: vmibm7066

View in Log Activity

Firevsall Deny by SRC IP (Event Count)

(@2 X]

Reset Zoom 9/14115, 9:39 AM - 9/14M5, 10:51 AM

50

Event Count (Sum)

10:30 AM

* Legend

1+0205.174.174.238 [N10.100.50.16 W
[ =] 101006520 10.100.100.104
MEN21892.12.148 EEM218.9320135 10100504
Ml10.1005046

View in Log Activity
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JKocucTemMa TEXHOMONMYECKMX MapTHEPOB
« 200+ napTtHepos, 550+ QRadar nHterpauyum

N — Iy = iy .
A:xim Forsseon %) TREND ety Erisxia box “§'CorreLog SOURCEfire
LiSIGHTPARTNERS STEALTHbits
‘‘‘‘‘‘‘‘ oI }
] N A— | ®sqrrl OFireEye
@ symantec & lastline @ bringa q y o
BLACKDUCK
BIO-key~ il observe it
CARBON Revolutionizing Authentication
BLACK 2 exabeam SISO
AKRQS  charismathics
| @afeNet. I» ForcepoINT
AuthenWare SecurlT “#radware  CITRIX
a Prolifics AlertEnterprise/ =~
Enfrust Entersekt NUA:I.CE
ilantus paloalto HID
Lh b ~ Fi=RATINET Ztoopher
| _ © LnEer
RSA Eedreme  QUALYS JUMIES -
@cvaER i -
. . ‘ , . PIREAN —
gemalto :ns UVECTRA ;i Recorded Future Enfrust \7 it
@tenable e CYBERARK' @ SECURONIX ".”.lssh )>> 'I ﬁ @achGuard' nr InEIIS y q
Retwoilc security . DAMBALLA cllase === Tangentia
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JkocucTema 3aLlnTbl Yepes3 COTPYAHNYECTBO

=  IBM X-Force Exchange Search by Application

Refiie By All Applications (67) Sort By

All Applications v

QRadar
QRadar Advisor With
] Application 26 Watson

All Categories

Type ¥-Force Exchange

User Behavior Analytics Snare Log Analysis IBM X-Force Exchange
for QRadar
[l custom Properties Enrict i 1BM QRadar |
[ custom QD Map
Entries £ By IBM Security
] custom Rule @ 1BMvalidated

+& More

STEALTHbits B sk

»Rresilient

[ show Early Access Apps

Learn More
Develop Apps
Support

FAQ

QRadar
IBM Resilient QRadar
Integration

TECHNOLOGIES

QRadar
STEALTHbits Active
Directory App for...

oR

2 By STEAL

G 1BM valida

QRadar
Palo Alto Networks App
for QRadar

ritize, a

0 Mebworks,

BigFisx
BigFix and Carbon Black
Integration

IBM Security App Exchange

Co3gaBanTe U UCNONb3YyUTe + 100+ npunoxeHui
npunoxeHuda Ha ocHoBe co3gaHHbIX IBM 1 napTHepamu
TexHornorun IBM security

« 49K+ noceLyeHumn

28K+ ckauymMBaHu NpUNoXxeHum
C MOMeHTa Havana pabotsl B [ekabpe 2015
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https://www.ibm.com/security/engage/app-exchange/

OOGHapyXuTb aHOMarnbHOE NoBeaeHNe OgHUM KITMKOM

IBM QRadar Security Intelligence

Dashboard Offenses LogActivity NetworkA... Assets Forensics Reports Risks Vulnerabili... Admin IECI.NETRS System Time: 4:52 PM

Quick insights O,

Monitored Users

2.2K

System Score (Last 24 Hours)

Current High Risk Users

1.8k

Sense Events (last hour)

187.6K 7

Risk Category Breakdown (Last Hour)

Offenses Generated (last hour)

1.5k

Recent Sense Offenses

@UserAccess

1240382 User Privilege s
“ 4 9 " User: 0D0756649
1000000 @ User Geography
800000 Event Count: 1 Flow Count: 0 Magi
600000
400000 e ¥ 200
200000 User: Eduarda

10:56 12:00 15:00 16:42 Evert Count: 281 Flow Court: 0 Maagi

User: Anastasia

Most Risky Users (Overall Score) Most Suspicious Users (Window Score)

/ Washburn Ken (K1) MR 17720 @® / Washburn Ken (K.J.) @ +4020 ®
/\ Valertina LOGON 16026 © / Valentina LOGON

T

Event Count: 531 w Count: 0

IBM QRadar User Behavior Analytics

> N

MNMpunoxeHne Ana Busyanusauvm AencTBUN KoHconb User Behavior Analytics siBnsieTcs
KaXKgoro Nonb30BaTens U BbISIBIIEHUS €ro MHTETPUPOBaHHOW 4acTbio koHconu QRadar
aHOMaAJIbHOIro noBegeHusA
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http://www-03.ibm.com/software/products/en/qradar-user-behavior-analytics

OTanoH noegeHus (nopor cpabdbaTtbiBaHUA)

IBM QRadar Security Intelligence

Dashboard Offenses Log Activity Network Activity  Assets

User details

Eisner, Paul (G.)

EISNER

eisner@ca.ibm.com

3598

Admin

Deployment

System Tim

® Add to Watchlist H A& 7dd Custom Alert

Risk Score Trend (Last Day)

Risk Category Breakdown (Last Hour)

Recent Sense Offenses

Eisner, Paul (G.)

Categories

Event Count: 17

Eisner, Paul (G.)
Jategories: User Risk,

Event Count: 8

Magnitude: 3,

Magnitude: 3,

General Activity vs Time (Last Day)

IBM Security

Authentication Events vs Time (Last Day)

M Actual
B Threshold
Bl Learned

¥ Notes

OTKNOHEeHue oT

3TanoHHOro
npodpuns



UBA: AnropuTmMbl MalMHHOIo oby4veHus

IBM QRadar Security Intelligence

Dashboard Offenses Log Acfivity Mebwork Aclivity Assels Reports Admin RVESSUHETRT

Dashboard » User Details

Grant Lamson User Activity by Category May2,6:00PM E  'Sense' Activity
e I Actual )

IT Support W Leamed
E»L'E-r-:r[ | Application
‘fokohama, Japan

E Current Scora

531 L 5 S‘sf‘iCiC"E Authentication

— OTKNoHeHusA
OT HOPMarbHOro

noseaeHuns

Risk Score

May1-May2 & Recent Offenses
Orffenze # 5283 a day ago
Grant_Lamson

s: Access Permitted, Information, User Risk, Sense

Event Count: 14 Flow Count: 0 Magnitude: 3

Sense Events
15:00 16:00

O May2,2017 4715 B Actual I Learned

UBA-ML : Abnormal increase in User activity
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PeBontounoHHoe nameHeHne B pabote aHanutukoB b

IBM QRadar Security Intelligence v v M By

Dashboard  Offenses Log Activity Network Activity ~Assets Reports Risks  Vulnerabliities Admin  User Analytics IUTIEL] System Time: 5:30 PM

Incident Overview "=«

Hour graph for Jan 17th

Open Incidents Average Magnitude Today's Incidents

2.8 0

Type Date

P_HIT preceded by System Infected: Ransomware Activity 192.168.0.119

a4 C Source |
3 Vi
use:
eded

sceded by TCP_HIT preceded by Logon attempt using explicit credentials preceded by WebVPN 1om_wiison Uiaie 2017.01.20

nfected: Backdoor DarkMoon Activity preceded by Web Attack: Suspicious Executable File 192.168.0.236 oo § 2017.01 20

IBM QRadar Advisor with Watson

+ 2.3 MnH+ gokymeHToB Vb + 250 TbIC+ paccnegoBaHuin
npoBeaeHO 3a nocrnegHue
6 mecsueB

ABTOMaTM4YECKUN pacKpbiBaeT
HOBbIN KOHTEeKCT B u nonHyto

KapTUHY MHUUOEHTA + 80 TbIC+ HOBbIX JJOKYMEHTOB
YynTaeTcsa Kaxablil eHb

- 10 Mnppa+ anemMeHTOB AaHHbIX b
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https://www.ibm.com/us-en/marketplace/cognitive-security-analytics

BHelWlHee ckaHMpoBaHue

KnioyeBble UHAMKaTOPLI HapylweHue — BHellHee
Watson CKaHMpoBaHMue

- BHewHee ckaHnpoBaHue

* BoirnaguT kak Shodan
AHanNMTUK OTMETUN NNLWb akT

* Watson HanonHun MHUWAEHT
OOMNOMNHNTENBbHOW NHOopMaLMen
CepBep ynpasneHus Botnet
ClNAM-cepBepa
PacnpocTtpaHuTtenb
BpenoHocHoro O
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KnneHT BbIXOAUT Ha cBA3b ¢ Botnet IP

UHaunkaTopbl Watson Botnet IP

QRadar 3aBen nHUMOEHT Npu
NOMNbITKE NOMb3oBaTenNs BbINTU Ha
cBA3b € botnet IP

AHanUTUK BPY4YHYIO Hawen 5
CBSA3aHHbIX MHOWUKATOPOB MOKa Mbl
Xpanu pesynstat oT Watson

Watson nokasan paclwmnpeHHyo
KapTUHY yrposbl ¢ bonee yem 50
MHOMKaAToOpaMu, BKIro4ad

XaLUn 3n.NoYThbl

Xawwn pannos

IP-agpeca

[loMeHbI
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CNACUBO

FOLLOW US ON:
ibm.com/security

securityintelligence.com

xforce.ibmcloud.com

@ibmsecurity

DCEES

youtube/user/ibmsecuritysolutions
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Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside your
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