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UTO AenaTb?

Kyaa 6exatb?

* MHOro TeEXHONOrMi, MHOTO np0|/|3Bo,£|,|/|Tene|7|, HW3KaA
CBA3HOCTb, C/1IOXKHOCTb ONeEpPaTNBHOIO pearmpoBaHA

= CNOXHble npm BHejgpeHnn n nogaep>XaHnmu
MHTErpaunm Bnja To04Ka-TO4Ka

* BO3MOXHOCTb UHTErpauum peLeHmns NoNHOCTbH
3aBUCUT OT XXeNaHWNSA U CMOCOBHOCTU TPeTbEeN CTOPOHbI

» TpaANLUMOHHbIE MOZes I obMeHa AaHHbIMU (3anpoc-
oTBeT, Ny6ArKaumm rno NAaHVpPOBLLVKY) yBENNYMBAKOT
NHEePUVOHHOCTb CUCTEMBI

» [1pUIOXKEHUS He MOTYT MOJYYNTb AOCTYN K TpebyemMoin
NHbOPMaLMN ANA MAKCUMaNbHO BbICTPOro U
3QPeKTMBHOro pearvpoBaHuns.

U McAfee | 3



DXL...

o] (=)

OTKpbITbIV A6CTpaKTHbI MpocTou BbICTpbIA

DXL nonHoaynnekcHas DXL DXL npesenbHoO Bnarofaps BbICOKOW
KOMMYHUKaLNOHHas CTaHA4APTU30BAHHbIV yrnpoLiaet NPOU3BOANTENBHOCTH,

nnatdopma KOMMYHUKaLNOHHbIV NHTErpauMoHHbIe rMéKoCTN U
o6beMHsaoLLas YypOBeHb abcTpakuum | cLeHapuu, SBASACb Npu MacLLTabrpyemMocTu
peweHns Nb B egniHyHO 415 NH0BbIX 3TOM OTKPbITOW YKpernnseTcsa oCHOBa
3KOCUCTEMY. NPUNIOXEHN BHe nnatgopmon ans AN OBHapYXeHns 1

3aBUCUMOCTU OT UX BKJTIOUYEHUS HOBbIX pearMpoBaHusa Ha
COH6CTBEHHOW NPUNOXEHN. nHumaeHTbl UBb.

Security Information Application Framework

I McAfee | 4



oBontoumst DXL: McAfee

PeweHuna McAfee

[lepBoHayanbHO DXL ncnonb3oBancs
NCKTIOYNTENBHO ANs pelleHnin McAfee
(“Security Connected”).

» McAfee Endpoint Security (ENS)

» McAfee ePolicy Orchestrator (ePO)

» McAfee Threat Intelligence Exchange (TIE)
» McAfee Active Response (MAR)

» McAfee Enterprise Security Manager (ESM)
= McAfee Advanced Threat Defense (ATD)

» McAfee Web Gateway (MWG)

= McAfee Application Control (MAC)

» McAfee Network Security Platform (NSP)

= McAfee SiteAdvisor (SAE)

= McAfee Data Loss Prevention (DLP)

* Intel Internet of Things (IoT)

Endpoint @ 0— Data
Protection Protection
. Gateway
Compliance | / Security
8

Network @ L1
IPS '4‘,. T
&

Analytics === |ﬂ Mobile

Firewall

I McAfee | 5



Joatoumnsa DXL: SIA Partners

SIA

Partners Connected Today

Avecto (2 BIGFIX

Check Point

a Hewlett Packard
Enterprise company

Advanced
Cyber Security*
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[TpriMepbl BO3MOXHOCTEN nHTerpaumm DXL

Partners
» SandBlast integration with DXL, TIE and ePO

Check Point » Publishing Topics: File Reputation, I0C, Threat Event Data, Mobile

SOFTWARE TECHMOLOGIES LTD.

» Subscribing Topics: 10C, File Reputation Updates

» pxGrid/Cisco ISE integration with DXL and ePO

» Publishing Topics: New Asset Discovery Information, Policy Change,
Events

)
CISCO

» Subscribing Topics: Threat Event, ePO queries

RAP’DD » Nexpose integration with DXL, TIE and ePO

» Publishing Topics: I0C, Vulnerability, New Asset Discovery Information
» Subscribing Topics: 10C, File Reputation, Threat Event, Vulnerabilities
N7 TRAPX = Deception Grid integration with DXL, TIE and ePO
SECURITY » Publishing Topics: File Reputation, IOC, Threat Event Data

» Subscribing Topics: 10C, File Reputation, Threat Event

I McAfee | 7



JBontouma DXL: DXL SDK

MNonb3oBaTenbckmin SDK 1 OTKPbITLIA KNNEHT Ha Python no3BonseT nHTerpmpoBaTb CO6CTBEHHbIE peLLeH s

[pocnywnsaHne JoctynHele Tembl: 10C, File Reputation, New Asset Discovery, Threat
COOBOLLIEH NV Event, Vulnerabilities...

» CobcTBeHHble TeMbl: Trigger events, threat events, orchestration
workflows/scripts, user information....

» Wrap existing APIs for in-house developed, IT, and competitor apps
and expose them to DXL, leverage consistent authentication

» Entirely new native services (BYO TIE!)

» Sequence single, multiple, or simultaneous actions based on events
(scans, remediation, data collection)

OpkecTnpoBaHme
NPUNOXKEHUAMN

» Integrate with in-house developed, IT, and competitor apps

I McAfee | 38



Passutme DXL
OpenDXL

I McAfee | 9



JBonouna DXL: OpenDXL

OpenDXL.com u GitHub

OpenDXL 370 BO3MOXHOCTb CO34aTb CBOW
cobcTBeHHble DXL nHrerpaumm

= CKpUNTblI OpKecTpauumn

» PearvpoBaHue Ha cobbITna DXL: ycTpaHeHwue,
pacciesoBaHus, pacllipeHHoe CKaHpoBaHue
N T

» HoBble cnyx6bl DXL

= Service Wrappers: nogkntouute Kk DXL Te
peLleHnsa KoTopble to 3Toro caMu He yMeroT C
ncnonb3oBaHvieM API

= Co3zaBaliTe HOBoEe

= [y6nnkynTe HoBble CObbITUA DXL

» Co3jaiTe HOBble COObITUSA A1 HOBbIX peakuuii
1 Lenoyek cobbITUn

Cn
GitHub

[

-

OpenDIRL AT WebGatemsy

i« P D9

J McAfee |
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http://github.com/opendxl
http://www.opendxl.com/

DXL - lNpumep ncnonb3o0BaHKA




[Mprmep - OpenDXL cueHapuin

Kakvie BO3MOXHOCTU gaeTt OpenDXL?

3noBpej HULNMPOBAaH
Ha NHPULMPOBAHHOM
APM ckak cneacrtsue
nepegaya Tpapuka Ha
3/10BpeHbli CanT

Infected
Endpoint

Check Point
Firewall

Malicious
Site

CobbITMe nonyyeHo
OpenDXL xocTom

» TIE Client Module
* MAR Client Module

OpenDXL
Orchestration
Script

ke

v MpocnywmBaHme cobbITUA OT
Check Point

o— - ®
Data :
Exchange : :
Layer :
: - =
9= °}K¢ 7
= @0 —-—+ e ° v e
McAfee McAfee Threat ~ McAfee Active Rapid7 Aruba ClearPass
ePO Intelligence Response (MAR) Nexpose Policy Manager
(TIE)

I McAfee | 12



[Mprmep - OpenDXL cueHapuin

Kakvie BO3MOXHOCTU gaeTt OpenDXL?

Ckpwn BbINOJIHAET
3anpoc yepe3 DXL K
McAfee Active
Response (MAR) gnq
onpegeneHns cnctem
1 NPOLLEeCcCoB (XL
CYMM) NHNLINNPYHOLLINX
noAobHbIe
coefnHeHNs

Infected
Endpoint

Malicious Check Point
Site Firewall

» TIE Client Module
* MAR Client Module

OpenDXL
Orchestration
Script

v

MpocnywmBaHne cobbiTuii OT
Check Point

MAR gns novcka npoueccos (no
COBMajeHNIo NopTa n agpeca
HasHaveHwns)

o— -
Data :
Exchange : :
Layer :
: - =
9= °}K¢ 7
= 0 —-—+ e ° v e
McAfee McAfee Threat ~ McAfee Active Rapid7 Aruba ClearPass
ePO Intelligence Response (MAR) Nexpose Policy Manager
(TIE)

J McAfee |



[Mprmep - OpenDXL cueHapuin

Kakvie BO3MOXHOCTU gaeTt OpenDXL?

CkpwvnT onpegenser

HEEE

penyTauuto B McAfee OpenDXL
: Malicious Check Point Infected Orchestration
Threat lntelllgence (TIE) Site Firewall Endpoint Script

kKak Known Malicious

MpocnywmBaHne cobbiTuii OT
Check Point

MAR gns novcka npoueccos (no
COBMajeHNIo NopTa n agpeca
HasHaveHwns)

OnpegeneHue penyTtaumu Ans
06Hapy>xeHHbIX npoLieccos (KC)
B B/, TIE

L1 - TIE Client Module
L'Iepe3 DXL ‘.|.I.|. RRRER & * MAR Client Module @
MprMeHEHHas .
nonutka TIE
NPUBOANT K — . : : °
P A Data : :
NMHNUMnanmsaunmn Exchange
npoueaypbi Layer : = D
YHNUTOXEHWS 9 = o}I{c : 7
= p— ° 5 4
BpeAoHOCa ¢ +
N n3onaunmn 6I/IHaprIX McAfee McAfee Threat ~ McAfee Active Rapid7 Aruba ClearPass
< ePO Intelligence Response (MAR) Nexpose Policy Manager
Cl)al/lﬂOB (TIE)

J McAfee |
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[Mprmep - OpenDXL cueHapuin

Kakve Bo3MoxHOCTM gaet OpenDXL?

CkpvnT Mapkupyet
cncTeMbl cogepxkatlne

Malicious Check Point
3/10BPEA B ePO Hepes Site Firewall
DXL

OpenDXL
Infected Orchestration
Endpoint Script

» TIE Client Module
* MAR Client Module

v MpocnywmBaHme cobbiTuii OT

Check Point

HasHaveHwns)

B BA TIE

MAR gns novcka npoueccos (no
COBMageHuto nopTa 1 agpeca

OnpegeneHue penyTtaumu Ans
06Hapy>xeHHbIX npoLieccos (KC)

MapkupoBka cucrtem B ePO

Data
Exchange
Layer

McAfee McAfee Threat ~ McAfee Active Rapid7
ePO Intelligence Response (MAR) Nexpose
(TIE)

Aruba ClearPass
Policy Manager

J McAfee |
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[Mprmep - OpenDXL cueHapuin

Kakne BoamoxHoctn gaet OpenDXL? | Tpocnywmsanue cobbiTuit of
Check Point

MAR gns novcka npoueccos (no

CKpI/II'IT oTrnpasngdeT coBMaZeHnIo NopTa 1 agpeca

6 HasHaveHwns)
3anpoc < DXL CIyxbe Malicious Check Point Infected Or?ﬁteesr]clrja)fcli_on Onpeaenenve penyrauun Ans
Rap|d7 Nexpose ANA Site Firewall Endpoint Script SGBFE?YEKEHHHX npoyeccos (KC)

3arycCcka CKkaHnpoBaHWUA
cncTem cogepxalnx
3/10Bpea

MapkupoBka cucrtem B ePO

3arnyck CkaHMPOBaHWSi CUCTEM B
Rapid7 Nexpose

Data
Exchange
Layer

1 1 1 | Mal » TIE Client Module
| I | AT * MAR Client Module

G =

McAfee McAfee Threat McAfee Active Rapid7 Aruba ClearPass
ePO Intelligence Response (MAR) Nexpose Policy Manager
(TIE)

I McAfee | 16



[Mprmep - OpenDXL cueHapuin

Kakvie BO3MOXHOCTU gaeTt OpenDXL?

MpocnywmBaHne cobbITWii OT
Check Point

MAR gns novicka npotieccos (no
CoBMajeHnNto NopTa v agpeca

CkpwvnT oTnpaBnaeT HasHaueHs)
OnpegeneHve penytaumn Ans
3anpoc K cny>K6e PXL Malicious Check Point Infected Or(cjﬁeesr](?a)fcli_on OBHapykerKsix npoyeccos (KO)
B/ TIE
Aruba ClearPass ANA Site Firewall Endpoint Script 5 b
obHOBNEeHMA MapkupoBka cuctem B ePO

3arnycK CKaHVWPOBaHWs CUCTEM B

CNCTEMHBbIX anI/I6yTOB
Rapid7 Nexpose

cancTemM coepxalinx
3/10Bpej C Lesibro

1 « TIE Client Module
| | + MAR Client Module

O6HoBNEHNE CUCTEMHBIX
atpmbyTos B Aruba ClearPass
(MpMeHeHre HOBbIX MONTAK)

RINSEIEIN

NMPNMEHEHNA HOBbIX Ps : : ®
NOMNTUK Data
Exchange :
Layer :
. 4
9= <
=0 =T+ M “
McAfee McAfee Threat ~ McAfee Active Rapid7 Aruba ClearPass
ePO Intelligence Response (MAR) Nexpose Policy Manager
(TIE)

I McAfee | 17



[Mprmep - OpenDXL cueHapuin

Kakne Bo3amoxHocTn gaét OpenDXL?

OpenDXL Python knueHT 6bIn PR
ot integrates "4 McAfee Products
'/I C I-I Oﬂ b3 O Ba H An ﬂ : OpenDXL — BO3MOXHOCTb CO3AaHUA " 7 SIA Partner Products
COBCTBEHHBIX UHTErPaLMOHHBIX CLIEHapVeB i
o "2 OpenDXL
= CKpUNT OpKecTpaumm 3anyckaemblii yepes e tee cttee
rodu roduct

3apernctpmpoBaHHbIi DXL Event listener — cowsmuoyon S22 ’
OpenDXL ynpasasioumm @ @ @ OpenDXL Service Wrapper
zz::ro»;uzz\:ﬂr\:‘:x D:‘iﬁyiv:;ge;;anw:iponnoﬁ DXL
» CKpUNT OpKecTpauum MHNLMUPOBAN peusrun ‘ . s s oot OpnE
service wrappers
cnepyrowme cnyxosl DXL:
» McAfee Active Response (MAR)

= McAfee Threat Intelligence Exchange (TIE) -m- -m-

= McAfee ePoli cy Orchestator (ePO) McAfee McAfee SIAProduct#1  SIA Product#2  SIA Product #3

Product #1 Product #3

» Rapid7 Nexpose
= Aruba ClearPass

= DXL service wrapper Ucrnosib30Bancsa Ans
BbI30oBa Rapid7 Nexpose API

= DXL service wrapper Ucnosib30Bancsa A1
BbI3oBa Aruba ClearPass API

I McAfee | 18



Bawwiun nperMyLlecTBa

OpenDXL oTKkpbiBaeT HOBble BO3MOXHOCTY

» BbICTpOe pearnpoBaHuve Ha nHUnAeHTbl b

= CoKpalleHMe U3ZepXeK Ha MHTerpaumto, Tpygo3atpat
N CNOXHOCTEM Npy MHOrOBEHAOPHOW MHTEerpaLum

= YBennyeHue LeHHOCTU OT NCMNo/b3yeMblX Bamu
peLeHuni

MNocetnTe www.opendxl.com Ana Havana
MCNONb30BaHUS.

~ I McAfee | 19


http://www.opendxl.com/

McAfee MONT

. Group of companies
Together is power. P P

#CODEIB

AHTOH TXOHOB

BeayLnin HXeHep NpeAnpoAaXKHOM
NoAroToBkM pelweHnii McAfee
MONT (r.MockBa)

atikhonov@mont.com
+7 966 184 31 64
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