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Secure SD-WAN SD-WAN — coBpeMeHHoe

Y10 31O U KOMY OyAET NOMne3Ho ? pewieHue noctpoeHnsa WAN-
ceTeun

KoHTponupoBaTb XapakTepUCTUKMU
KaHanoB CBA3U B pPeXMMe pearibHOoro

Pacno3HaBaTb npunoxeHusa (on- l
BpemMeHu (packet loss, latency, jitter)

I premises, cloud) n auHammnyeckn
BbIOMpaTb NyYlIUN KaHan CBA3WU A5
KOHKPETHOIo U3 HUX

Pe3epBUupoBaTb KaHanbl CBA3U UNNA
5 banaHcupoBaTb TpaPuUK MeEXOY HUMU

YMEHbLUUB 3aTpaTbl HA apeHay

2 JdhbeKTUBHO n1cnonb3oBatb BW,
kKaHanoB cBA3n (MPLS - Internet)

[TfpnoputesnpoBaTtb U NPUMEHATbL
pa3HooOpa3HbIn Q0S ANns NPUNoOXeHUN

ObecneynTb 6e3onacHbIU
(NGFW+SSL Inspection) gocTyn B
Internet n Public Cloud n3 dpunmnana
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LleHTpann3oBaHHOEe ynpaBrieHue
YnpouweHHoe BHegpeHue SD-WAN (ZTP)




Mwurpauun ns WAN B SD-WAN

TpagnumoHHaa WAN

MPLS DC / Private cloud
[loporve kaHanbl cBA3U

ORACLE

o(11:1) ¢ SARd

vmware

Branch

Tpadpuk MHCNeKTupyeTcs B
HQ nocne 4ero oTnpaBndeTcd B
Internet nnn Public Cloud

TpaduK npnnoXxeHun

 BecCb TpadouK
MapLUPYyTU3NPYETCH Yepes
MPLS-ceTb

 banaHcupoBka Tpaduka 6e3
ydeTa XapaKTepPUCTUK KaHaoB
CBSA3U

QoS npumeHsaeTca gns busHec-
NpPUNoOXeHnn

Public Cloud
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Mwurpauua ns WAN B SD-WAN

[Tpumep 1: PesepBupoBaHue / banaHcmpoBka MPLS

DC / Private cloud

ORACLE

CITRIX SAP

vmware

3

Branch [ W OU3Hec-NpuUnoXxXeHNn gMHaMNYECKU
MapLUPYTU3NPYETCS C Y4ETOM CTpaTernm Bbibopa

KaHanoB CBA3U U XapaKTePUCTUK KaHaNoB CBA3M
TpadUK MHCNeKTupyeTcH B 1

peklilslulil elakainzlblil ezl HQ nocre yero oTnpaBnseTcs B

ang ontummnsaumm BW um

LeHb Internet nnun Public Cloud k Public Cloud

IPSec VPN

TpaduK npnnoxeHun
banaHcunpoBka Mmexay

" 1] Office 365

k Internet )
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Mwurpauua ns WAN B SD-WAN

[Tpumep 1: PesepBupoBaHue / banaHcmpoBka MPLS

DC / Private cloud

ORACLE

CITRIX SAR

vmware

B

g

““
““
.

TpadpuK KpUTN4HbIX NnpunoxeHnn (Voice & Video)

Branch  \\ ottt N OM3Hec-NPUIoXXeHUU ANHaAMN4eCcKku
MapLLPYTU3UPYETCH C Y4ETOM CTpaTerum Bbibopa
) IPSec VPN KaHanoB CBA3M N XapaKTEPUCTUK KaHamnoB CBS3N
Tpaduk npunoxeHnmn *
GanaHcuposka mexay ,' LLiInpoKononocHbIN AOCTYN B CeTb

RElesllill els bz UHTepHeT u K cepBucam B Public Cloud

;'3’\-"/3” LA lula el Ll BanaHcupoBka, ecnu Tpebyertcs
N UEHbI
K Public Clouc
EI Office 365“ /
[Mpun poctyne B UHTEpHeT, HeOOXoANMMbI Mepbl

MHopMaLMOHHON 0e30MaCHOCTN C Internet
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Murpauua ns WAN B SD-WAN

[Mpnmep 2: 3ameHa MPLS

DC / Private cloud

MPLS kaHasrnoB cBA3n Ha
LLINPOKOMONOCHbIE IHTEPHET- ORACLE

KaHallbl CiTRIx ®
~ “ N .

IPSec VPN ) -- _K Ware

3amMeHa Jopornx BblaeneHHbIX *

Branch ’
IPSec VPN
k Public Clouc
[Mpun poctyne B UHTEepHeT, HeobxoanMbI Mepbl
MHpopMaLMOHHOU 6e30nNacHOCTHU | Internet )
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Secure SD-WAN ot Fortinet

CocraB pelLueHus

OBA3ATEJIbHO

FortiGate — kopnopaTtuneHbIn Firewall ¢ goyHkunoHanom SD-WAN (FGT)

FortiManager — ueHTpann3oBaHHasi cucteMma ynpasneHuUst U MOHUTOPUHTa
(FMG, FMG+FAZ)

FortiAnalyzer — ueHTpanmsaoBaHHaga cuctema cbopa, aHanmsa 1 Koppensaymm
floroB n obecne4vyeHne ot4yetHocTn (FAZ)

ONMUUOHAIJIbHO

FortiGateCloud — obnadyHasa ueHTpanm3aoBaHHaa cuctema ynpaBrneHna 1 MOHUTOPUHTIa

FortiDeploy — komnoHeHT ZTP B coctaBe FortiGateCloud
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Gartner: Fortinet Ha pblHKe MeXceTeBbiX 3KpaHOB

Magic Quadrant for Enterprise Network Firewalls Magic Quadrant for Network Firewalls
Palo Alto Networks
@
@ Cisco s Palo Alto Networks
©
Check Point Software Technologies
@
Huawei @ O
Juniper Networks @
Sophos @
Juniper Networks @ Forcepoin@ 2 Hisstone Networks: o exda
) Barracuda @ P \‘(atd»(;:'d ® O
| Sangfor @ @) Sangfor @ Scricwal
Hillstone ® Source: Gartner

@
WatchGuard Source: Gartner

= (September 2019)

N @ AnnLab @ Sorical (October 2018) =
= @ Stormshield =
&J) -
n =
— @ New H3C Group =
> Q | ! -
|: -
o__c:l COMPLETENESS OF VISION > As of July 2019 © Gartner, Inc
<C

COMPLETENESS OF VISION —_— As of September 2018 © Gartner, Inc Source: Gartner (September 2019)
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2018

FORTINET

FortiGate 1E v6.0.1 GA Build 5068
SOFTWARE DEFINED WIDE AREA NETWORK

RECOMMENDED

PAY i)

Value: $84@447 Mbps
Video Quality- 3.85 |
Mml.n' A

Value: $197@745 Mbps 2
Video Quality- 4.47 *~ .
VolP Quality- 437 ~

cradlepoint

Volue: $496@17 Mbps - -
Video Quality: 1.10 -
Vol Quality: 352 -

CiTRIX .
Value: $119@751 Mbps * it

Video Quality: 404 - .

VolP Quality: 425

]
llBarracuda i
Value: sosguunpi,'
Video Quality: us~"
VolP Quality: 2 49,
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meorrrrerd o vesty ortested prodicts. NSS ks foverd 1o Satryg tw Sheer P
ottt e st of S0 AAN batry
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FORTINET

FortiGate 61E v6.0.4 GA Build 0231
SOFTWARE-DEFINED WIDE AREA NETWORK

RECOMMENDED

FiZERTINET
. Value: S5@749 Mbps
.|, Video Quality: 4.26
4 1 VolP Quality: 4.38

[ FORCEPOINT
- Value: S44@713 Mbps
,” + Video Quality: 4.04
7. VolP Quality: 4.20

aleal)
.- - - ReedThoughotNA o
::' * Video Quality: NA

" weommym A siverpeak”

W VERSA
~ : s Value: S7T7@552 Mbps
Y . Video Quality: 4.09

" VolP Quality: 4.09

o vmware

| Value: $97@880 Mbps
\ Video Quality: 4.21
"VolP Quality: 4.27

NSS Labs: Fortinet Ha pbiHke SD-WAN

Maximum Achievable in Test
1 4.53

Silver Peak
[951 Mbps)

WWware Cera Forcepoint  Oracle  Networks
967 Mips) (B2 Mbps) (627 Mbps] (870 Mbps) (322 Mbos)

50

- 40

30

Mean Opinion Score (MOS)

@ Testec with protection aganst network-Oekverec expioitation ‘estures enzblec
@ Test=c with protection against network-delverec exploitation festures cisabled
___| @ Nobuit-in protection against network-delivensc explotation features
T Maxmum MOS score
@ Average MOS score
| Mimmum MOS score

A A
NSS Labs was unable to measure the effectiveness and determine the
suitability of products from two market leaders and therefore cautions
aganst their ceployment without a comprehensive evaluation

20

TCO per Mbps

10

00

$0

JUNE 2019

Barracuda Networks

3-Yr

TCO/Mbps

$16

Citrix Systems

$24

Forcepoint

Fortinet

Oracle (Talari)

$23

$20

Silver Peak

$37

Versa Networks

$10

VMware

$28

il
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FortiGate - kopnopatTuBHbin F\W c MHTerpupoBaHHbiM SD-WAN

Centralized Management and Analytics

Zero Touch Deployment

Purpose-Built Security Processor pumewes <« |§sSpLegtli_oSn
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FortiGate — ny4qwasa npousBoanTenbHOCTb SSL/TLS nHcnekuumn *

Vendor SSL Performance NGFW Performance Degradation from
NGFW Performance

Fortinet « 5.8 Gbps « 6.7 Gbps e 14.5%

Cisco « 1.4 Gps « 5.2 Gbps o 13.4%

Palo Alto Networks « 1.7 Gbps o 7.8 Ghps « 718.5%
Check Point . 1.2 Gbps « 5.5 Gbps e 7/8.9%

F RTINET paloalto  1=iCheckPoint FortiGate 500E Datasheet

METWORKS"

‘SSL Inspection Throughput (IPS, avg. HTTPS)® 5760
‘SSL Inspection CPS (IPS, avg. HTTPS)* 3500
‘SSL Inspection Concurrent Session 800,000
IS, avg. HTTPS) °

FGT S00E

FP 4120

* NSS Labs NGFW 2018




Secure SD-WAN

JrieMeHTbI KOHUrypauum

PopmuposaHune SD-WAN

1 nHTEepdenca (Tun, Kon-Bo, NPUOPUTET,
apyrme xap-ku)

OnpepeneHne dpopmupoBaTens
2 OLleHKU KayecTBa KaHanoB CBA3N

(SLA meTpuku - latency, packet loss,

jitter; 2 y3na, npoTtokonbl; SLA target)

OnpepeneHve npaBun
MapLupyTU3auum NnpuUroxXeHun yepes

3 kaHanbl SD-WAN uHTepdenca (ABHblE
n HesiBHble; APDB/ISDB; )

o
o

OnpepeneHuve cTpaTermm Bbioopa
kaHanoB cBA3un SD-WAN (manual, BQ,
Low cost, Max BW, custom)

MapLwpyTusauus

be3onacHocTtb (FW, IPS, AV, WF, SSL)
QoS (G/M BW, per int/policy, in/out)
FEC IPSec, IPSec agg Int

LleHTpann3oBaHHOe ynpaBrieHue
(FMG+FAZ)

YnpouweHHoe BHeapeHue (ZTP — FGCloud +
FortiDeploy)
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“MorpyxeHune” B Secure SD-WAN ot Fortinet

[lonyunTb BpeMeHHble NMULEH3UN
(VM+Lic) Ha peweHue SD-WAN

[leTanbHen 03HAaKOMUTBLCSH C
TeMaTUKOM:

2 docs.fortinet.com
video.fortinet.com
kb.fortinet.com

3 [lpoTecTpoOBaTbL peLueHHue
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SD-WAN ot Fortinet ogHuM cnangom

O,

v BknoyéH B cocTtaB FortiOS
v' PaboTaeT Ha Bcex FortiGate
v' He nuueHsunpyeTtcs

Jlrobon Tin WAN-noakno4YeHnin

YnpasneHne WAN-TpaduKkom

OTtcnexmnBaHne SLA B pearnbHOM BPEMEHMN
OLeHKa KadecTBa (IpKUTTEpP, 3adepXXKn, noTepu)
Pa3nuyHble cTpaTerm Bbibopa KaHara cBs3u

@
\\\\\O

IT10 cbyHKUumoHan FortiGate pna vHTtennekryanbHOU 6anaHCUPOBKK CEPBUCOB,
NPUITOXKEHUN Ha OCHOBAHUN NX KPUTUYHOCTU U TpeboBaHUM K Q0 S
No oBeprieuHON ceTu c npumeHeHmem besonacHoctn Ent FW

v YckopeHue Ha ymnax ASIC
v' TyHHernn VPN

® v' MobunbHble cetn 3G/4G ®
v [Npnoputesauma n
v" [1poTOKOsbl N CEPBUCHI orpaHNYeHus
v Basa nHTepHeT-pecypcos (ISDB) v' ®yHKumMM BGesonacHocTn Ent rpacbuka
v' BMOUMOCTb 1 YNPaBMNEHNs Ha YPOBHE FW ot FortiGate v [apaHTVpOBaHMe

@  npunoxeHnn (Application awareness) v" WHcnekums SSLITLS @ BW
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