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ABTOoMaTunsauua EDR



FortiEDR vs. HeaBTOMaTU3npoBaHHbIU EDR
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MHUNgeHTamum
SOC/IR
o ~ 15 MuHyT
Py4yHoun npouecc

SUi=el N  OOHapyXeHue, BroKMpoBKa U yCTpaHeHne B pearibHOM BpeMEHM

F::RTINET © Fortinet Inc. All Rights Reserved. 11



Cxema padotbl FortiEDR

3awuTa: pre-infection 3awumTa: post-infection PearnposaHue

Mpedunbrpaums 3anucob C6op AaHHbIX LleHTpanbHbIA KOMMNOHEHT

. . . ————— )
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' War 1: War 2: § War 3: War 4: War 5: LWar 6:

Konnektop KonnekTop pearupyet . Konnektop cobupaer . | Konnektop nepegaert . 1 LleHTpasbHblil KOMMNOHEHT LleHTpanbHbI KOMMOHEHT
{ GNoKMpyeT Ha yrpo3bl B i | meTagaHHble OC i | cH3anwoT 3anpoca u i | aHanusMpyeT AaHHble, 3anyckaeT naenbyk ans

| M3BecTHble yrposbol COOTBETCTBUN C i | meTagaHHble OC NoJly4eHHble OT KoJJIeKTopa pearMpoBaHuA Ha

' 3apaHee 3a4aHHbIMM LLEHTPaIbHOMY KOMMOHEHTY 06HapYKeHHYI0
NOAUTUKAMM HENUIUTMHYIO aKTUBHOCTb
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FortiEDR: rmaBHbIX 3KpaH

DASHBOARD EVENT VIEWER FORENSICS W COMMUNICATION CONTROL W e SECURITY SETTINGS W INVENTORY ADMINISTRATION o G) Simulation kirill »
@ Generate Reports
SECURITY EVENTS COMMUNICATION CONTROL COLLECTORS @ Running
Unhandled Devices Unresolved Communicating Applications B Degraded

View by operating system i
vep gy @ Disconnected

B Pending reboot

B Disabled
1
¥ 1 vaicious
1 Devices protected by Fortinet Windows
MOST TARGETED # Malicious S Suspicious = PUP fI Inconclusive f} Likely Safe EXTERNAL DESTINATIONS Day } SYSTEM COMPONENTS @ Running
Devices (#) Applications @ Degraded
@ @ Disconnected
@ 1

IE.E IE.E IEt IE.E
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FortiEDR: nonutuku 6e3onacHoOCcTu

DASHBOARD EVENT VIEWER

FORENSICS v COMMUNICATION CONTROL W G SECURITY SETTINGS v

INVENTORY

e

ADMINISTRATION () (® simulation v

< ADVANCED POLICY & RULE DATA

Rule Details

RULE NAME: Fake Critical Program - Program Attempted to Hide as a Service

RULE DETAILS

Many malware try to hide by looking like a critical system process, such as a service. This alert is a very strong indicator of malicious activity as it is rare for a legitimate software to do this.

FORENSICS RECOMMENDATIONS

Retrieve the executable file from the targeted device according to its Path by using the Forensics Tab in order to perform deeper analysis.

FRTINET

SECURITY POLICIES Search ¥Q ASSIGNED COLLECTOR GROUPS
Clone P A Collector G =: Exception Manager Delete
- Al POLICY NAME RULE NAME ACTION STATE test (1 collector included)
- E IRansomware Prevention ®
Debugged Process - Connection from a Debugged Process I Log (® Enabled
Dynamic Code - Malicious Runtime Generated Code Detected @ Block (® Enabled
Executable Format - Bad Executable File Format @ Block (® Enabled
Executable Stack - A Stack with Executable Code @ Block (® Enabled
Executed Program has no installer @ Block (® Enabled
Fake Critical Program - Program Attempted to Hide as a Service @ Block (® Enabled
Fake Packer - A Fake Known Packer Detected @ Block (® Enabled
Eiln Ccvan e Cuicminicie Sl seodifieation £ Block f&y Enabled
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FortiEDR: aBTOMaTuU3auus

DASHBOARD EVENT VIEWER FORENSICS v

COMMUNICATION CONTROL W e SECURITY SETTINGS v INVENTORY

ADMINISTRATION (@) (® simulation v kirill ~

ASSIGNED COLLECTOR GROUPS

— [ test (1 collector included)
+ = = g = =
O NAME MALICIOUS SUSPICIOUS PUP INCONCLUSIVE  LIKELY SAFE

> [ [El Default Playbook Fuarner (C®)
< [ Bl my_playbook ()
NOTIFICATIONS (sent in protection and simulation modes)

Send mail notification

INVESTIGATION

Isolate device
< ADVANCED PLAYBOOKS DATA

ACTION NAME: Isolate device

ACTION DETAILS

This option enables you to isolate a device and prevent its application and process from communicating externally, based on an event-specific classification. The definition that specifies which application can and cannot communicate is defined using the Communication Control Manager.
This mechanism enables you to define which application should be allowed to communicate for debug or other purposes. This feature is supported by Collectors 3.1 and up.
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FortiEDR: cobbiTus

DASHBOARD EVENT VIEWER FORENSICS ™ COMMUNICATION cONTROL v (B) SECURITY SETTINGS INVENTORY ADMINISTRATION (@) (@ simulation v kirill ~

EVENTS shoving 1-414 Multple search v | CLASSIFICATION DETAILS
Archive B Export Handle Delete Forensics =: Exception Manager
1 + Unhandled D DEVICE PROCESS CLASSIFICATION DESTINATIONS RECEIVED * LAST UPDATED
I:I report. pdf exe (10 events) * Malicious 01-Apr-2020, 13:22:26 History
[]  cscriptexe (3 events) * Malicious 01-Apr-2020, 13:16:49
[]  dkINTpuA.dll (1 event) % Malicious 01-Apr-2020, 13:05:37
[] rundli32.exe (3 events) #F malicious 25-Mar-2020, 10:59:45

D> ADVANCED DATA
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FortiEDR: cobbiTus

DASHBOARD EVENT VIEWER FORENSICS v COMMUNICATION CONTROL G SECURITY SETTINGS v INVENTORY ADMINISTRATION o @ Simulation kirill »

EVENTS snoving 144 Multple search v || CLASSIFICATION DETAILS
rchive A v Handle Event Delete Forensics # i
Archive L Export andle Eve Delete orensics @8 Exception Manager
1 v Unhandled 1D DEVICE PROCESS CLASSIFICATION DESTINATIONS RECEIVED ~ LAST UPDATED
[[]  reportpdfexe (10 events) % Malicious 01-Apr-2020, 13:22:26 Ihreat name: Unknown
o ) Threat family: Unknown
[ cscriptexe (3 events) & malicious 01-Apr-2020, 13:16:49 Threat type: Unknown
[l P 426807 @ DESKTOP-CLLEKG2 3.vbs * Malicious 192.168.163.4 01-Apr-2020, 13:16:49  01-Apr-2020, 13:16:49 O
History
vl == User: DESKTOP-CLLEKQ2\kmikhaylov Certificate: Signed Process path: C:\Windows\System32\cscript.exe Raw data items: 1
- i < ¥ Malicious, by FortinetCloudServices , on 01-Apr-2020, 13:16:55
(I} P 426768 @ DESKTOP-CLLEKQZ2 2.vbs * Malicious 192.168.163.4 01-Apr-2020, 13:16:44  01-Apr-2020, 13:16:44 @
] E 3 . . L o Simulation Process ...oads\report.pdf.exe\ with PID 4348 was terminated at
(I} P 426730 @ DESKTOP-CLLEKQZ2 1.vbs Malicious 192.168.163.4 01-Apr-2020, 13:16:36  01-Apr-2020, 13:16:36 @ device DESKTOP-CLLEKQ?2 once
[ dkINTpuA.dll (1 event) % Malicious 01-Apr-2020, 13:05:37 o Simulation Device DESKTOP-CLLEKQ2 was isolated once
[ rundli32.exe (3 events) * Malicious 25-Mar-2020, 10:59:45

Triggered Rules

— Wiy |Exfiltration Prevention
> @ Suspicious Application - Connection Attempt from a Suspiciou. ..

> @ Unmapped Executable - Executable File Without a Correspon._.

> ADVANCED DATA
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FortiEDR: cobbiTus

DASHBOARD EVENT VIEWER FORENSICS v COMMUNICATION CONTROL e SECURITY SETTINGS v INVENTORY ADMINISTRATION o @ Simulation kirill »

EVENTS Showing 1-4/4 Multiple search v CLASSIFICATION DETAILS
= @ Suspicious Application - Connection Attempt from a Suspiciou. ..

Archive Some applications do not initiate connections to the network on their own, but
are still commonly used by threat-actors to ex-filtrate data from the network.

v Unhandled D L - . CEIVED ~ LAST UPDATED
Communication from such applications is blocked by default.
report. pdi.exe (10 eve ) 01-Apr-2020, 13:22:26 I nreat name: Unknown
) MITRE Technlques_ Threat family: Unknown
cscriptexe (3 events) T1064 - Scripting 01-Apr-2020, 13:16:49 Threat type: Unknown
P . T1086 - Powershell 01-Apr-2020, 13:16:49  01-Apr-2020, 13:16:49 @
e E— T1170 - Mshta . | History
Pomm User T1047 - Windows Management Instrumentation scriptexe R GRS ©
- Malicious, by FortinetCloudServices , on 01-Apr-2020, 13:16:55
P - T1121 - Regsvcs/Regasm 01-Apr-2020, 13:16:44  01-Apr-2020, 131644 @ + Y : Ap :
T1117 - Regsvr32 o o o Simulation Process ...oads\report.pdf.exe\ with PID 4348 was terminated at
g ‘ T1118 - InstallUtil 01-Apr-2020, 13:16:36  01-Apr-2020, 131636 @ device DESKTOP-CLLEKQ2 once
dkINTpuA.dll (1 event T1191 - CMSTP 01-Apr-2020, 13:05:37 o Simulation Device DESKTOP-CLLEKQ2 was isolated once

rundli32.exe (3 events 25-Mar-2020, 10:59:45

- @ Unmapped Executable - Executable File Without a Correspon. ..

An executable running in memory does not have a comesponding file in the file
system. Malware can therefore hide in process memory without being listed by
the operating system. Commenly, this technigue is used by both Advanced ~ gy [Exdiltration Prevention
Persistent Threat (APT) and Volatile Persistent Threat (VPT). It may also be < > @ Suspicious Application - Connection Attempt from a Suspiciou...
used by application installers or very aggressive application protectors, though
this scenario is rare.

Triggered Rules

> @ Unmapped Executable - Executable File Without a Correspon._.

Go to the Forensics Tab. Get the Base Address and End Address, as
specified in the relevant stack entry. Retrieve the memory from the
targeted device according to these memory addresses by using the
Forensics Tab and perform a deeper analysis.

> ADVANCED _.....
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FortiEDR: cobbiTus

DASHBOARD EVENT VIEWER FORENSICS w COMMUNICATION CONTROL % @ SECURITY SETTINGS INVENTORY ADMINISTRATION o (@ simulation v kirill ~

EVENTS snoving 144 Multple search v || CLASSIFICATION DETAILS
E Archive Q Mark As. = B Export = PHandIe Event 'i' Delete @For&nsics =: Exception Manager
[[]  + Unhandled ID DEVICE PROCESS CLASSIFICATION DESTINATIONS ~ RECEIVED * LAST UPDATED
|T| report.pdf.exe (11 events) * Malicious 01-Apr-2020, 15:09:05 1-10011 > o
- % Malicious reRminer

Op 429955 @ DESKTOP-CLLEKQ2 report.pdf.exe ¥ malicious 192.168.163.21 01-Apr-2020, 15:09:05  01-Apr-2020, 15:15:27 @ By ReversingLabs

Cp 428920 @ DESKTOP-CLLEKQ2  reportpdfexe % malicious Sensitive Inform...  01-Apr-2020, 13:22:26  01-Apr-2020, 13:22:26 @ Threat name: Unknown

o Threat family: Unknown

1P 426782 @ DESKTOP-CLLEKGQ2 report.pdf_exe * Malicious File Delete Attempt  01-Apr-2020, 13:16:44  01-Apr-2020, 13:16:44 @ Threat type: Unknown

I:I P 428712 B DESKTOP-CLLEKQ2 report.pdf_exe * Malicious 3 destinations 01-Apr-2020, 13:16:36 01-Apr-2020, 13:16:49 @

. Histo

1P 426432 @ DESKTOP-CLLEKG2 report.pdf_exe * Malicious File Delete Attempt  01-Apr-2020, 13:05:39  01-Apr-2020, 13:05:39 @ v

Op 428381 @ DESKTOP-CLLEKQ2  reportpdfexe % malicious 2 destinations 01-Apr-2020, 13:05:37  01-Apr-2020, 13:05:38 1) < & Malicious, by FortinetCloudServices , on 01-Apr-2020, 13:05:45

v P 428333 @ DESKTOP-CLLEKQ2  reportpdi.exe # wmalicious Modify OS Settings 01-Apr-2020, 13:05:33  01-Apr-2020, 13:05:33 (72 o Simulaton PTOCESS ...oads\report.pdf.exel Wilh PID 4348 was lerminated at

device DESKTOP-CLLEKQ2 once
> == User: DESKTOP-CLLEKQ2\kmikhaylov Certificate: Unsigned Process path: C:\Users\kmikhayloviDownloadsireport. pdf.exe Raw data items: 1 o Simulation Device DESKTOP-CLLEKQ2 Was isolated once

I:I P 428352 B DESKTOP-CLLEKQ2 report.pdfiexe * Malicious File Creation 25-Mar-2020, 10:51:38  01-Apr-2020, 13:05:33 @

I:I P 428256 B DESKTOP-CLLEKQ2 report.pdfiexe * Malicious Service Access 25-Mar-2020, 10:28:15  01-Apr-2020, 13:01:39 @

- . Triggered Rules

[N 4 428241 @ DESKTOP-CLLEKQ2 report.pdf.exe ¥ malicious 192.168.163.21 25-Mar-2020, 10:28:13  01-Apr-2020, 13:01:38 @
— i IExfiltration Prevention
[ | cscriptexe (3 events) * Malicious 01-Apr-2020, 13:16:49 v ‘
-~ > @ Invalid Checksum - Connection Attempt from Application with |
[ dkINTpuA.dll (1 event) # wmalicious 01-Apr-2020, 13:05:37
o > @ Unconfirmed Executable - Executable File Failed Verification T...
[ rundii32.exe (3 events) # wmalicious 25-Mar-2020, 10:59:45 )

» @ Unmapped Executable - Executable File Without a Correspon. ..

> ADVANCED DATA
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FortiEDR: cobbiTus

DASHBOARD EVENT VIEWER FORENSICS Vv COMMUNICATION cONTROL v () SECURITY SETTINGS v
Clear Al EE D (|

(@ simulation v kirill ~

INVENTORY ADMINISTRATION o

Event 428333 *
Raw Data Items: All Selected | 1/1 ®

report.pdf.exe
:: Add Exception Retrieve Remediate Isolate v B Export
DEVICE 0s PROCESS CLASSIFICATION DESTINATION RECEIVED LAST SEEN
report.pdf.exe $# Malicious Modify OS Settings 01-Apr-2020, 13:05:33 01-Apr-2020, 13:05:33 @
Count: 1

P @ DESKTOP-CLLEKQ2 Windows 10 Enterprise
Process Path: C:\Users\kmikhayloviDownloads\report.pdf.exe User: DESKTOP-CLLEKQ2\kmikhaylov

RAW ID: 1698076220 Process Type: 64 bit Certificate: Unsigned

5 Open *

Unconfirmed Executable
o >

Unconfirmed Executable
more >
——— Sghemwnf uration
- \REGISTRYIUSERIS-1-5-21-5
1400-2836089672-510018850-
1000, CLASSES'CLS%MQFFQE-?
FRC-4437-8811-F424401E3031]Un

ProcServerdd
Value: (defaulf)

4 Create *

Unconfirmed Executable

0— 1 Create —o— 2 Create —o— 3 Create
—_— Process _— Procass
report.pdf exe

— Process
usEnnitexe explorer exe

_Process
winlogon.exs

SGee, ¥

Unmapped Executable

© Fortinet Inc. All Rights Reserved. 26
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FortiEDR: cobbiTus

DASHBOARD EVENT VIEWER FORENSICS v COMMUNICATION CONTROL W e SECURITY SETTINGS v INVENTORY ADMINISTRATION o (j) Simulation v

kirill »

Clear Al EE E (|
Event 428333 )
report.pdf.exe
:: Add Exception Retrieve Remediate Isolate - B Export Raw Data ltems: All Selected | 11 ®
DEVICE 0s PROCESS CLASSIFICATION DESTINATION RECEIVED LAST SEEN
P @ DESKTOP-CLLEKQ2 Windows 10 Enterprise report.pdf.exe # Malicious Modify OS Settings 01-Apr-2020, 13:05:33 01-Apr-2020, 13:05:33 (%)
RAW 1D: 1698076220 Process Type: 64 bit Certificate: Unsigned Process Path: C:\Users\kmikhayloviDownloads\report.pdf.exe User: DESKTOP-CLLEKQ2\kmikhaylov Count: 1
- 4 Create * 7 Change # I
Unconfirmed Executable Unconfirmed Executable
more = more =
Process - x System configuration
cmd.exe ) Key: \REGISTRY\USER\S-1-5-21-5
Uncqnflrmed Executable 40891490-2836969672-510916650-
Invalid Checksum 1000_CLASSES\CLSID\{0A29FF9E-7
Unmapped Executable F9C-4437-8B11-F424491E3931\In
ProcServer32
Value: (default)
6 Create *
Writeable Code

I Inmannard Fyvarntahla
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FortiEDR: cobbiTus

DASHBOARD EVENT VIEWER FORENSICS v

COMMUNICATION cONTROL v (B)

SECURITY SETTINGS v

.o

ADMINISTRATION (@)

(® simulation v

kirill »

Event 428333
report.pdf.exe

&

Clear All

- -
48 AddException = Retrieve Remediate Isolate  ~ B Export Raw Data ltems: Al Selected | 1/1 ®
DEVICE 0s PROCESS CLASSIFICATION DESTINATION RECEIVED LAST SEEN
P @ DESKTOP-CLLEKQ2 Windows 10 Enterprise report.pdf.exe # Malicious Modify OS Settings 01-Apr-2020, 13:05:33 01-Apr-2020, 13:05:33 (7))
RAW 1D: 1698076220 Process Type: 64 bit Certificate: Unsigned Process Path: C:\Users\kmikhayloviDownloads\report.pdf.exe User: DESKTOP-CLLEKQ2\kmikhaylov Count: 1
- - - -

PARENT PROCESS CREATION PARENT PROCESS CREATION

SYSTEM CONFIGURATION
Process ID: 4348 Company:
Source Process: ___skVolume3\Users\kmikhaylov\Downloads\report pdf.exe Description:
Target: ...DW0A29FFIE-TFIC-4437-8B11-F424491E3931\InProcServer32 Version

EXECUTABLE FILE NAME WRITABLE
> f @ Main -\Device\HarddiskVolume3\Users\kmikhayloviDownloads\report. pdf.exe No
3 f  \Device\HarddiskVolume3\Windows\System32\KemelBase.dll No
[ Runtime Generated Code Yes
[ @ Runtime Generated Code Yes
3 f  \Device\HarddiskVolume3\Windows\System32\kernel32.dll No

RTINET

PARENT PROCESS CREATION

CREATE PROCESS

CERTIFICATE

Unsigned

Signed

Unsigned

Unsigned

Signed

OPEN PROCESS

Product:
Comments:

Command Line:

REPETITIONS

THREAD CREATION

BASE ADDRESS

0x71f92c270000

0x510000

0x4c0000

0x71f92cce0000

SYSTEM CONFIGURATION

Process Hash (SHA-1): § 208982E88ABAS11BD5AA307TAGBE4EDS5473B4D2BE
Process Owner: DESKTOP-CLLEKQ2\kmikhaylov

END ADDRESS HASH

§ 208982E88ABAB11BD5AA3D... —_—

0x71i92c458000 § 3A0D965CEDG2D33A830A41 ...
0x57d000 i B64978FE52B04AB41ATADD. ..
0x47a000 § 27F027309612871D23TAE17... ==
0x71i92cd2d000 £ AD3E6TS8DBO413EEDDIAAF...

© Fortinet Inc. All Rights Reserved. 28




FortiEDR: cobbiTus

DASHBOARD EVENT VIEWER FORENSICS v COMMUNICATION cONTROL v (B) SECURITY SETTINGS NTORY ADMINISTRATION (@) (@ simulation v kirill ~

MEMORY RETRIEVAL
EVENT 428333, DESKTOP-CLLEKQ2
report.pdf.exe
Add Exceptio Retrieve Remediate solate Expor Raw Data ltems: Al Selected | 1/1 G)
o Retrieve memory of selected stack
entries - 6 entries selected
Retrieve from:
DESKTOP-CLLEKQZ2 r

v Memory  « Disk

64 bit e Retrieve memory region from address:  |Hex value (0x..) to address: |Hex value (0x..) DESKTOP-CLLEKQ2\kmikhaylov
Refrieve the entire process memory

Estimated Memory Retrieval file size: 5.2 MB

oW
[¥2]
m

T
o
0

SYSTEM CONFIGURATION
4348

v RITABLE CERTIF REPE (

v 0 Unsigned

v o Signed 2

v Yes Unsigned 2 x510000
v Yes Unsigned 3 )x4c0000
v i Device\Hard olume3’ OWS kernel32.d Signed

==RTINET © Fortinet Inc. All Rights Reserved. 29



FortiEDR: cobbiTus

DASHBOARD EVENT VIEWER FORENSICS v COMMUNICATION cONTROL v (B) SECURITY SETTINGS W NTORY ™ ADMINISTRATION (@) (® simulation v

kirill »

o]
@
o
o

REMEDIATE DEVICE DESKTOP-CLLEKQ2

report.pdf.exe
Add Exceptio Retrieve Remediate solate Export EVENT 428333 Raw Data ltems: All Selected |11 G)
PROCESS ID 4348
CEelTOR O L . || Terminate process report pdf.exe

|| Remove 6 selected executable files

1 bit = | | Delete file at path ~ |c:\templabed.exe | DESKTOP-CLLEKQ2\kmikhaylov

+ Handle persistent data (regisiry) ‘\REGISTRY\USER\SJ—5—21—540391490-28369... |

@® Remove key

_ () Modify registry value |{Defau|t) | b L) L)
SYSTEM CONFIGURATION =
4348 _ i 208932E88ABAS11BD5AA 473B4D2BE
v WRIT bE ADDRESS
v Mo
v Mo
- ./- -\.
v Runtime Generated Code Yes Remediate N Cancel ) 0000
v Runtime Generated Code Yes Unsigned 3 0x4c0000
v i tem32\kemel32.d MNo Signed 0
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FortiEDR: cobbiTus

DASHBOARD EVENT VIEWER FORENSICS v SECURITY SETTINGS v INVENTORY

COMMUNICATION cONTROL v (B)

ADMINISTRATION (@) (® simulation v kirill ~

Last month Last week Last day Custom
208982E88ABAB11BD5AA30TABB4EDS5473B4D2BE

208982E88ABA. . 64 7168 No
1 pevices 3 PaTHs 1 weeks Showing 1-10/10

« COLLECTOR NAME PATH FILE NAME CREATION TIME MODIFICATION TIME 0s

+ ® DESKTOP-CLLEKQZ2 ‘devicelharddiskvolume3iusers\kmikhaylovidownloads  report pdf.exe 01-Apr-2020, 13:01 01-Apr-2020, 13:01 ‘Windows 10 Enterprise
+ ® DESKTOP-CLLEKGQ2 ‘devicelharddiskvolume3iusers\kmikhaylovidownloads  report pdf.exe 30-Mar-2020, 17:39 30-Mar-2020, 17:39 Windows 10 Enterprise
v @ DESKTOP-CLLEKGQ2 ‘device'harddiskvolume3iusers\kmikhaylovidownloads  report pdf exe 30-Mar-2020, 15:35 30-Mar-2020, 15:35 ‘Windows 10 Enterprise
v @ DESKTOP-CLLEKQ2 \devicelharddiskvolume3iusersikmikhaylovidownloads report.pdi.exe 25-Mar-2020, 15:56 25-Mar-2020, 15:56 Windows 10 Enterprise
v @ DESKTOP-CLLEKQ2 \device\harddiskvolume3iusersictim\downloads report.pdf_exe 25-Mar-2020, 15:42 25-Mar-2020, 15:42 Windows 10 Enterprise
v @ DESKTOP-CLLEKQ2 ...in\s-1-5-21-251774275-78421870-3683231849-1111  $ri7973z.exe 25-Mar-2020, 15:10 25-Mar-2020, 15:31 Windows 10 Enterprise
v @ DESKTOP-CLLEKQ2 ...in\s-1-5-21-251774275-78421870-3683231849-1111  Sr7jymnp.exe 25-Mar-2020, 15:30 25-Mar-2020, 15:30 Windows 10 Enterprise
v @ DESKTOP-CLLEKQ2 ...ims-1-5-21-251774275-78421870-3683231849-1111 $rae3z2rexe 25-Mar-2020, 15:29 25-Mar-2020, 15:29 Windows 10 Enterprise
v @ DESKTOP-CLLEKQ2 ...in\s-1-5-21-251774275-78421870-3683231849-1111  $rc0I286.exe 25-Mar-2020, 15:10 25-Mar-2020, 15:10 Windows 10 Enterprise
v @ DESKTOP-CLLEKQ2 ‘device\harddiskvolumeJsersictim\downloads report.pdf.exe 25-Mar-2020, 14:49 25-Mar-2020, 14:49 ‘Windows 10 Enterprise
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DASHBOARD EVENT VIEWER FORENSICS v COMMUNICATION CONTROL v G SECURITY SETTINGS v NTORY @ Simulation w kirill v

APPLICATIONS Chawina 4 4040 vﬁ APPLICATION DETAILS
v Advanced Pl MODIFY ACTION ici
Policies
APPLICATION VENDOR Policy Action
Host Process for Windows Services ; o .
Host Process for Windows Ser...  Signed Microsoft Corporation . Default Communication Contral .. FeAmneT Allow
All Versions
10.0.10586.0 (th2_release... Servers Policy Fe:RTINET Allow
Windows Explorer Signed Microsoft Corporation my_policy Allow
Isolation Policy rezRminer Allow v
Host Process for Windows Tasks  Signed Microsoft Corporation Isolation Policy Fa=RTInNET Allow
Servers Policy pz= : Allow v
Photos Unsigned Microsoft Corporation Y FezATINET
Windows Problem Reporting Signed Microsoft Corporation B my_policy According to policy (Allow) ¥
According to policy (Allow’
Background Task Host Signed Microsoft Corporation g to policy ( )
) - ) ; . Deny
Microsoft Compatibility Teleme... Signed Microsoft Corporation
Search and Cortana application Signed Microsoft Corporation
Type comment
ADVANCED DATA
APPLICATION INFO DESTINATIONS
Application Description: Host Process for Windows Services P CONNECTION TIME COUNTRY
First Connection Time: 24.Mar-2020 12:24.06 (© Wwill be applied to all current ajd future versions of the selected applications | o e e e
Exclude All Current Versions 01-Apr-2020, 16:01:12 B United States
Fet connecion e Gapraten et 67.26.5.254 01-Apr-2020, 16:01:12 B United States
Process Names: § \Device\HarddiskVolume3\Windows\System32\svchost exe (801 Save and Unresolve .'/- Save -\] .'/- Cancel -\] A [
" AN J 02:0:0:0:0:0 1:3 01-Apr-2020, M/A
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