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AHAaNINTUKA aTaK

aTak Ha SMIB
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yCnelwlHblX aTak Ha SMB

*Data Breach Investigations Report, years: 2016, 2017, 2018, 2019

WELCOME TO THE FUTURE OF CYBER SECURITY




Llenu 3noymbiliNeHHUKOB 60%' - SMB

- CnNncKkn KNMeHToB

- IHdpopmauuio 0 KpeanTHbIX KapTax KIMeHTOB ]'““{B“nn““ﬂ
- baHKOBCKME pekBU3NUTbI KOMMAHUK

- LleHOBYO NONUTUKY KOMNaHWUK v

- [ln3anH npogykToB

- [naHbl pacwmnpeHns

. Mpon3BOACTBEHHbIE NPOLLECCHI ﬂPI’AH“3A“““

[TocneacTBuA aTaku

- DMHaAHCOBbIE NOTEPU OT Kpaxmn 6aHKOBCKOW MHdopMaLmn
- DMHaHCOBbIE NOTEPU OT OCTAHOBKN PaboTbl KOMMAaHUN
- bonblue 3aTpaTbl HA BOCCTAHOBIEHNE CETH

- PenytauunoHHbIn yuwiepb nocne yBegoMreHms KNMEeHTOB O TOM, YTO X MHGOpMaLUS
6blna ckoMnNpoMeTMpoBaHa

WELCOME TO THE FUTURE OF CYBER SECURITY
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AHANNTUKaA Yrpos
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« KomnaHwnm B Poccunum nozsepraroTca atakam B cpegHeM 852 pasa B Hegento 3a nocsiesHne 6 mecsaues no
CpaBHeHMto ¢ 591 aTakon Ha KOMMNaHWKO BO BCEM MUpE.

 [naBHbIN 3n10Bpeg B Poccnm - QBot, nHdmumpoBaHo 22% opraHmsauni.

« B pentnHre BpegoHOCHbIX Nporpamm B Poccnm Bxoaat TposH Fareit, 1 6aHkoBcknm TposH (Trickbot), 1

kpuntomanHep (XMRig) n 1 6oTHeT (Phorpiex)

« 60% BpeaoHOCHbIX dannoB B Poccnm 6bian fOCTaBaEHbI MO 3NEKTPOHHOM NOYTE.

- Hamnbonee pacnpocTtpaHeHHbIM TUMOM 3KCMAONTOB B Poccun ABAAETCA YAaNeHHOE BbIMOJHEHME KOAQ,
KOTOPbIM NOABEP>EHbI 68% opraHmnaymii.

« CraTuctmka BbisiBNEHHOro BpegoHocHoro [10:

Banking

Mobile
Russia 1.0%
Global 0.9.%

4.1%

Cryptominer

3.6%

Botnet

8.2%

InfoStealer

2.3%

View the latest publications by Check Point Research

WELCOME TO THE FUTURE OF CYBER SECURITY
©2020 Check Point Software Technologies Ltd.
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dopmat A0CTaBKU BPpeAOHOCHbIX ¢panioB — npoliealume
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Application Identity Threat
FW & VPN IPS Control Awareness Antivirus URL Filtering Anti-Bot Emulation/Extraction
Software Blades Software Blade Software Blade Software Blade  Software Blade Software Blade  Software Blade Software Blades
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LLIZTKO3bl BESOMACHOCTU QUANTUM Telco 5 High-End

v Maestro 140 | 170
JiInHenka ana 6musHeca ntoboro pasmepa Data Center

HoBble moaenu

CTapble Monen“ (;_Quo‘[ﬁur:‘
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Branch Office 6200, 6400 Mo 17.6 Gbps

A /o 5.8 Gbps

3600, 3800 +70%

Lo 2.5 Gbps

L e 2ie 2@ B

! — = Up to 190 h |
0 1.5 Gbps 0
FORR SR —— 5600 - 5900 .

>0 5400 10 Gbps

6.1 Gbps

3100 - 3200

0,583 NPOU3BOAMNTENBbHOCTb THREAT PREVENTION
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Maestro

TMNEPMACLUTABUPYEMOCTD

MAESTRO ORCHESTRATOR:
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HY*HO BOJ1bLLUE MOLLHOCTU ANA MYBEOKOU

e Check Point
UHCNEKUUUN? TMHEUHO-MACLUTABUPYEMAA = @ seevees
APXUTEKTYPA MAESTRO
450 Gbps
l o 52
l YCTPOMUCTB
| MAESfﬁdll e
HYPERSCALE ORCHESTRATOR 26.7 Gbps
17.8 Gbps
o . 8.9 Gbps
6800 Security Gateway Threat Prevention
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SANDBLAST NETWORK:
PELUEHUE KNTACCA «MECOYHULUA»

3awmnTa ot yrpo3 0-a4HA 1 HanpaB/aeHHbIX aTaK

xﬁi‘g :

Check Point

Quantun SandBlast
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CEMEUCTBO I'IPO,CI,YKTOB SANDBLAST

NETWERK CLOUD MOBILE

3awuTa nepumeTpa u 3 Be3onacHOCTb pabounx | BesonacHocTb | Be3onacHOCTb
BHYTPEHHell ceTn CTaHUMii u 6pay3epoB NPUNOXKeHu B o6naKax MOOUNbHDbIX YCTPOICTB

SandBlast Cloud SandBlast Agent CloudGuard Saa$S SandBlast Mobile
lati | |
emuiation SandBlast Agent for
SandBlast Local Browsers
emulation

(=) Check Point 15
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CoKpaulaem naowaab aTaku

KoHTpoaupem asepu B KpenocTb (VI KaXXayro KOMHaTy)
Kyda 1 Kak MOXHO NonNacTb M3 Halen cetn?

KTO 1 YTO MOMKEeT nonacTb B Hally CeTb?

0N ‘ URL —
. OB \Ye & 06 —
' ®
Firewall VPN, URL |ldentity Application ontent
SSL Inspection Filtering Awareness Control Awareness Protection
NHPpekumm no SMB NHpeKumm yepes NcnonHaemble dannbl,
cou,. ceTy, 3K30TMYECKME apXUBDI
BLOCKE‘D aHOHMMaW3epbl

BLOCKED

BLOCKED
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CermeHTauua cetu u ctporaa noautnka NGFW, nHcnekuma SSL

MNo. Source Destination Services & Applications Content Action
* Access To Internet (5)

= L Access to Internet according ¥ InternalZone " Internet #  Any #*  Any Q.‘;; Web Control
to Web control policy

51 DMN5 server should have B DNS Server i ExternalZone =% domain-udp-Protoc.. % Any & Accept

access to ]
ﬁ}l domain-tcp-Protoc..

5.2 " Block abuse/ high risk &5 Corporate LANs . Internet &% Inappropriate Sites ¥ Any @ Drop
applications .
PP +a Branch Office LAN ® _Anonymizer = Bldcked Messa..,
* ﬁll*|q dnscat2] ﬂ|Tv #* -
5.3 * HR can acc Inform
network a .
i € DNSCAT2 @ Dnscarz W4 Access Approval
Prirnary Category: Anonymizer Risk: ) Critical

DMSCATZ is a dns tunneling tool. DMSCATZ allows users to implement a tunnel
owver the dns protocel and to remotely connect to a dns server,

Match By

- Application Signature

« Services:
4 udp/53




5.3

5.4

5.5

* HR can access to social
network applications

* HR can access to social
network applications

*% All employees can access
YouTube for work purposes

CermeHTauma cetu u ctporaa noautnka NGFW, nHcnekuma SSL

KoHTponb BeKTOpoB aTaku no ¢popmatam ¢pamnnos

EE HR

E3 HRE

3% Corporate LANs

& Branch Office LAN

Destination
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Internet

Internet

Services & Applications Content

I] Facebook

Twritter
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YouTube
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u Download Traffic
Executable File
Ao Archive File

Source Code - Shell Scrig

Action

H_ﬁ']' Ciron

#* A= | QU segrch.

' Mo Archive File -/

\ Any

* Any

CAD-CAM Designs

3

Certificate Files

e

Certificate Signing Request File

3

Certificates and Private Keys
Ae Credit Card Mumbers or IBAN

Z5Y File




dunbTpyem nsBecCcTHble aTaKu

[MpepoTBpaLlaem TO, YTO YKe 3Haem

brokunpyem brokupyem
i bhaokupyem ceTteBble
BPEeAOHOCHblIE Ppanbl o KaHanbl
5 aTaKM U 3KCNNOUTDI
U CanTbl ynpas/eHuA
& O =
Ll
Anti-Wjrus PS Antj-Bot
BadRabbit Ransomware EternalBlue Exploit Data Exfiltration

BLOCKED BLOCKED BLOCKED




IMYyIUpyem Heu3BecCTHble aTaKu

PackpbiBaem UCTUHHbIE Lienn Hen3BecTHbIX pannos

JnHaMmmnyecknin aHanms no [MTpoaKTMBHAsA OYMUCTKA U
NnoBeAeHUIo B MecoYHuULLe MIHOBEHHAA A0CTaBKa

Threat/Emulation Threat’Extraction
BadRabbit Download DDE Macro-Less attack

BUSTED BUSTED




EAUHAA NOJIMTUKA KOHTPOA AOCTYINA

Name Source Destination Services & Applications Data Action Install On
Dutbound access &5 production_net __ Internet *  Any *  Any Q: AccessSublayer #* Policy Targets
(" s | T TR )
Social media for marketing Eﬂmﬂwtum_rnu: " Internet ll Twitter : * ANy $ Accept lEI 513800 |
'--------ﬂE Jnhn ' l--------l LInkEdIn ' -------------------------------:::: ----- '
1 \mcccceoooe- ) I ! (I |
I I l\ Instagram U
ikt gy =os=====ss=s=="=
Develnper% upload =] developer_role _: Internet Dropbox_ ||.1_'|{ Any Direction | $ Accept ﬁ.‘iﬁﬁ.ﬁﬂﬂ.___‘
: : ?n:{ T l\ Source Code - JM-"A, IEI CapsuleCIcnud l
Access 5er|:siti1.re Servers * Any -Ii Any * .lIlfT_'.l' :* Any Q SensitiveServers *® Pnllc#Targets
I ----------- ‘ I I I F-----------------------
Mnbileﬁ.ciess IIT_'EI Mahile Devlces' E. Maills - flailﬂenrer :* Any : 0O Accept =3 Mobile
----- reoeooeae (rmrreeeee=-
Access to ‘.IJEI:I Server ®  Any : q WebServer % llttps :-l- Any : $ Accept l—-----'lEI Azure :
I I 1 1 1 I I 1 B VMWare _:

MobunbHblie My6nunuHbie YacTHble

Nonb3oBartenu 7 NpunoxxkeHua HdaHHble

O6naka

yCcTpoiicTBa O6naka

21
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Knaccuyeckasa cxema

MpocTo, rMbKko n macwtabmnpyemo

NPEAOTBPALLEHUE
BapuaHTt 1 BapuaHT 2

IMynauma B obnake IMYNALMA Ha

JIOKaNbHOM YCTPOMCTBE —o —o —o
— 0 — O — O

— o0 — o0 — o0

— 0 — 0 — O

EXCHANGE WEB FTP

CLOUD SANDBOXING

THREATCL’),L}D g
/0

Aggregates I0Cs from

Check Point’s customers
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YCTaHOBKa B pa3pbiB
Onsa knuentoB 6e3 wnto3oB Check Point

MPEAOTBPALLEHUE

HTTPS
INSPECTION
LOCAL SANDBOXING

TH REATCI_’))L.JD .........................................................

SANDBLAST TE APPLIANCE

Aggregates |0Cs from [ I I I I

Check Point’s customers INTERNET eee ]

world wide @

=

— o — o0

=0 — B

__o —oO

EXCHANGE WEB FTP
| | |
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UHTerpaumna no ICAP
Onsa knuentoB 6e3 wnto3os Check Point

LOCAL SANDBOXING

THREATCLOUD

000000000 000000000000000000000000000 vV Q2
s

Aggregates 10Cs from SANDBLAST TE APPLIANCE

Check Point’s customers

world wide

INTERNET——— [““ oo ]
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— O
— O
— O
— O

Proxy

— — 5 —
— o0 ) — o0
— O — o — o
) __ o __o
EXCHANGE WEB FTP
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Pexxum obHapyKeHus
Ncnonb3yeTtcsa ANA NUMAOTHbIX MPOEKTOB

INTERNET

— 0
— 0
— 0
— O

EXCHANGE

— O

— 0

— O

— O

WEB

— O

— 0

— 0

— O
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(T —

: SPAN /BCC

LOCAL SANDBOXING E

SANDBLAST TE APPLIANCE
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HoBoe nokoneHune SMB ycTpoucrts Check Point

SOFTWARE TECHNOLOGIES LTD

CONSOLE

g & Check Point

CONSCLL Ul 35

g Check Point

NGNT CONSOLE Vi 3 e

WELCOME TO THE FUTURE OF CYBER SECURITY
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1 570 Rugged Check Point

1 SOFTWARE TECHNOLOGIES LTD

Wired | Wi-Fi with LTE

7

FT T T r% | Mo
k.—L— " s B 7

1570R Wi-Fi, LTE model

°0
o®

. 802.11 n/ac Wi-Fi (optional) ‘ :
. 1x 1GbE WAN interface e e ke de J &k S Rl eo
. LED tower CONSOLE oc-uinv oca 117:14"
. 8x 1GbE LAN switch i | =
. 1x 1GbE DMZ interface : ' |

USB-C console port B &) Check Point ips\ 6:2.
. DBY RS232/422/485 to PLCs e ) e
. USB 3.0 port

. GPS connector

© ® N OGO A W N =

10. AC to DC power adapter connection

11. Ground screw
11 13

12. DC power connector
13. Embedded LTE modem (optional)

8x1GbE ports
400 Mbps Threat Prevention Dual band 802.11ac 3X3 MIMO

WELCOME TO THE FUTURE OF CYBER SECURITY
©2020 Check Point Software Technologies Ltd. 28
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Firewall App Control  URL Filtering  Antivirus  Anti-Bot

be3onacHoOCTb

100% oTparkeHune aTak U
npounssoamTenbHOCTb R8O

@ Npou3BoaUTENbHOCT

B 2 pa3a 60/iblle NPOU3BOANTENBHOCTH

YnobcTso

YnpaBneHuve yepes:
Obnako
JIoKanbHO
MobunnbHOe yCTPOoMCTBO
LleHTpann30BaHHbIN MEHEAKMEHT

HTIPS
i

HTTPS inspection

Remote access

%)

Threat Emulation

ik Pt
“ Security Management Portal

[ e

Check Point

SOFTWARE TECHNOLOGIES LTD
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MopaepiKa BCeX TeXHONOrMiA NpeaoTBPaLLLEeHUA YIPO3 Check Point

SOFTWARE TECHNOLOGIES LTD

Check Point
1550 Appliance

< Threat Prevention Blade Control: Configure IPS and malware policy
¥ Threat Prevention
%2 Qinfected devi ore detal
Blade Control o Inrecte evices More details

Exceptions Threat Prevention

on RS @ Up to date
B | Anti-Virus @ Up to date
B | Anti-Bot @ Up to date
I | Threat Emulation

Infected Devices
* Protections
IPS Protections

Engine Settings

¥ Anti-Spam
SandBlast
Blade Contraol
S I S S S S D DS DS DS S e e e . wll
THREAT Exceptions Policy
PREVENTION
Strict

WELCOME TO THE FUTURE OF CYBER SECURITY
©2020 Check Point Software Technologies Ltd. 30
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ynpasaeHue UeHTpann3oBaHHOe UAN NOKaJibHoOe Check Point

SOFTWARE TECHNOLOGIES LTD

Check Point
1550 Appliance

Security Management: Manage appliance locally via the web application or centrally via Management Server

v Overview ! I
I Central Management :

I , , I

Security Dashboard 1 (® central Manage appliance using the Management Server :

L e e e = |

Security Management

License ﬁ\
it P ) 4

* Monitoring

WELCOME TO THE FUTURE OF CYBER SECURITY
©2020 Check Point Software Technologies Ltd. 31



ObnauyHaa cuctema ynpasieHuUA

Cuctema ynpasaeHua

6e30nacHOCTbIO
ObnayvyHas,
MHOTOMO/1b30BaTE/IbCKas,
NIEerKko MacluTabupyemas

WELCOME TO THE FUTURE OF CYBER SECURITY
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Check Point

Users
Communities

~ Service Domain
Settings
Roles
Advance

v Logs
Gateway Logs
SmartView Gateway Lo
Gateway Logs - Beta

System Logs

Activity Logs

Security Management Portal

als
0 Connected

o,

© v Connected (0
D v Disconnected (5

(N Disabled / External
+ Auto fit map to results

11 Auto refresh: | Off

5 gateways retrieved.

e err e g e

Guttenberg

West New
York

5 Disconnected | & 5Pans

X demo (Read Only User) | @ Help | B Log Out

(A HIGHBRIDGE

| ?:
VE:’B..J 7_';1“‘ Yankee S!AJLIIU'@

2r

National
Memorial

0 :

JPPE ) &
MANHATTAN =
General Grant 2 w
Hosto
(

Riverside Park

™ Museum of the EAST RLED
& City of New, York w : Randalls and
5 4 : Wards Islands
&
Sok 'R ps
Solomor . 8 7

Gug heim Museum
MAN?ATTAN Q

Carl Schurz
Park

v ilumbia v 3 ; ,‘: A HAVEA
iversity . . ke 1AVEN 1%
2 ap
: )
% ¢33 & POR RIS

Crotona Park

278

Sound

Pa

Rikers Island

ke

14 Jan 19 17:12:14 GMT+%
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besonacHocTb 6e3 orpaHnyeHumn Check Point

SOFTWARE TECHNOLOGIES LTD

ﬂ Cs P 2 demo(Read OnlyUser) | @ Help | [ LogOut |[SEeaaRetueRee

Security Management Portal

YnpasaauTe:

. Wnro3amuy,

. Obnakamu,

- Endpoint,

- MobunbHbIMU
VCTPOMCTBaMM

Randalls and

Wards Islands Rikers Island

Solomaor R
MAN%TTAN %

€© o0Connected () 14 Jan 19 17:12:14 GMT+1:00

vber Views - Beta
R12.30 Gateways:

B Infinity Portal

WELCOME TO THE FUTURE OF CYBER SECURITY
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MOKUIA KOHTPONb NPU NOMOLLU MHOFOYPOBHEBOM Check Point
NONUTUKM

ooo
. OO0 g
ooo o
- Devices Apps -0
Users T Data

P gy
" )
4 . )
TS = X I = =- InstallPoliy [ Actions~ Qv |~ |IY
Source Destination Services & Applications Install On
il | A Y 4P Internalllet #*  Any ¥ Any #*  Any £ Inlinelt = NA =3 My 1550
11 N #* Any £ DMZNet *  Any #*  Any @ Accept = MNone £ My 1550
12N * Any % Any % Any % Any @ oDrop B Log & My 1550
13 A #  Any #  Any ¥ Any #  Any @ oDrop == Mone # Policy Targets
2 A # Any #*  Any ¥ Any ® Computers / Internet @® oDrop E Log # Policy Targets
ﬁ Blocked Messa... f Accounting
3 * Cleanup rule #*  Any #*  Any *  Any #*  Any '$ Accept E Detailed Log # Policy Targets
H Accounting
_ : _ >,
v
Coud  ((9)) Endpoint
(m |

Network Mobile

WELCOME TO THE FUTURE OF CYBER SECURITY
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be3sonacHoctb Ha napoHun: WATCH TOWER

CTaTyC yCTPOMCTBA

B Pea/ibHOM BPEMEHM

— Gateway-ID-7F95E399 (7)

The Local
Internet Network

Check Point
1550 Appliance

o Security updates

my 10 9 3

Protected Malware
Devices Events

)

Home

YBeaomneHue \

office-gw

28 2
ALL SECL
EVENTS ALERT

New device detected
Employee-5SE

New device detected
Aviv-iPhone

New device detected
android-44bd012cc43f79d6

New device detected
EmployeiPhone6s

Infected host detected
Nirs-iPhoneX

Infected host detected
Nirs-iPhoneX

Statistics Settings

VNpaBAEeHUA

{  Protected Devices

2
=2
Check Point

SOFTWARE TECHNOLOGIES LTD

BOCCTaHOBJ'IeHl/Ie

android-7ab42957b5f99f8b

Unblock

Device Details

Device type: Mabile

Hardware: LG

os: Android

P address: 192.168.252.52

MAC address: 5C:70:A3:23:08:1D

nterface: office-gw-wireless (wireless)

Last seen: 18:23:51 21 Jun 2018




SMB-ycTpoiicTBa Check Point

SOFTWARE TECHNOLOGIES LTD

1800
2 Gbps

1600
1.5 Gbps

1590 = HEEHHEHH-=
660 Mbps et

1530
340 Mbps

SMALL BUSINESS MEDIUM BUSINESS
THREAT PREVENTION THROUGHPUT

WELCOME TO THE FUTURE OF CYBER SECURITY
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Hosblie ycTpoiicTtea 1600/1800 Chenoint"

SOFTWARE TECHNOLOGIES LTD

2Gbps 2 6bnoka
Threat Prevention NUTaHUA

&) Check Point ¢ @O
-

2.5G/5G Link Aggregation 10GbE SEP+

RJ45 LAN Ports IP aliases WAN Ports
Clustering

WELCOME TO THE FUTURE OF CYBER SECURITY
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1800 Security Gateway

Check Point

SOFTWARE TECHNOLOGIES LTD

1600 1800

Gen V Security 1500 Mbps 2000 Mbps

Performance with Full Threat Prevention including SandBlast

Gen Il Security 2800 Mbps 3500 Mbps

Next-Gen Firewall

Gen || Security 2900 Mbps 3400 Mbps

Firewall Bandwidth

Concurrent Connections 500,000 1 000,000

WAN Port 2 x 10/100/1000Base-T RJ-45 / 1x 1000BaseF SFP port 2 x 10/100/1000Base-T RJ-45 / 1x 1000BaseF SFP port
WAN Port (10 Gbps) - 1 x 5Gbps Base-T RJ-45 ports / 1 x 10Gbps SFP+
LAN ports (2.5 Gbps) - 2 x 10/100/1000/2500 Base-T RJ-45 ports

LAN ports 16 x 10/100/1000 Base-T RJ-45 ports 16 x 10/100/1000 Base-T RJ-45 ports

WELCOME TO THE FUTURE OF CYBER SECURITY
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OB30P YIPO3 CO BCEU MHOPACTPYKTYPbI

Applications and Sites | = Optiens~
Statistics
= ‘l 3 Gateways and Servers 33 Users 2 6G B Total Traffic 3 High Risk Applications / Sites
Reported these events . Allowed by policy
Top Categories by Logs Top Users by Traffic Allowed Applications Blocked Applications
@ Inform User .Drop @ Block Ask User Use Source Traffic Application / Site Risk Logs Application / Site Risk Logs
@ Allow @ Accept Joe Roberts W ip-10-0-34-162.eu-cent.. 2.2GB LogMeln rescue B High 10 OpenVPN B critical 1
Melissa Baxter B ip-192-168-52-19.eu-ce..  185.1MB LogMeln n High 5 Dropbox n High 19
High Risk
Fernando Gallegos ~ EEip-192-168-52-19.eu-ce..  12B.5MBE Remote Deskiop Protocol n High 4 facetz.net n High 17
Social Networking
Mary Jane ~110.22.43.254 17.6MB Internet Explorer & B Medium ] kitcode.net n High 1o
File Storage and Sharing
Marion White ~|ip-10-126-217-103.eu-c...  6.9MB Report Portal B Medium 3 www.childabuse.com n High El
Media Sharing
John Lopez ~110.0.33.20 6.8MB Google Search B Low 6 iMesh n High L]
Remote Administration
Todd Rodriguez £110.0.33.118 4.9MB Facebook a Low 5 ww walla.co.l n High 9
P2P File Sharing
Ronald Edwards M ip-10-0-33-93.eu-centr..  45MB Google Safe Browsing a Low 4 content.yieldmanager.edgesuite... n High 6
Search Engines / Portals
Jay Gariepy29 ~£110.0.33.35 45MB YouTube a Low 4 data.24smi.net n High 5
Browser Plugin
James Phillips L~110.197.218.23 3.7MB Gmail-chat a Low 4 pages.um-per.com n High 4
Child Abuse
Lionel Ortiz ~110.0.33.68 3.5MB Facebook Apps B Low 3 www.bit.com n High 4
Custom_Application_Site
f . . . Ann Woodland ~110.0.33.85 2.6MB Chartbeat Very Low 4 Maobile Spy n High 3
o 1o 20 =0 Paul Harris _#|ip-10-0-33-105.eu-cent..  2.3MB cd.zedo.com = Unknown 2 BitTarrent Protocol n High 3
Logs
- Lisa Moore #|ip-10-143-241-28.eu-ce.. 23MB 10.10.34.62 = Unknown 2 Bezeq Cloud n High 3
cnn.com/ext/app/redalert/cdar... == Unknown 2 foxnews.demdex.net n High 2
Activity Timeline » _
feeds.delicious.com = Unknown 2 Crashplan n High 2
@Verylow @Low Medium @High @ Critical 212.235.15.30 = Unknown 2 Proxy based anonymizers n High 1
adobe.com = Unknown 2 adtpix.com n High 1
40 newmail.aol.com = Unknown 2 Adobe Flash B Mediurm 7
i 20 widgets.outbrain.com = Unknown 2 Blocked URLs B Medium 6
a
- server.talkahead.com/scripts = Unknown 2 Facebook B Low 1
microsofi.com = Unknown 2 21 Applications B critical 132
cdn.stumble-upon.com = nknown 2
traffic.outbrain.com/networkfre... == Unknown 1

Men 30 Tue 1 Wed 2 Thu3
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Important Attacks

Jr queries | & | Q @ Last 7 Days = Enter search query (Ctri+F)

Important Attacks

Attack Types by Blades

@ 18 1ps

g 'l 4 Anti-Virus

Top Attacks

Protection Name Severity

GNU Bash Remote Code Exe...
MIT Kerberos kadmind RPC ...
Exploited doc document
Exploited pdf document
Backdoor.Win32.Taidoor A
Cisco Unified Communicatio..
Microsoft Windows RASMAN. ..

Malicious Binary.balmblj

I Critical
— Critical
— Critical
I Critical
— Critical
— Critical
— Critical

— Critical

M5-5QL Server Sp_rephwritet I Critical

ShellShock - GNU Bash Rem...
Microsoft Windows Remote ...
DNS Data Overflow
EICAR-Test-File
Virus.WIN32.Eicar-Modified-...
Alt-M Technologies Security...

MNovell eDirectory HTTP Hea...

Microsoft WINS Local Privile
Multiple Vendor SNMPv3 H...

Ping of Death
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— Critical
— Critical

— Critical

High
High
High
High
High
High

Medium

g 1 Anti-Bot

e 0 DDoS Protector h'-

Blade

€ rs
€ s

@ Threat Emulation
@ Threat Emulation

9 Anti-Bot

€S
| Al
ﬂ Anti-Virus
€ P
€ s
| Al
| Al
ﬂ Anti-Virus
@ ant-virus
€ s
€ s
€ P
€ s
| Al

- e

5

EY

w

g 2 Threat
Emulation

Threat

Top Sources

Source

S ip-192-168-38-194...
#ip-10-59-1-144.eu..
B ip-192-165-34.2u...
B ip-192-168-74-235...
~|ip-10-55-118-3.eu...
BS ip-192-168-72-211...
E13ip-10-132-5-85.800..
_~|ip-10-62-103-B.ew..
]ip-10-1-174-98 2w
B ip-192-168-91-18....
B ip-192-168-15-81....
g5 10.132.5.50

B ip-192-168-24-15....
7 ]ip-10-5-165-191.¢...
S 192.168.9.78
(#]110.3.53.12

&S 192.168.9.100

. ip-10-226-111-7.2...
g8 10132548

Extraction

Severity

I Critical
— Critical
— Critical
I Critical
— Critical
— Critical
I Critical
— Critical
I Critical
— Critical
— Critical
— Critical
— Critical
— Critical
I Critical
— Critical
I Critical
— Critical

— Critical

OB30P YIPO3 CO BCEU MHOPACTPYKTYPbI

o]
Query Syntax
= Options ~
Activity Timeline
Medium @ High @Critica
400
300
in
B
200
0 T T T -1 T 1T T
Maon 30 Tue 1 Wed 2 Thu 3 Frid Sat5s 5un 6 Mon 7
Top Destinations
[:HEL Logs Destination Severity Blade
€ s 289 _|ip-10-35-193-100...  mem— Critical € rs -
| 195 lip-10-18-5-90.eu-c.. mm— Critical | gl 185
| Al 195 ~lip-10-10-82-164...  EE— Critical € P 195
| L 194 lip-10-63-99-14.2u. . E— Critical | gl 194
& IPS 77 . 10.226.111.42 m—— Critical m Multiple Blades 92
€ e 66 5 ip-192-168-9-23.c..  W— Critical € rs 77
@ Multiple Blades B5 BH ip-10-7-98-16.2u-c. I Critical & IPS EE
€ P 65 _|ip-10-100-47-53.c..  WE—Critical € Ps 65
| L 65 B ip-192-168-55-61..  mmmm— Critical | gl 65
| &5 lip-10-5-33-4eu-ce.. mmm——Critical | gl &5
| Al 64 ~1ip-10-10-202-36.c.. W Critical € P 64
g Threat Emulation 52 ip-10-82-114-7.eu... o Critical & IPS 51
& IPS 51 ]ip-10-0-13-12.cu-c.. mmm— Critical m Multiple Blades 16
@ oLP 32 B 192.168.72.4 — Critical W Multiple Blades 14
@ IPS 25 B 192.168.72.40 m—— Critical m Multiple Blades 10
Q Threat Emulation 22 [l ip-10-225-243-132.. e Critical & IPS 10
@ Multiple Blades 14 B ip-192-168-72-71... . Critical '@ IPS 10
€ s 10 {88 ip-10-7-98-85.cu-c.. M Critical € rs 8
@ Multiple Blades 8 B ip-192-168-72-190...  mmm— Critical & IPS 7
-
- - - L - —_— . -
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OF INFINITY

o

4 CLOUDGUARD CONNECT 3 checkpoint-demo v

MY SERVICES

A Poicy o = Services B Appliations. | A<tion
| NDPOIN ON 25 nar Block abuse / high risk O intemet 52 inappropriste Stes @ Drop

R Blocked Messa.

= .} = ; cecuavies  ® A intermet ® Unategorized
@ @ @a ﬁ 5 i 5 e > epersonsl % n “ internet @ rep

CloudGuard SaaS CloudGuard Connect + @ Geo Policy . R otticesss s.. K3 Lir:nm
CloudGuard SaaS CloudGuard Connect SandBlast Agent & HTTPS Inspection @
Dashboard ¢ ok Al ampioyees can access
Pending Approval... YouTube and Vimeo fos

Block speaific URLs . o # Eiooea uRLs
(] ]
D J R Erooes Messa.
BETA
SandBlast Agent SandBlast Agent Cloud
Dashboard Management Management as a SandBlast Agent Cloud
Pending Approval... Service Management

@ oes e s

v ] Block abuse / high risk Sep 26,2018 Ticket Humber
applications x ime: Mever
. Ticket Requester
@ ) ) et ot - o s B
@ a8 -
Management as a SandBlast Mobile
Service DataTube SandBlast Mobile
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