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https://research.checkpoint.com/2021/helping-you-immunize-your-organization-
against-the-cyber-pandemic-check-point-researchs-2021-security-report/
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https://threatpoint.checkpoint.com/ThreatPortal/threat?threatType=malwarefamily&threatId=6711
https://threatpoint.checkpoint.com/ThreatPortal/threat?threatType=malwarefamily&threatId=6281
https://research.checkpoint.com/2021/helping-you-immunize-your-organization-against-the-cyber-pandemic-check-point-researchs-2021-security-report/

YIPO3bl, KOTOPbIE BUOAT CNELUUNANUCTDBI UT U UB

55%

32% 71% 13 411 onpoweHHbIX
28%

CMeunasincToB CTONIKHY/IUCD C
yBe/IMYeHNnem Koam4ecTBa
Kubep-aTtak B CBA3MK
sNuaemMmuen KopoHasmpyca u
MACCOBbIM NEPEexXoaoM Ha

& yAaneHKy

NcTtouHuk: Check Point & Dimensional Research
Onpoc cpeau opraHusaumm ¢ 500+ coTpyaHUKOB

https://blog.checkpoint.com/2020/04/07/a-perfect-storm-the-security-
(=] Check Point challenges-of-coronavirus-threats-and-mass-remote-working/
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https://blog.checkpoint.com/2020/04/07/a-perfect-storm-the-security-challenges-of-coronavirus-threats-and-mass-remote-working/
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3/IOYMbBIWIEHHUKW MOJ1Ib3YKOTCA CI/ITYALI,I/IEVI
BCMJIECK ATAK BbIMOTATE/IEN U

OULLIMHTA B MUPE

$20 mnpa.

ywepb oT aTak BbIMOraTeNbCKOro
MO B mupe B 2020

Mo cpaBHeHuto ¢ $11.5 mapa. 8 2019

Bbonee 50%

BbIMOraTenemn yrpoxaam
onybanKoBaTb YKpaAeHHble
AaHHble, HAYMHaA ¢ 3-ro KB. 2020

$233 TbIC.

cpeaHuniA pa3mep BbiNAaYeHHOro
BbIKYNa

Ha 30% Bbiwwe, 4em Bo 2-m KB. 2020

ber-security-report-2021.html



https://pages.checkpoint.com/cyber-security-report-2021.html

YTO TAKOE ®ULLUHI?

duwumHr (aHrn. phishing ot fishing «pbibHas nosns,

Bbly*MBaHMEY») — BN UHTEPHET-MOLLUEHHMYECTBA, LEe/Ibl0 KOTOPOro
ABNAETCA NONYyYEeHMe A0CTYyNa K KOHPUAEHLUMANbHbIM

NAHHbIM NO/Ib30BaTE/IeN — NOTMHAM U NAapPOsIAM. ITO AOCTUraETCH
NYTEM NpoBeAEeHNA MACCOBbIX PACCLINIOK 3/IEKTPOHHbIX MUCEM OT
MMEHM NONYAAPHbIX OPEHA0B, a TaKXKe IMYHbIX COODLEHNI BHYTPH
PA3/INYHbIX CEPBUCOB, HANPUMEP, OT UMEeHN BaHKOB UK

BHYTPWU COLMA/IbHbIX CETEN.

3!10yMbILUI'IeHHI/IK 3HAET NMCUXOI0Tn0 U NCNOJIb3yeT.

* Imouum

* Crpax

* XenaHue nomoub
* Pednekcobl

(= Check Point
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BEKTOPbI ATAK B P® 3A NOCNEAHUE 30 AHEN -
3/IEKTPOHHAA MOYTA!

Russia

Global
16%
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H Email

H Web
M Email

84%
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BUAbI PULLNHTA

G5l OULWIKHT Us] CMULWIKHr
C ero NnomoLLblo KW6epMOLLIEHHNKM oT aHrn. SMiShing — o1 «SMS» u
NbITAOTCA BIMAHUTb Y Ye/I0BEKA «OUWNHTY — BUA, PULLIMHTA C
KOHOUAEHLMANbHbIE AaHHbIE AN ucnonbsosaHnem SMS. Hanpumep,
BbIHYAUTb €ro Ha Kakune-nmbo MOLWEHHUKN OTNMPAaBAAKOT KePTBE
HexkenatenbHble aenctena. C 3Tol SMS-coobuieHme, cogepsallee
LLe/Iblo 3/10YMbILLNEHHUKM CCbI/IKY Ha GULLMHIOBbIN CaUT U
MCMO/b3YIOT MFHOBEHHbIE U MOTUBMpYIOLLEE NoayYaTensa NPonTH
NOYTOBblE COOBLLEHNA U Ha 3TOT CaWT.

cneuuvanbHO co3daHHble
noaaenbHble Beb-canTbl.

G5l BULWIKWHS Us| Kparka IMYHOCTM
sl CKam OT aHrA. Vishing— «voice» u1 He3aKoHHOe MCMONb30BaHME YyXKUX
«PULLIMHM». MOLLIEHHNYECTBO C NepcoHaNbHbIX AaHHbIX ANA
MolueHHNYecTBO, KOTOpOE MOMOLLIbO 3BOHKOB. MOLLEHHUKN, nonyyeHua Bbirogbl.
HaLe/NeHo Ha bbiCTpoe nonyyeHune MCMOb3YA COLMANbHbIN MHXUHUPUHT,
AeHer 06MaHHbIM NyTEM. CTapaloTcA NOAYYUTb OT XKepTBbl

HeOBX0AMMbIE UM [jaHHbIe.
(=] Check Point
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OULLUUHIOBbIE ATAKU BCEFAA BKTHOYAIOT B CEBA
KOMMNPOMETALUIO TMMHOCTU/OPITAHU3ALUA

From: John
Smith<johns@brandX.com>

To: John Doe ~—_
<johpd@brameht

TTO7 . COTTT

Erom: Gil Shwed
<gil.shwedl@gmail.com>

o AY
Fcom: Moaaeprkka citibank®

<citi@gmall.co

To: Andrey Ch.
<andreych@checkpoint.com>

Subject: He 3abyapTe
N3MeHUTb naponab ana 0365

To: Andrey Ch.
<asafhe@checkpoint.com>

From: Mr. David Johnson

<davidjohnson@gmail.com> Subject: He sabyabTe

nepesecTn AeHbrn

Subject: MNposepkKa
6aHKOBCKOW OHNalH cUCTEMDI

To: Andrey Ch.

Subject: C6pocbTe naponb Ha
Balll aKkayHT Apple ID

Subject:doporon Apyr,
HY}KHa NOMOLLLb

MobyxxaeHune K

OTobparkaemoe NencTButo
Jlorotnn n NmA
) ) ) CxorkecTb MNOXOXeCTb Ha (nnuHOoCTD)
Hurepumnckue [IOMEHOB AN3anH
nMcbma (opraHusauum)

(=] Check Point
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mailto:andreych@checkpoint.com
mailto:asafhe@checkpoint.com
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NETKO « MUMUKPUPOBATb» NOA, U3BECTHbIU BPEH/,

(& Oreeruts [ Oteetuts Bcem (3 Mepecnars

Bt 06.12.2016 18:05

, B info@vtb24.ru
I nfo@ S be 'ba n k IU 2 A yBe,D,OMJIEHVIe 0 3a40/KEHHOCTU

OAO “C6epbank Poccun™ v .

o Bot oteTinn: , 22 despana 2017 r. 11:46.

Br 06.12.2016 18:04

SBTB24

BOALIWOS NPeRMYILECTBO

% CBEPBAHK enscTBo P®

3apaecteyiite, [lape 1 Snmm——— H Poccuu

Bceraa psaom
Kpemutueii orger BTE 24 (ITAO), Veegommaer Bac o Tom, uto Ha Bame mnva 20.09.2015 —

YeaxaeMbIH — OBLT 0hOpMIEH IOTPEOHTETECKHH KPEAUT Yepes HAlll OHIaHH OAHKHHT Ha CYMMY

Otgen mo padore ¢ xmentamu Coepba 680 000 pybaeit.
TpeboBanuaMH PegepanbHOro 3akoHa «O

TIOTYHEeHHBIX IPECTYIHBIM IIyTEM H d)lma Ha paunsni MoMeHT 3af0/nxeHHOCTh He noramena. Ha 01.12.2016 Bam goar cocraemaer ?!maHCKOMY AcIyY Ne2 1'_365-
TTonoxenua bamka Poccum «00 HaeHT 663 773 ovnei (0.7% 5 cyrxm) s e e
BEITOJONpHOGpeTaTeTell B meTEX TpoT pyoneii ¢ yaerom nerH (0.7% B cyTkH). ja cyaeOHOe 3aceJaHHe MO

ueoay (4.2 cr. 168 I'TIK
TIOTy9eHHBIX NPeCTYNHEIM IyTeM, H QuHa B ceasu ¢ 3tEM Ha Bame mva BTE 24 (TTAO) 6511 cocTaBIeH CyaeOHEIH HCK. :ielc'rpn(}) ( i agpec GBLT

JOJDKHEI IIPEJOCTABHTE HHQOPMAIIHIO COT. 1cTh 3a 2015 rog u panee

AocTymHOH B JIugHoM KaOHHeTe 10 CCBUIKS  Osmaxomures ¢ JOKyMeHTaMH BEI MokeTe 0 CCBLIKE B IHIHOM Kabuuere TEKTPOHHOM EHJE YCIYT H
*CKH, BBl MOKCTC OCTABHTH ITa CyMM HaTora», HeyILiaTa
dopma «MTEbDOPMANHOHHEIE cBeaeHHa Kimi B cayuae Bamel Heseku Ha 3acelaHHe Cya MBI OyZeM BEIHYKIEHBI IOCTaEHTH Bamero HonpoGHocm E apxHBe ) HasTora, THOO K YTOIOBHOH
paboToaaTena B H3BECTHOCTE O BEINIEYVKA3aHHEIX QaKTax. ¢ 1et. IToxxamyiicTa moracHte

B ciygae He npefocTaeneHHa HHQOpMATHH

IO MIPeIOCTABTEeHHA HHQOPMAITHH.

C yeaxeHueM, ktop Kypuuss B. A.

C yBakenHeM, BTE 24 (TIAO)
Coepbank Poccun JOIDKEHHOCTH MOJKHO IO CCBIIKE

(=] Check Point 0
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ATAKU MOI'YT bbiTb MAKCUMAJIbHO TAPTETUPOBAHHbLIMU

https://research.checkpoint.com/2019/incident-response-casefile-a-successful-bec-leveraging-lookalike-dogpains/

YKPACTb YY. 3AMUCH O 3APEFUCTPUPOBATb [JOMEHbI
OULLIMHT 01 \e\ NOXOMME HA B® 1 CTAPTAM \ 03

(=] Check Point
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https://research.checkpoint.com/2019/incident-response-casefile-a-successful-bec-leveraging-lookalike-domains/

OOCTATOYHO N OBYX®AKTOPHON AYTEHTUGUKALIUU KAK
CPEACTBA 3ALUNTDI?

He nponaTtyeHo
He 3awuiieHo
3apakeHo

IPsec/SSL BTopol dhakTop:

< |
C‘ N B CMC ]- [lepexBayeHo

npunoXxeHme
NGFW

This Android backdoor contains the following features: Rampa nt Kitten

September 18, 2020
e Steal existing SMS messages

Forward two-factor authentication SMS messages to a phone number provided by the attacker-controlled C&C server
e Retrieve personal information like contacts and accounts details
e [nitiate a voice recording of the phone’s surroundings

e Perform Google account phishing

e Retrieve device information such as installed applications and running processes C p <>

CHECK POINT RESEARCH




HECMOTPA HA OBYYHEHUE, NO/ZIb3OBATEJIU NONAAAIOT HA
YAO4RY 3/10YMbIWJIEHHUKOB

ATaKN CIULWLKOM CNOXKHble, 4TOObI OTINYUTL I'IO,EI,I'IO)'I'(HbIﬁ KOHTEHT «Ha rna3s»

wuw
o

dunHr
«CpoYyHO!»

BpeaoHochl

«Pesrome»

ﬁ:j 5

Message Developer Q Tell me what you want to do...

(5 Reply [52 Reply All (2 Forward G5 IM

Thu 167372020 14:31

Annie Baker < Baker“l 2@50” com > Mail Administrator <kania@indonesian-aerospace.com:

Mailbox De-activation Notice

Fri 2018-09-14 23:21

To

Job Application

Ta Martha Hunter

= Annie's Resume.doc DeaCU\/aUOﬂ NOtICe

33 KB

We have received a request to delete your account, Your account will be removed
from the site shortly and will be permanently deleted within 24hrs.

Good Mﬂmi_‘ng, (Mote: Please ignore this message if the request was from you, If you wish to cancel
this request, do so immediately by verifying your details.)

My name is Annie and I am looking for ajob.
Please see my resume attached. The password is: 199 Verify Now ‘
Lc:nk_mg forward to our I‘E‘p]}". If you have additional questions, please contact customer service,

Annie Baker Thanks,
Mail Administrator.

(=] Check Point

SOFTWARE TECHNOLOGIES




Msoutlookmoc.kooltuo.ecivres@94 Is Deleted: Not deleted
John Doe) User Mailbox: john.d@cloudsec.onmicrosoft.com
john.d@cloudsec.onmicrosoft.com) Is Read: Unread
Content type: Password Reset Required Sender is external: Yes
Email received HTML Any recipient is No
: T

METAOAHHDbIE

MpoBepuTb oTNpaBuTeENs

DNS

81.80 KB % 1 file attached A

j testdl.pdf
= | 81.80 KB

basa gaHHbIX

Dear John

Your Microsoft Outlook Web Account has recently been subjected to security modification as of T118/2018. The action requested is as | NMmne pCcOHann3auma
Please Click Here to go to the Reset Password page. Follow the instructions below to create a new password.

New password should meet the password critenia

*at least 8 characters

“contain at least one capital letter

“contan at least one small letter

"contan at keast special character

*don't use the last 3 password used before

*don’t nclude the first 2 characters from your user name
example of good password: A@qre981

The link above expires after 24 Hours. If you don't change your password before then, your Outlook Web App account locked for secu

Thank you,
Maintenance and Operations.

Source: Email Security Team.

CBost ML-moaenb ans kaxaoro knnenta: 300+ MHOWKTOPOB C pa3HbIM BECOM

Check Point 14

SOFTWARE TECHNOLOGIES



http://john.d@cloudsec.onmicrosoft.com
http://john.d@cloudsec.onmicrosoft.com

Msoutlookmoc.kooltuo.ecivres@94 Is Deleted: Not deleted
John Doe) User Mailbox: john.d@cloudsec.onmicrosoft.com
john.d@cloudsec.onmicrosoft.com) Is Read: Unread

Content type: Password Reset Required Sender is external: Yes

Email received HTML Any recipient is No

at: 10:51:45 2018-7-18 external:

_R|1||

B/NIOXKEHUA

81.80 KB % 1 file attached A

j testd1.pdf J
< | 81.80 KB

MpoBepuUTb paiinbl

Dear John

ANTI-VIRUS

Your Microsoft Outlook Web Account has recently been subjected to security modification as of 7/18/2018. The action requested is as '

Please Click Here to go to the Reset Password page. Follow the instructions below to create a new password.
THREAT EMULATION
New password should meet the password critenia
*al least 8 characters
“contain at least one capital letter
"contan at least one small letter
"contan at keast special character THREAT EXTRACT|ON
*don’t use the last 3 password used before
*don’t nclude the first 2 characters from your user name
example of good password: A@qre981

The link above expires after 24 Hours. If you don't change your password before then, your Outlook Web App account locked for secu

Thank you,
Maintenance and Operations.

Source: Email Security Team.

CBost ML-moaenb ans kaxaoro knnenta: 300+ MHOWKTOPOB C pa3HbIM BECOM

Check Point 15
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http://john.d@cloudsec.onmicrosoft.com
http://john.d@cloudsec.onmicrosoft.com

Msoutlookmoc.kooltuo.ecivres@94 Is Deleted: Not deleted
John Doe) User Mailbox: john.d@cloudsec.onmicrosoft.com
john.d@cloudsec.onmicrosoft.com) Is Read: Unread

Content type: Password Reset Required Sender is external: Yes

Email received HTML Any recipient is No

at: 10:51:45 2018-7-18 external:

_E|1||

81.80 KB % 1 file attached A

j testdl.pdf
= | 81.80 KB

Dear John

Your Microsoft Outlook Web Account has recently been subjected to security modification as of 7/18/2018. The action requested is as '

Plea . CCbI/IKH

New password should meet the password critenia
“al least 8 characters

“contain at least one capital letter
*contain at leas! one small letter Pe|_|YTa LA U CXOXKEeCTb

"contan at keast special character
*don't use the last 3 password used before
*don’t nclude the first 2 characters from your user name
example of good password: A@qr-9381 CBelﬂ'eng 0 AOMEHe

The link above expires after 24 Hours. If you don't change your password before then, your Outlook Web App account locked for secu

Thank you, [NpoBepUTb B MOMEHT K/IMKa

Maintenance and Operations.

Source: Email Security Team.

CBost ML-moaenb ans kaxaoro knnenta: 300+ MHOWKTOPOB C pa3HbIM BECOM

Check Point 16
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http://john.d@cloudsec.onmicrosoft.com
http://john.d@cloudsec.onmicrosoft.com

Msoutlookmoc.kooltuo.ecivres@94 Is Deleted: Not deleted
John Doe) User Mailbox: john.d@cloudsec.onmicrosoft.com
john.d@cloudsec.onmicrosoft.com) Is Read: Unread

Content type: Password Reset Required Sender is external: Yes

Email received HTML Any recipient is No

at: 10:51:45 2018-7-18 external:

_E|1||

81.80 KB % 1 file attached A

j testdl.pdf
= | 81.80 KB

Dear John

Your Microsoft Outlook Web Account has recently been subjected to security modification as of 7/18/2018. The action requested is as '

Please Click Here to go to the Reset Password page. Follow the instructions below to create a new password.

New password should meet the password critenia

*at least 8 characters

“contain at least one capital letter

“contan at least one small letter

"contan at keast special character

*don't use the last 3 password used before

*don’t nclude the first 2 characters from your user name
example of good password: A@qre981

The link above expires after 24 Hout" If you don't change your password before then, your Outlook Web App account locked for secui )

A3bIK

MpoBepuTb 3arosI0BOK U TENO

CurHaTypbl ¢ppa3

Thank you,
Maintenance and Operations.
= TeKCT Ha KapTuHKax, QR-Koabl

Source: Email Security Team.

MobyKaeHue K AencTBUIo

CBost ML-moaenb ans kaxaoro knnenta: 300+ MHOWKTOPOB C pa3HbIM BECOM

Check Point 17
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http://john.d@cloudsec.onmicrosoft.com
http://john.d@cloudsec.onmicrosoft.com

NMPUMEP PABOTbl AHTUDOULLUNHIA HA LUNIO3E -

UMHOOPMMUPYEM MNOJIb3OBATEA

Check Point

SOFTWARE TECHNOLOGIES

Wed 19-Feb-20 10:26 PM

checkpoint.com <no_reply@godaddy.com>

This might be a Phishing e-mail. russia@checkpoint.com Upgarde Your Mailbox Quota!!
To Russia
ﬂ Follow up. Start by Tuesday, May 12, 2020, Due by Tuesday, May 12, 2020,

PHISHING ALERT!

For your own protection, it is not recommended to click on links in this email or open any attachment.

Check Point Anti-Phishing has detected that this email was sent by a malicious user.

Report not Phishing

Mail Quota: (983% Full)

Hello russia@checkpoint.com

Your email quota has reached 98% and will soon exceed its
limit.

Follow the URL below to upgrade your quota to 25GB for
free to avoid loss of email data.

Upgrade Email Quota

Source: checkpeoint.com Administrator

18



AANbHEULLEE PA3BUTUE AHTUOULLUHIA

[MpenoTBpalleHme yrpo3 n obyyeHue
NoNb30BaTENEN

[lonb30BaTenn BUAAT anepThl,
KOTOpble 0OBbACHAOT NoYemy AaHHOE
NMMCbMO bbino 3ab10KMpPOBaHO
Bo3moXKHa KOHOUrypauma, Koraa
NO/1b30BaTE/IM MOTYT MOJIY4YUTb AOCTYM
K OPUrMHaNbHOMY NUCbMY M 1O0DaBUTL
oTnpasuTensa u/vnm LOMeH B
NOBEPEHHbIE

(= Check Point

- SOFTWARE TECHNOLOGIES

antiphishing@checkpoint.com
Blocked Phishing attempt

& Gheck Paint

From:

Subject: Suspension

nnnnnnnnnnnnnnnnnnnnnnnnnnnn

19



A 4yTO e AnsA noutbl B 06n1aKe? 3awmura 06/1a4HOM/ NOKaNbHOM

3J1. NOYTbl KAdK CepBuUcC

et

}

N/
/ \

(<) Check Point
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}

Harmony
Email & Office

[
l

NokanbHO T'M6puAHbLIE Apyruve

@ Google Workspace
1|l' @) zimbrar

20



Email & Office

C nomMoLLbio MaLUMHHOIo oby4veHus

I(_%Reply @_REpIyAII Q_)Fnrward
Tue 30-Jul-19 9:44 AM
antiphishing@checkpoint.com
Blocked Phishing attempt

To John@corporate.org

ECheck Point

SOFTWARE TECHNOLOGIES LTD
Check Point Anti-Phishing had just blocked the email below because we suspect it to be a phishing attempt.

If you believe that this is a legitimate email, please click this link and the blocked email will be delivered to you.

a Resembles a Salesforce email address.
Note the missing letter ‘e’

From: Salesforce account <account@salsforce.com>
To: John@corporate.org

Gz

Subject: Your Salesforce password has expired

Salseforce logo on non-Salesforce email

UL Password Expired

Dear customer, Generic non-personalized greeting

Your password for the Salesforce account jc The link points to'a low-reputation web-site that impersonates Salesforce
For your account security, your current password will cease Lo work shortly.
You are required to change your password using this link

This is a system notification, not an email message and you can’t reply to it.

Sincerely,

The Salesforce Team

Check Point

SOFTWARE TECHNOLOGIES

Harmony  B/IOKMpPYeM NpoaBUHYTbIN PULLMHT HYNE€BOro AHA

300+
NHONKaATOPOB
B MOOENU

2 ML/AI

Oby4aem nonb3oBaTtenen,
Ha 4YTo obpallaTb BHUMAHUE



Harmony MpoaKTMBHaA OUUCTKA M BbICTpana AOCTaBKa
AOKYMEHTOB NO/Ib30BaTeNAM

[

KoHBepTauma B 6e3onacHyto

&

KOMuIo 1N JocTaBka 3a 1 cek.

_———— %«f _______

‘. Harmaony
Email & Office
€3
Threat Extraction (CDR)

I:I Office 365 H} SharePoint
________ ~— - .>
ﬁ o mMm BB
————————————— » OneDrive * G Suite —_—— o ——— A -»>

Threat Emulation (necoyHunua)

~ -
-

y/

- ———
N o == ——— -

N N | . T
OpurnHanbHbIN Sandbox [locTaBka npoBepeHHbIX
¢hain nposepsieTca Ge3onacHbIX opuruHanos
B necoyHuue BJ1IOXX€HWUMX NO 3anpocy

nonb3oBarens.
3anpawuBaeTca pexe 1%

) Check Point 22
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Email & Office

‘ farmony — JYHCNeKuMA BAOXKEHUI, 3aLUMLLEHHbIX NApoiem

Check Point



Harmony
Email & Office

[

From: Evtan Seqal
To: Ran Schwf | https://ct-url-protection.port
e umvmdhmcdnvmrswijv_zyud

e Email Secy wgeq3pzygvodtwghygbmtiSt

) A : :
ud8gthrSumaob373flipuky

Your Microsoft O
12/18/2020. The Click or tap to follow link.

maintain your Ou\\

srm_kx1q-qwiw

al.checkpoint.com/v1/load/

wibdaymecrmdbi@nix2tdhb0of83z-
1 kpy8to8ibS4_ehlseojyktw I_"'iw

I0iqdiceod-bdoghgynrkghhjaxdqj
euyzv1dimsivbzjilllezp33uzdnmxiz8
uhnlkwwbrmwitcg3uxeux1pjl52p

Click-Time URL Protection (CTUP)

I'IpOBepKa CCbIJIOK B MOMEHT K/IMKa NMNOJ1b30BaTeNA

\*Xt: Wed 26-Dec-18 10:29 AM

192lgphz8kyrzvustifémopc2lbswin

2zraiyb7w7mnxnkyxxphs28wgigofk)_s

1sfOfuSfc-orimvak7u74r nr*nlrr:hn.xgohma‘cdltfogz-lu:-gh_.w.\. kvfw
WO0igXajgcwao

cio-bsfoz_7axi_qgjkbdzmtnsvxdhm

=/

Pleasq Click Here Im go to the Reset Password page. Follow the instructions below to create a new

passwora.

The link above expires after 24 Hours. If you don't change your password before then, your Outlook

Web App account locked for security reasons.

Thank you,
Maintenance and Operations.

source: Email Security Team.

(= Check Point
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on as of
reset and

[lepenucbiBaeM CChISKN

[MpoBepsieM Npu KaXXaoM Krnunke

[MpenoTBpallaemM BpeaoHOChH C
amyrndaumnen B NecovHmLe
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O6wue pekomeHaauum (Hynesoe gosepuel)

* ByabTe OCTOPOXKHbI C NOA03PUTE/IbHbIMU NUCbMaMMU, NOByKaaowmumm Bac K
HemegNeHHbIM AeACTBUAM.

 He nepexogurte No CCbiIJIKam, He KIMKauTe Ha NOA03pUTEe/IbHbIe 06BEKTDI.

* ByabTe OCTOPOXKHDbI C BNOXXEHUAMMU, OTKPbIBAWTE TO/IbKO Te, KOTOpbIe XKaann. Bo
B/IOXKEHUAX TaKKe OyibTe OCTOPOKHbI C CCbIJIKAMMU.

e CsepAunTe agpec oTnpasuTens c LOMEHOM OpraHM3auum.

 O6pawante BHUMaHUE Ha ObpaleHue U NOANUCH K NUCbMY.

* ByabTe OCTOPOXKHbI C NOA03PUTENbHBIMU MUCbMaMK OT APY3€eN U KOANer.

 He 3BOHUTE NO YKa3aHHOMY B NOA03PUTENBHOM MUCbME UK Ha CanTe HoMepy
TenedoHa.

 He oTrBeyanTe Ha N0A03PUTE/IbHBIE MUCbMA.
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