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nobanbHana ctanaaptmsaumna (O-PAS) v1.0

Opranuzaumst Open Process Automation Forum (OPAF) BbinycTuna npeasapuUTenbHY0 BEPCUIO CBOEr0
CTaHAapTa open process automation standard (O-PAS) v1.0, uenbio KOTOporo BASIETCS YHUMUKALMS
BEHOPOHE3ABNCUMON apXUTEKTYPbl MPOMbILLIIEHHON aBTOMaTu3aumn. CTaHaapT CMOMyT UCMOJ/b30BaTb
NPOMbILLNEHHbIE KOMMAaHUKN NpU paboTe € NOCTaBLMKaMKU CUCTEM aBTOMATU3aLNMN.

O-PAS Part 1 — Technical Architecture Overview
O-PAS Part 2 — Security (62443)

O-PAS Part 3 — Profiles

O-PAS Part 4 — Connectivity Framework (OCF)
O-PAS Part 5 — System Management

OPAF byageT nucnonb3oBaTb CUCTEMY
ceptudukaumm ISASecure (Ha 6a3e ISA/IEC

62443) ans oueHKkn 6e30nacHOCTM NPOTOTMNOB
KOMMOHEHT COBMECTUMbIX CO cTaHaapToM O-PAS

https://publications.opengroup.org/i190
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Figure 1: Concept Diagram of a Process Automation System of O-PAS Components

https://www.isasecure.org/en-US/News-Events/OPAF-partners-with-ISA-to-use-ISASecure%C2 %AE-specifica
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IEC 62443 - hobanbHbIN CTaHAAPT

UNECE / EBponenckas skoHoMm4yeckas kommccnsas OOH (BkitovaeT Poccuio) 3asBuna o niaHax
NHTErpMpoBaThb CEPUIO CTaHAAPTOB NO KMbepbe3onacHOCTU nNpoMbllieHHbIX cucteM ISA/IEC 62443 B

Common Regulatory Framework on Cybersecurity (CRF), npeaHa3HauyeHHbIM A8 CO3AaHUS €ANHOro
3aKoHoAaTeNbHOro 6a3nca no kmMbepbe3onacHOCTV BHYTPU €BPOMENCKOrO CO3a

ISA-62443-1-1 ISA-TR62443-1-2 ISA-62443-1-3 ISA-TR62443-1-4

IACS security
compliance metrics lifecycle and use-case

ISA-TR62443-2-3 ISA-62443-2-4

Patch management in
the IACS environment

nnnnnnnnn

Policies & -‘ n
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suppliers

ISA-62443-3-3

ISA-62443-4-1 ISA-62443-4-2

Technical security
requirements for IACS
components

Product development
requirements
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> "\ GLOBAL 0T
| Charter ISAY CYBERSECURITY
of Trust ~”. ALLIANCE CSA

https://new.siemens.com/global/en/co https://isaautomation.isa.org/cybersecurity-alliance/ https://otcsalliance.org/
mpany/topic-areas/cybersecurity.html

SIEMENS Schneider Amn
@) Roglawent

Honeywell


https://isaautomation.isa.org/cybersecurity-alliance/
https://otcsalliance.org/
https://new.siemens.com/global/en/company/topic-areas/cybersecurity.html

MITRE ATT&CK

MITRE ATT&CK for ICS

https://www.youtube.com/watch?v=a9-p4tMspl4
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https://www.youtube.com/watch?v=QU1ZR0c5x6A
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https://www.fireeye.com/blog/threat-research/2019/04 /triton-actor-ttp-profile-custom-attack-tools-detections.html
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ATaKu WNPpOBaANbLINKOB U MaNHEPOB

* Norsk Hydro ASA, HopBeKcKaa HedTerazoBaa U MeTannypruyeckas KomnaHua
* Pilz, HemeuKuni nponssoanTENb CUCTEM NPOMbILLNEHHON aBTOMaTM3aLMN

* Hoya, ANOHCKMI Npon3BoaMTENb ONTUYECKOro 0bopyaoBaHMA

* Nyrstar, 6enbrmickmMn ropHO-MeTanypPruyecknii KOMOmHaT

* ASCO, 6enbrumcknin NPon3BoAnTENb aBUALMOHHbIX AeTanewn

* Hexion, amepunKaHCKasa XMMUYECKasa KOMNaHUA

*  Momentive, dMepPUKaHCKaAa XMMn4yeCKaa KOMIMaHmA

* Demant, ,CI,aTCKMVI nponsBoauTe/ib CJIyXxoBbiX arnnapatos

* Rheinmetal, Hemeuknit nponsBoanTeNb BOEHHOW TEXHUKU

* Aebi Schmidt, eBponelickaa mawmHocTpouTeIbHasA KOMNAHUA



Ataka Norks Hydro

Norsk Hydro ASA — HopBe)KcKas HedTerasoBasa u
meTannyprmuyeckaa komnaHua. 40 ctpaH, 35000 yenosek

MapTt, 2019, Ataka wudposanblmnKka LockerGoga y ,
NMocneacTeuA: 0 c -

: e Q & 00 P : QQ
* 3apaxeHo 11 000, 3awmndposaHo 2 700 MK § g
e 3aparkeHo 1000, 3awundposaHo 500 cepsepoB L ERONE. T
* 3aBoAbl NepeBeseHbl Ha py4yHOe yrnpasaeHue ) y

*  Yuwepb: Ql: $40 mnH, Q2: $S30 maH

,,,,,,

CrpaxoBoe Bo3melleHue: $3,6 MH
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[TonnTnyeckune 3aaBaeHnA o Knbepartakax

* 3aasneHunA CLLUA o roToBHOCTM aTakoBaTb KpUTHMUECKYHO MHPpPAcTYKpyTy Poccun (New York Times)
* 3assneHuna CLUA o PoccMMCKMX aTaKax Ha K KpUTuYeckyto nHepactpyktypy CLUA (DHS/CISA)
* 3asABneHUA BeHecyanbl o knbepatakax CLUA Ha aHepreTuKy cTpaHbl (CLUA onpoBepraer)

» 3aasneHua CLLUA o KnbepaTtakax Ha cucTeMbl yrnpaBneHnem BoopykeHnem Mpana (MpaH onposepraet)



[nobanbHOE peryimpoBaHue

[eHaccambnes OOH npuHana pesonouunto Poccmn no
“MNpoTNBOAENCTBUIO NCNONb30BaHUIO MH(MOPMALIMOHHO-

KOMMYHWKALMOHHBIX TEXHOMOMMI B NPECTYNHbIX Lensx”

Llenbto SBNSIETCA B TOM YMCIE U PELLEHNE BOMPOCOB C
KnbepaTakaMu € TEPPUTOPUN TOCYaapCTB B TOM UMCTIE U

HanpaBfEHHbIX HA KPUTUYECKYIO MHAPACTPYKTYPY

United Nations Asc3manimer.

i ‘% General Assembly Distr: Limited
N 1y v 5 November 2019

\i‘k"‘-a"lé,

Original: English

Seventy-fourth session

Third Committee

Agenda item 107

Countering the use of infor mation and communications
technologies for criminal purposes

Algeria, Angola, Azerbaijan, Belarus, Bolivia (Plurinational State of), Burundi,
Cambodia, China, Cuba, Democratic People’s Republic of Korea, Egypt,
Eritrea, Iran (Islamic Republic of), Kazakhstan, Lao People’s Democratic
Republie, Libya, Madagascar, Myanmar, Nicaragua, Russian Federation,
Sudan, Suriname, Syrian Arab Republic, Tajikistan, Uzbekistan, Venezuela
(Bolivarian Republic of) and Zimbabwe: draft resolution

Countering the use of information and communications
technologies for criminal purposes
The General Assembly,

Noting that information and communications technologies, while having
es for

enormous potential for the development of States, create new opportuni
perpetrators and may contribute to a rise in the levels and complexity of crime,

Noting also the potential risk of the misuse of emerging technologies, including
igence, while recognizing their potential in preventing and combating
the use of information and communications technologies for criminal purposes,

Cancerned by the increase in the rate and d
I world and their impact on the stability of
enterprises and on the well-being of individuals,

ty of crimes committed in the
Linfrastructure of States and

Recognizing that diverse criminals, including traffickers in persons, are taking
advantage of information and communications technologies to carry out criminal

Stressing the need to enhance coordination and cooperation among States in
combating the use of information and communications technologies for criminal
purposes, including by provi
their request, to improve national legislation and frameworks and build the capacity
of national autho s to deal with such use in all its forms, including its prevention,
detection, inv ation and prosecution, and emphasizing in this context the role that
the United Nations, in particular the Commission on Crime Prevention and Criminal
Justice, plays,

ing technical assistance to developing countries, upon

'y
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MaclTtabHble exxerogHble Kubep yyeHus

* NATO Cyber Coalition @@ éﬁng[()ESD

e NATO CCDCOE Locked Shields

 NERC'’s Grid Security Exercise (GridEx) G rid Ex v

GRID SECURITY EXERCISE 2019

* SANS Cyber Situational Training Exercise (Cyber STX)
* Singapore (CISS) Critical Infrastructure Security Showdown

e The Standoff

SUME  CiSS

SINGAPORE UNIVERSITY OF

TECHNOLOGY AND DESIGN Critical Infrastructure Security Showdown
2019




MwupoBble pacxoabl Ha KnbepbesonacHoctb ACY TT1

Figure 1. OT Security Stand-Alone Products and Services Spend (in Millions of U.S. Dollars)

TOM-3 NOCNEACTBUA KNBEPUHLUIMAEHTOB,

OT Security Stand-Alone Product and Services Spend* B POMLLITEHHEIX OPTAHMHBALIAS:
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* Not including traditional IT security spend such as firewalling equipment or endpoint security tools
ID: 384379
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https://www.gartner.com/en/documents/3956240 https://ics.kaspersky.ru/the-state-of-industrial-cybersecurity-2019/
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