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IBM Guardium

« 3adeMm HyxeH Guardium ?

» O0630p pelleHns

* WHTerpauusa c npogykramu IBM Security
*  YHUKanbHble 0COBEHHOCTH

« PesynbraThl BHEOPEHUS
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[locTaTO4HO N TPAAULMOHHbBIX KOHTPOMNEen?

e (070 b,
|

1. BHyTpeHHue yrposbl
2. BHelwmHwue yrpossbl
3. Perynartopsbl
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3ayem HyxeH Guardium ?

Yrposbl

« HeaBTOpM30BaHHbIE N3MEHEHUS
* [NpenoTBpalleHme yTeyek AaHHbIX

HopmaTtunsHble TpeboBaHUS

* YnpolieHne n asTomaTtmsaums npoLeccos
» CokpalleHne BpeMeHn ayauta

YMeHbLeHne Harpy3sku Ha CYB[]

« 3amMeHa HaTUBHOro ayauTa
» CokpauleHue 3atpart!!!
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PeweHune IBM Security Guardium

IBM
Security

Guardium

AHanu3s ApanTtauus K
n OTyeTHOCTb U3MEHEeHUSAM

KoHTponb n 3awmTa
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[lopgaeprkka pasHbIX CUCTEM

Applications Data Warehouses Big Data Environments

==== CICS = TEET | === Netezza PureData for 4
==== WebSphere = == === Analytics DB2 BLU (ﬁ- @-
ORACLE

) ORACLE' @ i

? T I— infoSphere
gaml Server EXADATA Siglncights Il :
CouchDB
| ERADATA cloudera
orAcCLE MSYBASE ‘ W
®

E-BUSINESS SUITE

_ S
R (4 Greenplum DB Hortonworks

Web Apps MysoL .
HH Pt Pivotal

cassandra
Cloud Database Enterprise Files
Environments Tools Content Managers

SOFTLAY=R Open Archival VSAM @
/08 Datasets

Master Data O Microsoft: Office

Management ;. SharePoint AR ﬁ ,
Data Stage Windows [

)

=y iamazon

Windows Azure

€ BV security
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MoHuTopuHr b1 B peanbHOM BpeMeH!

Application Servers

W=
. IBM InfoSphere '
m SYBASE Guardium greSaLl
- )
o [ERADATA ' ™ N NETEzZA'
g Mysau

Database Servers

@
Guardium Host Based Probee™ .
(S-TAP) Guardium Collectors
« [lpooymaHHasa apxutekTypa * He nonaraetcsi Ha norun B B[l, koTopble
* YHMBepcasribHOE peLleHne ang pasHbixX MOryT ObITb CTEPTHI
CcYbA « [leTanbHble NONUTUKN U ayauT

» 100% KOHTpOSIA, BKNtoYas NokasibHbI - ABTOMatuyeckasi oT4eTHOCTb (SOX,

noctyn DBA PCI, NIST, nt.4.)
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Guardium ¢ TOYKM 3peHUA Nonb3oBaTens

[ [Monutmnka 6e3onacHoOCTHU J

O

Guardium

%
%

[ OT4eTHOCTb J [ NHUunaeHT meHegxep J

(|

Radar’

SIEM
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[TonuTtuka 6e3onacHOCTK (NpaBua MOHUTOPUHrIA)

« CocTonT 13 npasun

o MOXXHO ncnonb3oBaTb HECKOSMbKO MOSIUTUK

« Habop BcTpoeHHbIx nonutuk (PClu 1.4.)

« MoxeT ObITb cchopMMpoBaHa aBTOMaTUYECKU

« MpaBuno — kputepun cpabatbiBaHUS N peakLum

. [paBuna Tpéx TMNOB:
- focTtyn (3anpochbl)
- n3prie4yeHmne (oTBeThI)

- UCKnoYeHne (oLwmnodKn)

1BM InfoSphere Guardium

Open ¥ Task Launcher
Describe your business environment, assgin security policies, assess current vulnerability, and setup compliance reparting processes. Learn Mare
3 Automatic Configuration started at 02/15/2013 03:11 PM | Tasks: 2/5 | Completed: 32% | Alerts [)

L |

toring  Change leged ive  Policies Vulnerability
* ¥ Al Datasources (87) bled iting ser Assigned  Assessment  Cor ce
+ ¥ Discovered (0) b > 24 234
+ ¥ Unassigend (87) m =
t/ 10 23
o 0
- 0
9 0
& 234
& 752
-3
@
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OueHka yassumoctun b1 (Vulnerability Assessment)

 [lononHuTenbHbIA MOOYIb

= [BMInfoSphere Guardium 20 @) vernete v ® AH alrinmg3 6330 BOIo0 COCTOAHUA

MNAME LOCATION

0 . » HactpanBaemble TeCTbI
iscover Sensitive Data  Repont Buider Setup > Reports > Repor Builder
Report Bullder Manage > Reports » Report Bullder N CKpV"_ITbI OC, SQL-SaI'IpOCbI K CyED”

Discovery Workflows Report Buildsr Discover » Repors » Repor Builder

s
Report Builder Hden = Reponts > Report Builder ¢a MJ-I bl e

lest
Rport Bullder Inveshigate » Riport Busder

'n‘::s:am Report Builder Reports » Rapod Configuration Tools > Report Builder . * I_I p O B e p K M :
> KoHdurypauma CYb[

> @annbl OC
> AKTnBHOCTbL B CYB/[]
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Guardium nHterpaumsa c npogykramu nMHenKn Security

* Guardium coobwaet 06 nHumageHtax B Qradar
QRadar gononHseTt nHopmaumen ns opyrmx UICTOYHNKOB
MNMpeumywecTBa: NonHaa kKapTnHa HUMOEHTA

« Guardium ckaHupyert yassmumoctn bl n nepepaet B QRadar
MNMpenmyuwecTBa: Bce yA3BMMOCTU B €4UHOWN KOHCOSN
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YHuKanbHble 0cobeHHOCTN — AHOMAanbHasa akTUBHOCTb

IBM InfoSphere Guardium AHamaneHbie Yyacel
nomeyaromca KpacHeim u
MHeameim ysemom. Haxcamuem
MOX(HO nepelimu K omyemy.

QP T x @ 1Day v | View vy
Where OAcivity Outhers: QHigh O Medum Zoom [=|/-| Hide [x

Source Program: 256

View QuickStart Monitor/Audit Discover Assess/Harden Comply Protect Capture/Replay BT m i)

Search, browse, and fiker information about monzoredobjects systams, and users, Leam More

Server EX)

Datasource Type: 6

Database Name: {35
What
Object 2054 Activity Outliers Errors Alerts Violations
Verd
Summary by Datsource
Who +)
OS User 5023 ) Server Database DB Type SourceProgram DB User OS User Client Hostname ClientIP Verb Object When
Database User:  54s
Chent IP p 9.148.11.1  DBNAMEL D82 PROGL AABRAMS AABRAMS Namel 9.234.22.9  SELECT SURPRISE 07/26/2013 02:55 am
Chent Hostrame: 4a5¢ > 9.148.11.1  DBNAME2 D82 APPABC ABRAMS ABRAMS Namel 9.234.22.9 SELECT SURPRISE 07/26/2013 02:55 pm
When 9.148.11.2  DBNAME3 Oracle APPNAME ABRAMS ABRAMS Namel 9.234.22.9 SELECT OBJECT1, OBJECT2 07/26/2013 02:55 am
Date/ Time 24 > 9.148.11.2  DBNAME4 D82 DFD234 SMITH) SMITH) Namel 9.234.22.9  INSERT OBJECT3, OBJECT4 07/26/2013 02:55 pm
Exception 9.148.11.3  DBNAMES Hadoop PROGL JSMITH JSMITH Namel 9.234.22.9  SELECT SURPRISE 07/26/2013 02:55 am
Error Type: 12 > 9.148.11.3  DBNAMES DB2 APPABC SMITH SMITH Namel 9.234.22.9  SELECT SURPRISE 07/26/2013 02:55 pm
Ot Typa 9.148.12.1  DBNAMEL DB2 APPNAME BONNER BONNER Namel 9.234.22.9 SELECT OBJECT1, OBJECT2 07/26/2013 02:55 am
Violation 200 >
Alerts 25 > 9.148.12.1  DBNAME2 D82 DFD234 BONNER BONNER Namel 9.234.22.9  INSERT OBJECT3, OBJECT4 07/26/2013 02:55 pm

 [lonck aHomanbHOro noseaeHnsa B 6OMbLLOM KONMYeCcTBE AaHHbIX
 AganTuBHbIN ANHAMWNYECKUX anropuTtMm Ans MogenmpoBaHus
lwabnoHa noBegeHus noctynatLwmx gaHHblx (Machine Learning)
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YHUKanbHble 0COOEHHOCTU — [INHAMMNYECKOE MacKMpoBaHMe

MacknpoBaHne 3Ha4YEHNI
YyBCTBUTESbHbIX JAHHbIX —
3aMeHa 3Ha4ye™™ ™

[[OpU30HTaNbLHO — MO CTPOKaMm
BepTunkanbHO — NO KOMTOHKam

Bo3MOXHOCTb ncnonb3oBaTb
NPOAYKTUBHbIE laHHbIE OJ14
TECTNPOBAHUA

OrpaHnyeHne npocmoTpa ans
orneparopoB AaHHbIX

© 2019 IBM Corporation
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MacknpoBaHue pasHbix gaHHbIX (Hive, BigSQL, SQL)

1 i Data Pattern ([0-9][0-9][0-9])~([0-9][0-9])-[0-9][0-9][ | (e} Replacement Character | *

Extrusion Rule Definition

Sql Pattern R
Rule #1 of policy Hive redact policy

Time Period B o)
Description | guardium://SSEC_NUMBER Hive SSN Record Rule | Minimum Count 0 Hesetinienal)l 0 miutcs

o Quarantine for 0 minutes  Matched Returned Data Threshold | O Rec. Vals

Category B Classification

Actions

® = REDACT
Add Action

MackupoBaHHble gaHHblie Hive B Hue/Beeswax

— credit_card_details.name credit_card_details.cc_format1 credit_card_details.cc_phone credit_card_details.cc_ssn
0  "John Doe' 0001 '370-008-1224' e 842"
1 ‘Jane Doe' R 0002" *370-800-6880' T &
2 ‘John Smith’ )04 '333-666-4444' e 8412

MackupoBaHHble faHHble Hive B KOMMaHOHOW CTPOKe

0 cl1-0 t *
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BbiGop MMpPOBLIX NNOEPOB pbiHKA

8 ns Ton-10

5 n3 Ton-6

4 n3 Ton-4

8 n3 Ton-10

3 13 Ton-4

3 n3 Ton-3

2 n3 Ton-3

baHkoB

CTpaxoBbIX KOMMaHUN
MeanumnHckmnx opraHmsaumnm
TenekomoB

ABTO nponssogunTenemn
[TlponsBoauTerien HanUTKOB

CeTen marasmHoB
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BbiGop MMpPOBLIX NNOEPOB pbiHKA

oY
CI t I HSBC m GE Money Bank IC BC @ JPMORGAN CHASE & CO.

. C@nnzpnnm Allianz @)
vndufone

MRDSEHDEI’ g NTTCommunications g:? Bankof Tokyo MitsubishiURS - §

An AXA Investment Managers Compaimy

) BARCLAYS B 50CETE GENERALE

TOYOTA
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Bbibop nugepos pbiHka Poccun n CHI

b -
@it @ \VimpelCom Q

HaunoHanesHeli
® CraHpapr

—— € MeraooH QIWI

NP2 PASHA
3 I MTC £ bant

KPEANTHbBIVN
BAHK

TELE2

ﬂ MpuearbaHk
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BHenpeHusa B PP - Tenekom

€ 0 b & ¢ b ¢ ¢ ¢ e B

KT0: 4 KpynHenwmnx oneparopos cotoBoun cBdaA3n PO

3agava: 3aumTa nepcoHanbHbIX AaHHbIX aDOHEHTOB B cooTBeTCTBMU C ©3-152
Cpeabl: pacnpegenérHble LUJOL (ocHOBHOW - pe3epBHbIN)

CYB/[: Oracle, MS SQL Server

OC: Solaris

MpunoxeHus: 6unnuHr 1 CRM-cuctema

Pe3ynbrar:

MoHuTopuHr goctyna kK obbektam b/l ¢ INH B npnBegeHHbIX cuctemax
MoHUTOpPUHI cobbITHN BesonacHOCTH (OLLMBOOK, HeyaaYHbIX BXO40B)
KoHTponb gencTtesnm agMmMHUCTPATOPOB U pa3paboTynKkoB

NHTerpauus ¢ cuctemamm moHntopuHra b (SIEM)

OnoselyeHnsa o6 nHumaerHtax Nb

B0O3MOXHOCTb NpUMEHEHNST €ONMHOWN NONMNTUKK Be3onacHocTu Ha Bce CYB[]

© 2019 IBM Corporation
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BHenpeHunsa B PP - baHku

@ KT0: KpYnHbIN PO3HUYHBIN BaHK, KpYNHbIN YHUBEPCanbHbIN BaHK, KpYMNHbIN
YaCTHbIN BaHK

3apgava: npoxoxgeHue ayouta PCI-DSS n $3-152

Cpeabl: pacnpegenénHble LO/L (OCHOBHOW - pe3epBHbLIN, BbICOKast 4OCTYMNHOCTb)
CYB[: Oracle, Teradata

[MpunoxeHns: npoueccunHrosad cuctema, CRM-cucrema

Pe3ynbrar:

YcnewHoe npoxoxaeHne ayguta PCI-DSS

MoHuTopuHr goctyna Kk obbektam b1 ¢ NOAH B npMBeOEHHLIX cucTEMax
MoHUTOPUHI cobbITUN Be3zonacHOCTM (OWMBOK, HeydaqHbIX BXOL4OB)
KoHTponb AENCTBUIN agMUHNCTPATOPOB 1 pa3padboTyMKoB

A N N " T SO S W

KOHTpOSIb 4ENCTBNN KOHEYHbIX MOSib30BaTeNnemn nNpunoXxXeHum

OTcyTtcTBrne nameHenumn 8 CYb/[
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JlvueHsnpoBaHue

 HoBas yrnpoLweHHasda cuctemMma niMmueH3InpoBaHNA —

OA4WH napT Homep!

« Heobxoaumo noacyMTaTh KONMYECTBO CEPBEPOB

&

Ha KOTOpbIX ycTaHoBreHbl CYB/,

dusnyeckme 1 BUpTyarnbHble

&

* Wcnonbayetcsa cuctema Resource Value Units (RVU)
OCHOBaHHada Ha KornunyecTtee

Managed Virtual Servers (MVS)
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Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside

your enterprise. Improper access can result in information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks
on others. No IT system or product should be considered completely secure and no single product, service or security measure can be completely effective in preventing improper use or access.
IBM systems, products and services are designed to be part of a lawful, comprehensive security approach, which will necessarily involve additional operational procedures, and may require other

systems, products or services to be most effective. IBM DOES NOT WARRANT THAT ANY SYSTEMS, PRODUCTS OR SERVICES ARE IMMUNE FROM, OR WILL MAKE YOUR ENTERPRISE
IMMUNE FROM, THE MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.

THANK YOU B

www.Ibm.com/security

IBM Security

Intelligence. Integration. Expertise.
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