KOA .
UHPOPMALUOHHOMU
BE3ONACHOCTH

m]

25 okTa6pa 2018 1 I_IOLIeMy CKaHepbl y;I:BBMIVIOCTeI;I
r. KazaHb 60nbLIJe He pa6OTaI'OT*

*B 3perblX BED-NPUNOXeHNAX

Noknaguyuk

ANOAP CABVPOB,
KOMMNAHUA SORAMITSU

Telegram: @baydarich

#CODEIB




rocycnyru

focTyn K cepeucam
INEKTPOHHOIo NPaBMUTeNbCTBA

PerncTpaumng

Damnnnn

['apTaHbsiH|

v

LLapnb

\E‘ v [ns rpaxpad v 9 Buibepure pervon

com.mysql.jdbc.exceptions.jdbc4.MySQLSyntaxErrorException: You have an error in your SG
your MySQL server version for the right syntax to use near '[1'apranbs’ at line 1 at
sun.reflect.NativeConstructorAccessorImpl.newInstanceO(Native Method) at
sun.reflect.NativeConstructorAccessorImpl.newInstance(Unknown Source) at
e6t-RelegatinglonstrygtapAscesso pl.newInstance(Unknown Source) at java.lang
Source) at com.mysql.jdbc.Util.handleNewInstance(Util.java:425) at com.mysql.jdbc.Util.get
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BBGQHTG Ha3BaHWe yCnyrm, HanpuMmep: 3arpaHnacnopr, JGTCKMH cajl, BOAUTENLCKOE yAOCTOBEPEHHUE
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KAK PABOTAKOT CKAHEPbI (1)

GET /getfile.php?=myfile HTTP/1l.l1l
Host: example.com
User-Agent: code 1b kazan 2018



KAK PABOTAKOT CKAHEPbI (1)

GET /getfile.php?=myfile HTTP/1l.1
Host: example.com
User-Agent: code 1b kazan 2018

GET /getfile.php?=§myfile§ HTTP/1l.1
Host: example.com



KAK PABOTAKOT CKAHEPbI (1)

GET /getfile.php?=myfile HTTP/1l.1
Host: example.com
User-Agent: code 1b Kkazan 2018

GET /getfile.php?=§myfile§ HTTP/1l.1
Host: example.com

GET /getfile.php?=../../../../../../etc/passwd HTTP/1.1
Host: example.com



KAK PABOTAKOT CKAHEPbI (2)

HTTP/1.1 200 OK
Content-Type: text/plain
Content-Length: 162
Connection: c¢close

nobody:*:-2:-2:0Unprivileged User:/var/empty:/usr/bin/false
root:*:0:0:System Administrator:/var/root:/bin/sh
daemon:*:1:1:System Services:/var/root:/usr/bin/false






1. HENTOHNMAHWE KOHTEKCTA

POST /buy HTTP/1l.1

Host: example.com

[ v. ]
{"ItemId " :123, "ItemPrice :-1337}



HTTP/1.1 200 OK
Content-Type: application/json

e i)

{
‘variants' : |
| "answer": 2, 2 I_IPOEJ-IEMIDI
| "1sCorrect”:false EM3HEC_J‘IOFMKM
{
| 18COorrect :true
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3. MHOI OXOL4OBO4YKA

SAUTU B NNYHbLIN SAIPY3UTb XSS BEKTOP [MPOUN3BECTU NOUCK
KATAJOI HUEPE3 XML TOBAPA

<![CDATA[<script>confirm(document.domain)</script>]]>



4. BSBAMMOOEVNCTBUE CUCTEM

POST /login HTTP/1.1
Host: example.com

User-Agent: Mozilla/5.0 "><img src=x onerror=alert(1l)>

[ oo ]



5. BPEMEHHOW MHTEPBAIJT

GET / HTTP/1.1
Host: example.com

Referer: evil.com



6. UHTYNUWSA

GET / HTTP/1.1

Host: evil.com

GET / HTTP/1.1

Host: example.com.evil.com



7. APYTVE TNMPOBJIEMbI

OLLMOKa - XOPOLLO UNu pa3Hble 3anpochl - KOOUpOBKa W
Noxo OOVNH KOMMOHEHT MHTepnpeTauus
CMNUCOK aarneko
dTdKa npowiyia Ui HeT He MNOMHBbIN
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SDLC

TRAINING REQUIREMENTS DESIGN IMPLEMENTATION

ESTABLISH SECURITY
REQUIREMENTS

USE APPROVED
TOOLS

ESTABLISH DESIGN
REQUIREMENTS

CORE SECURITY CREATE QUALITY GATES/

DEPRECATE UNSAFE

ANALYSE ATTACKS SURFACE
TRAINING BUG BARS Rt

SECURITY & PRIVACY RISK THREAT MODELING
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STATIC ANALYSIS

VERIFICATION RELEASE RESPONSE
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RELEASE ARCHIVE
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DevSecOps

SECURITY LINTERS & CODE INTEGRATION PENETRATION
ANALYSIS UNIT TESTING COVERAGE TESTING TESTING & VULN
SCANNING
v
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T
PLAN | CODE ) BULD | TEST | ) = RELEASE ) | DEPLOY
‘ ! : ! ! (
A A A A A
SECURITY GIT & IDE STATIC DYNAMIC ACCEPTANCE
TEST PLAN CONTROLS || APPLICATION APPLICATION TESTING

SECURITY
TESTING

SECURITY
TESTING

https://dzone.com/articles/shifting-left-devsecops



DevSecOps: DAST B Mozilla

ZAP Baseline Scan

ZAP Vulnerability Scan

\92}

-

TRAVIS

Travis Cli
S ——ii'famazon
docer web services
GitHub 3
Docker Hub
circleci JETE AWS

Circle Cl

https://www.usenix.org/sites/default/files/conference/protected-files/enigma17_slides vehent.pdf



DevSecOps: npumep AHaekca
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https://www.youtube.com/watch?v=rSp2cpAl4Tc
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