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YI'PO3bl CEFrOHA

APT: unique
0.1 % malware, O-days
9 9 0 Targeted attacks: sophisticated
I % malware

Generic malware
90 % ®



Payment will be raised on
5/16/2017 00:47:55

Your files will be lost on

5/20/2017 00:47:55

About bitcoin
How to buy bitcoins?

Contact Us

Wana DecryptOr 2.0

Ooops, your files have been encrypted!

What Happened to My Computer?

Yourir ant fil

e thaty

‘

Can I Recover My Files?

n
l n

y clicking <Decrypt>

Send $300 worth

ou can recover all your files safely and easily.

sdres have been encrypted.
B [ jles, but don’'t waste your time.
decryption service.

Perhaps you are busy looking for a way to recover your
Nobody can recover your files without our

12t9YDP9wu029|“e guarantee that you can recover all your files safely and easily. All you

1Mz7

Z. Send your Bitcoin wallet
wowsmithl123456@posteon. net.

Nj jHii

If you already purchased your key,

Key:

ID and personal
Your personal

please enter

need to do is submit the payment and purchase the decruntion keu.

Check Payment Please follow the instructions:

1. Send $388 worth of Bitcoin to following addre

Dops? Your files have been encrypted,.

If you see this text, your files are no longer accessible.

Tou Might have been looking for a way to recover vour files.

Don’t waste your timMe. No one will be able to recover them without our
decryption service.

He guarantee that you can recover all your files safely. All you
need to do is submit the payment and get the decryption password.

Visit our web service at caforsszitxgziZnm.onion

Your personal imstallation keyp#l:

ZMCORDgX7o0Koxrakf BMXAloeBt6McH7UE x5 1 +r jJDBhzvGDPpYhNONC iv jUBEGX3wW
YAWZXEUd irzbsD7s IeuKEndRleez+FLaoE 1 flxGsGO2qUOC4Aaxd7KSBT301c0ig
Mc1AVUY +r71X60cIBZe3i17gqNTh1AyKqUK94dANMs I7hlcrC16g2HnxR jH4rF7e
JsFUVaJH+ iwUb¥Y9IM+L jnoMgbSzUJzV3iyZs j7VC0 j4bHTrM093a9pGuyhB58vPY2 1
ZLgEcudkJOFS jUuMbBFN7E8pSyoZ0F4 jZS5KROMSESHNRT6hBBxVB03Geb15KBE jHIY
g iRd0Oda IPSunlMB IJASGkfccbhgTUX7?7R jg==

If you have already got the password, please enter it below.
Password#l:



EXPetr: ocobeHHOCTH

[IlpocheccuoHanbHbIe pa3pabdboTynku

- XopoLwio npoayMaHHasi cxema 3apaXeHus Yyepe3 CTOPOHHUM copT
HecKonbKo 3apaXxeHHbIX CauToB, PaCNpPOCTPOHAIOLWMUX Yrpo3y Ha LerneByro ayaAutTopuio

MHoOXeCcTBeHHble MexXaHU3Mbl pacrnpocTpaHeHus No KopnopaTuBHou cetn(2 1-day akcnnowuTa, Kpaxa
yuyeTtok, WMIC/PsExec)

OauH BitCoin Kowenek — fierko otcreanTb TPpaH3aKuuu

OaouH e-mail gna cBA3U — nerko 3abrnokmpoBaTb

HekoppeKTHO peann3oBaHHbIN MeXaHU3M WunudgpoBaHNA — HeBO3MOXHO pacwudgpoBaTb AaHHbIE

KASPER{KY3



Hawu nccrnegoBaHuUsa U OTKPbITUSA

Stuxnet
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Duqu

Gauss

miniFlame

TeamSpy

Miniduke

RedOctober

Icefog l

Winnti

NetTraveler

Kimsuky

https://apt.securelist.com

Darkhotel

CosmicDuke

Careto/ The Mask

Epic Turla

Energetic Bear /
Crouching Yeti

Duqu 2.0

Naikon

Hellsing

Carbanak

Desert
Falcons

Equation

Animal
Farm

Darkhotel
- part 2

MsnMM
Campaigns

Satellite
Turla

Wild
Neutron

Blue
Termite

Spring
Dragon

Metel

Adwind

Lazarus

GCMan

Poseidon

BE]

Dropping
Elephant

ProjectSauron

Saguaro

StrongPity

Ghoul

Fruity Armor

ScarCruft

X XN K

WannaCry

Blackoasis

ExPeter

Dropping
Elephant

WhiteBear

ShadowPad

Bluenroff
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NWOoeHTN4YHbIe TaKTUKN U MeToAbl MOTyT NoBJieYb 3a COO0OM adOCONMOTHO Pa3HbIN
pe3yrnbTaT B 3aBUCUMOCTU OT OTPaCIu

BUSINESS IN GENERAL

o1 & i

Cash theft Undermining Blackmail, Identity theft
competitors extortion

manipulation

Attack on Manipulation of ] : Espionage Data |
corporate mail server for social : manipulation
clients engineering purposes :

e 28

Manipulation Billing control Restricting availability ldentity theft

of web resources of online services
for phishing purposes

TELECOMS

STATE SECTOR




Ctatuctuka notepsb 3a 2016 rog ot uHumnaeHtToB Ub

HononHuTtenbHble TpaTbl K 3[1
[MoTepsAHHbLIN BO3MOXHOCTH

AyTcopc KBanMpuUUMpOBaHHbIX 3KCNEPTOB

Ywepb penTuHram
Mnap koMMyHMKaumn

KomneHcaunn

Passutne AT cuctem u 3awmThbl

O6y4eHuns

anBﬂequMe HOBbIX COTPYAHUKOB

HononHutensHble TpaTtbl K 3I1
Ywepb pentuHram

lMoTepsiHHbI BO3MOXHOCTH

KpynHble
KOMNaHuu

KomneHcauum
Mnap koMMyHMKaumn
AyTcopc KBanuuUMpOBaHHbIX 3KCNepPTOB

Passutne NT cuctem u 3awmThbl

O6y4eHuns

I'Ipl/anequl/le HOBbIX COTPYAHUKOB

$14K

$13K

$11K

$9K

$8K —

$8K

$10K

$7K

$7K il

$126K

$116K

$106K

$92K

$91K

$86K

$119K

$79K

$77K

[lepepacnpenneHeune Tpygo3artpat UT n b cnyxb kpynHenLlas
4yacCTb 3aTpar Mo pe3ynbTaTy BbISBIIEHHOIO NHUMOEHTA

Results from Kaspersky Lab’s Corporate IT Security Risks
Survey 2016, conducted worldwide by Kaspersky Lab

Base: 926 SMBs/ 590 Enterprises
Suffering At Least One Data Breach

CpegHuu

yuiep6
$86.5k

CpeaHuun
yuiep6



NMPOMELONEHUE U HEXBATKA PEATMPOBAHUA NPUBOAOUT K YBENNTMYEHUIO NMOTEPD

POCT 3aTpaT Ha BOCCTaHOBMNEHWE Npu npoMeaneHnn
C paccrnegoBaHMeM N pearmpoBaHneEM

$ 1092 303

$1 100 000 | - | - \

$1 000 000 '$ 897 055\

$ 864 214
$900 000 | \

$800 000
$700 000 |
$ 555 274
$600 000 | \
$500 000

$ 392 984\
$400 000

$300 000

[NouTn cpasy B TeyeHnun napeobl B TedyeHnn gpHse Heckonbko gHen bonblue Hepenu
(Detection System 4yacoB
In Place)

*Cmé)UI%OCmb 6QCCMaHOoeBJsIeHUA 8 3asUucumMocmu om espemMeHU
HeOOXOO0UMOecO OJIA OOHaPyKeHUA U peacupoeaHUus KASPERSKYﬁ



APT

* Moonlight Maze [Turla]

* WhiteBear [Turla]

* HoBbIN MHCTPpYMeHTapun [Lamberts]
* [Spring Dragon]

 [Black Oasis]

iree ViaeOs and wedinars on ongnt il AL @

Browse communities

Information Technology ~

IT Security

Kaspersky Lab’s summary of,.-;_??i:;;_;-r

APT activity in 2017 =~

Costin G. Raiu
Vicente Diaz

Global Research and Analysis Team (GReAT) - -
Kaspersky Lab

> (0 0001 @

1:05:10 Q)

Rate this Details

Kaspersky Lab’s APT review of 2017: most active groups,

top targets

cente Diaz and Costin Raiu, security researchers in Kaspersk

y Lab’s Global Research and Analysis Team
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YTEYKU OAHHbIX

DOW JONES

ELECTION

Systems & Software
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B3nom 60po KpeanTHbIX nctopumn Equifax

[ToxuwieHo 209 TbiC. KPEAUTHBLIX KapT U
nepcoHanbHble AaHHble 143 MNH. YenoBeK.

HeunsBecTHble NPOHUKIN Ha cepBep.l
komnaHum ewe B mae 2017 rona, HO Ux
NPUCYTCTBME OCTaBariocb HezamMeYyeHHbIM
BNMOoTb A0 KoHua uwongd 2017 roaa.

3M10YMbILLSTIEHHMKM MONYYnn OOCTYN K TaKkon MHpopMaLun, Kak HOMepa CYETOB,
OaTbl UICTEYEHUA CpOKA AENCTBUA KapT N MMeHa aepxartenen. C noMoLLbio 3TUX

cBegeHnn KNOepnpecTynHUKMU MOTYT 3a YYyXKOWN CHET aenaTtb NOKYMKU B UHTEPHET-
MarasmHax u NnpoBopavYmBaTb ApYyrme MOLEHHNYECKMNE CXEMBDI.

OcHoBaHHasa B 1899 roay komnaHus Equifax cobmnpaeT n XxpaHuUT MHopmMaLuio o
bonee yem 800 mmnnmnoHax notpedutenen n bonee 88 MmMNNMoHax KOMNaHUA Mo

BCEeMy MUpy.
KASPER§KY?2



ATAKWU HA LETTO4YKU NMOCTABOK IO

KASPER{KY3



OPYIrOE ®MHAHCUPOBAHUWE

"The ransomware was merely a mechanism to get a large number of people to open a Bitcoin wallet —
and that by itself would drive up the value of Bitcoin."

Bitcoin / Dollar, D, BITFINEX
O H L C

KASPER{KY3
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KnoepnpecTyrnHUKOB
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brnsHec-moaenu npecTynHUKOB

I\/IélWare-és-a—Service Access-as-a-Service



LleneBas aTaK — 3TO NOCTOSAHHbLIU NpoLecc

WCMNOJIHEHUE WU

YCTPAHEHMUE NOAroTOBKA
CNEQNOB
— WN3yyeHune xepTBbI
— [onroe 6esgencreune
Honr il \/ Q — [logroTtoBka cTparternu
— W
3BMNEAEHUS Daliges — BbIbOp MHCTPYMEHTOB
— CoKpbITUE YK
N BbIXO4

LleneBaa ataka MOXeT
ONUTbCA rogamu, U Bce

9TO BPEMSA OCTaBaTbCH
He3amMe4yeHHOoW 3APAXEHUE

PACITPOCTPAHEHUE
— Wcnonb3oBaHue

— [Mony4yeHne yyYeTHbIX JaHHbIX YSI3BMMOCTEN

-
— TMoBbILLEHNE YPOBHS NpaB @ A — MpoHUKHOBEHWE
B NepumeTp

— Establish links

— Move laterally

— KoHTponb



AfanTuBHaA cTpaTerus KoprnopatuBHom 6e3onacHoCTw

NMPOTHO3NPOBAHUE NPEOOTBPALLEHUE
[MTOUNCK YIPOS3 YTPABJIEHVNE PUCKAMW
LleHTp
MOHUTOPWHIA
NB
YIMNMPABNNEHWE MHUMOEHTAMW \ & NOCTOAHHBIN MOHUTOPWHI

PEATMPOBAHUE OBHAPYXEHME



ApanTUBHasA cTpaTerusa KopnopatTuBHOU 6e30MNacHOCTM

NMPEOOTBPALLUEHUE

Security Awareness  Cybersecurity Training Professional Services

Targeted Solutions Embedded Security

[MONCK YTPO3 YINPABJIEHVE PUCKAMU

LleHTp
MOHUTOPUHra

b

YINPABJIEHVE NHUWOEHTAMW | MOCTOAHHBLIN MOHUTOPUHI



ApanTUBHasA cTpaTerusa KopnopatTuBHOU 6e30MNacHOCTM

NMPEOOTBPALLUEHUE

Security Awareness  Cybersecurity Training Professional Services

Targeted Solutions Embedded Security

[MONCK YTPO3 YINPABJIEHVE PUCKAMU

LleHTp
MOHUTOPUHra

b

YINPABJIEHVE NHUWOEHTAMW | MOCTOAHHBLIN MOHUTOPUHI



AfanTuBHaA cTpaTerus KoprnopatuBHom 6e3onacHoCTw

NMPEOOTBPALLUEHUE

Security Awareness  Cybersecurity Training Professional Services

Targeted Solutions Embedded Security

[MTOUCK YTPO3 YINPABJIEHVE PUCKAMI
LleHTp
MOHUTOPWMHIA
Nb
YINPABJIEHUVE MHUWOEHTAMWA \ | MOCTOAHHBLIN MOHUTOPWHI
Kaspersky Anti Targeted Attack Private Security Network

Threat Data Feeds Targeted Attack APT Reports  Kaspersky
Discovery Managed Protection

OBHAPYXEHME



AfanTuBHaA cTpaTerus KoprnopatuBHom 6e3onacHoCTw

NMPEOOTBPALLUEHUE

Security Awareness  Cybersecurity Training Professional Services

Targeted Solutions Embedded Security

[MTOUCK YTPO3 YINPABJIEHVE PUCKAMI
LleHTp
MOHUTOPWMHIA
Nb
YINPABJIEHUVE MHUWOEHTAMWA \ | MOCTOAHHBLIN MOHUTOPWHI
Kaspersky Anti Targeted Attack Private Security Network

Threat Data Feeds Targeted Attack APT Reports  Kaspersky
Discovery Managed Protection

OBHAPYXEHME



AfanTuBHaA cTpaTerus KoprnopatuBHom 6e3onacHoCTw

[MONCK YTPO3

YINPABJIEHVE NHUWOEHTAMK \

Endpoint Detect & Response

Malware Analysis
Digital Forensics

Incident Response

PEATMPOBAHUE

Premium Support

NMPEOOTBPALLUEHUE

Professional Services

Security Awareness  Cybersecurity Training

Targeted Solutions Embedded Security

YINPABJIEHVE PUCKAMU

LleHTp
MOHUTOPUHra

b

MOCTOAHHBLIN MOHUTOPUHI

Kaspersky Anti Targeted Attack Private Security Network

Targeted Attack
Discovery

APT Reports  Kaspersky

Managed Protection

Threat Data Feeds

OBHAPYXEHME



AfanTuBHaA cTpaTerus KoprnopatuBHom 6e3onacHoCTw

NMPOrHO3NPOBAHUE NPEOOTBPALLEHUE
Security Assessment Custom Reports Penetration Testing Security Awareness Cybersecurity Training Professional Services
Kaspersky Threat Lookup APT Portal Targeted Solutions Embedded Security
[MOUCK YTPO3 YINPABJIEHVE PUCKAMI
LleHTp
MOHUTOPWMHIA
Nb
YINPABJIEHUE MHUWOEHTAMWA N | NMOCTOAHHLIN MOHUTOPWUHI
Endpoint Detect & Response Kaspersky Anti Targeted Attack Private Security Network

Malware Analysis Incident Response  Premium Support Threat Data Feeds ~ Targeted Attack APT Reports  Kaspersky
Digital Forensics Discovery Managed Protection

PEATMPOBAHUE OBHAPYXEHME
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