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Agenda

= TekyLaa cutyaums
v'YA3BUMOCTU 1 MPUOPUTETDI
v'Tloyemy Sandboxing

= O630p FortiSandbox
v'Yrto Takoe FortiSandbox
v KntoyeBble KOMMOHEHTbI

« Y10 genaet FortiSandbox oTnn4nTenbHbIM
v'Fortinet Advanced Threat Protection
v'Fortinet Security Fabric

F::RTINET. FAST. SECURE. GLOBAL.



Tekywasa cutyaums

F::RTINET



TpaguunoHHbLIE MeTOoAb! 3aLnTbl HEA P EKTUBHGI

verizon’

verizon’

Email Attachment
Web drive-by

Email link

T
Download malware

*ﬁr 58 cekyHA

N MEHEe Ha 3apaxeHue
opraHusauun BUpyCcom

Network propagation

Crimeware Top 5 Vectorsl

Notes/Sources:

1. Verizon 2016 Data Breach Report.

2. Verizon 2016 Data Breach Report.

3. Enterprise Strategy Group. Cybersecurity Skills Shortage: A State of Emergency. 2016.
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Gartner pekomeHayet Sandbox

Magic Quadrant for Enterprise Network
Firewalls

‘B cTpemneHun 3almnTnUTbLCA oT
e NDOABMHYTOM YrPO3bl, KIUEHTbI
BCe Yalle obpallaloTcsa K CBOUM
nocraBLlMKam bpaHomMayapoB A4
notpedbHocten B Sandbox”

2020, up from less than 5% today.

By year-end 2020, 25% of new firewalls sold will include integration with a cloud-based cloud
access security broker (CASB), primarily connected through APls

By 2020, 50% of new enterpriss firewalls deployed will be used for autbound TLS inspection, up
from less than 10% today.

M
This document was revised on 12 July 2017. The document you are viewing is the corrected
versian, For more information, see the Correcticns page en gartner.com.

ket Definition/Des

ription

The enterprise netwark firewall market represented by this Magic Quadrant is still composed
primarily of purpose-built appliances for securing enterprise corporate networks, Products must be
able to suppert single-enterprise firewall deployments and large and/or complex deployments,
including branch offices, multitiered demilitarized zones (DMZs), traditional "big firewall* data center
placements and, increasingly, the option to include virtual versions for the data center. Customers
should also have the option to deploy versions within Amazon Web Services (AWS) and Microsoft
Azure public cloud environments, and they should see the ability to support Google Cloud on the
vendor roadmap within the next 12 months. These products are accompanied by highly scalable

1. Gartner Magic Quadrant for Enterprise Network Firewalls, July, 2017
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Kak Bupyc octaetca He3aMeTHbIM? YHUKanbHbIN KOA.

99.5%

Of Malware samples are
Unique to an Organization

Probably : Completely Somewhat Very

Continuum

Rgputatnn: Heuristics
File, IP, App, Reputation:

Security Whitelists Email App File, 1P App Blacklists

Technologies Signatures, ro " Signatures

== : Email Generic
Digitally singed Sianatures
files g
Source:

Code

‘Werzon 2015 Drata Bresch Investigations Report, April 2015
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Kill Chain npoaBuHyTOM aTaku

BoTbl UICNONbL3YOT NErMTUMHbIE
IP-agpeca gons obxoaa :
dpunbTpoB. CounanbHas Anti Spam

e e e eeaseans BpeaoHOCHbIN
: _ _ BorbLLO NOTOK Email
: BpenoHocHas Web Filtering onepexaeT peiTUHI
v CChblJlKa web sites

Intrusion Prevention Exploit BpenoHocHbIN

Web Site
A Malware
Seccecccsccsacasccnscssscssscssans Antivirus Command &

Control Center

Bot Commands
& Stolen Data

3awwmndpoBaHHas
nepegava AaHHbIX

App Control/
IP Reputation
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Sandboxing

99.5%

Of Malware samples are
Unique to an Organization

Code Probably , Completely Somewhat Very

Reputation: = .
: Heuristics
Security e ﬁ:rﬁiﬁ : Sandboxi ng Reputation: Blacklists
. Whitelists . File, IF, App, .

Technologies Signatures, o Email & . Signatures
Digitally singed [ Si”"ﬁ“am fE”SE”C
files | | d

Source;

“erizon 2018 Data Bresch Investigations Report, April 2015
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Sandboxing

Anti-spam
S L soan___AADN walcious
Malicious Web Filtering Malicious Emall
v Link
I @orresesescesene . : ' o
4 Intrusion Prevention Exploit Malicious
Web Site

Malware Malware

 eeeececonvccnssnaies . Antivirus Command &

Control Center

X ’
X
3
— /
e
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Bot Commands
& Stolen Data

Bot Commands

& Stolen Data App Control/

IP Reputation
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FortiSandbox
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O630p FortiSandbox

£22 FortiSandbox  3000D

Q. _—
= Scanning Statistics - Last 24 H 4 o %
((I_IeCOL_IHI/IL"a)) aHanm3MpyeT canning Statistics - Last 24 Hours ‘
e FortView S Rating Sniffer Ejawce ggmand Network Adapter Al
OUHAMUYECKYIO aKTUBHOCTb, @ HE 4w fwee @ o 6 o 5w
B Systen s Suspicious - High Risk 15 6 0 0 0 21
CTaTML'IeCKMe anM6yTb|, ﬂ'nﬂ ﬁ' Virtus Machi s Suspicious - MediumRisk 1 0 0 0 0 1
irtual Machine
BbIABMEHUS PAHEE HEUBBECTHBIX B o [Moiem 02 00 0 2
|ﬂ§, Scan Input v
BPEOHOCHbIX NPOrpamMm | o 0 o o
p ﬂ' p p File On-Demand Processed 91 38 0 0 a 859
LT Pending o 0 0 0 0 0
Sniffer Frocessing 0 0 0 0 0 0
Device Total 491 368 0 0 0 859
FortiClient
Adapter = Seanning Activity - Last 24 Hours VA A

Network Share LUI:-l
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KntoyeBblie koMmnoHeHTbl FortiSandbox

Intelligence Sharing » PacnpocTtpaHeHne o6HOBEHUIN B peanibHOM BpeMeHM
+ [ononHseT rmobanbHyto cuctemy

Call Back Detection ' » Onpepgenset KoHeuHyto Uernb u call back
. , * 3yyaeT B peanbHOM BPEMEHU aKTUBHOCTb M MOSTHbIN
Full Virtual Sandbox < .
KU3HEHHbIN LUKMKN parna ans NposiBlieHns1 yrpo3sbi
R — , BbICTPO MMUTUPYET Npegnonaraemyto AesTenbHOCTb
» PacnpoctpaHeHHble OC
Cloud File Query

AV Prefilter

* [lpoBepka penyTtauun danna B rnodansLHoOn cucteme

* [lpuMeHAEeT CUrHaTypHbIM aHTUBUPYCHLIW aHanu3

F::RTINET. FAST. SECURE. GLOBAL. .



UTto nmeHHo FortiSandbox nokasbiBaeT Bam

High Risk Unknown

Mark as clean (false positive)
Received May 20 2016 13:28:32
Started May 20 2016 13:25:35
o Status Done
Call Back Detection Rated 2y VM Engine

Submit Type FortiGate
Source IP 172.20.2.50
Destination IP 172.20.1.50
Digital Signature No e
Scan Bypass Configuration  N/A B Packer NA

B File Type exe

3 DD\.Vr:Zaded From  http://172.20.1.50/2dcee7ca4b00f6a57ef7d561d0b7 7748
More Details WINXPVM1L WIN7X86VM

& Captured Packets =~ & Tracer Package = & Tracerlog & Screenshot

& Behavior Summary & Behavior Chronology Chart

This file visit webpage with certain URL

This file connect to certain IP Addresses

Threat Level

. e
This file has network traffic o -
This file dropped files 122500 128000 | 123500 | 124000 | 124500 | 125000 | 125500 150000 | 150500 15i000 | 154500 152000 132500
Time

® MediumRisk @& LowRisk @ Clean

This file medified files
This file deleted files

ditself after execution

This file tried to delete massive files Suspicious registry

Executable attempt to connect to remo

This file applied autostart registry modifications| | @ StaticAmbsis(1)
& _Files Created (460)

This file spawned process(es)

Thic £ DI e drb corbaio o
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[TlpoaykToBaga nuHeunka FortiSandbox

Hardware Appliances
* 4 models

480 — 3,600 real-world
throughput (objects/hr)

F::RTINET. FAST. SECURE. GLOBAL.

vmware KVM

Virtual Appliances
*+ CPU-based

4 — 792 VMs*

*8 VMs/node and up to 99 nodes/cluster

=:RTINET.

Cloud
Fortinet managed

Supports FortiGate,
FortiMail, Fortiweb

Available as a add-on
service or in a bundle



dopm-bakTop FortiSandbox

Forti§andbox Cloud

s ik I %

FortiSandbox 3500D gy

FortiSandbox 3000D -

— — — T
- e
| e — ——— |

FortiSandbox 1000D

FortiSandbox VM = ——
LJ
b - --=""1
B ¢ | | 02 ] e ] sewewe
Sandboxing Dependson
AV Scanning Dependson Asneeded
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[TogpobHee o FortiSandbox

Network Traffic

1. NoaoepxuBaembie NPOTOKONbI:

e FortiGate Integrated: HTTP,

SMTP, POP3, IMAP, MAPI, FTP, -
SMB, IM and SSL encrypted .

equivalents

e Stand-alone: HTTP, FTP, POP3,
IMAP, SMTP, SMB

* FortiMail Integrated: SMTP

» FortiClient Integrated: All

F:=RTINET.

FAST. SECURE. GLOBAL.

2.

MoppepxuBaembie
TUnbl ¢pannos:

AV Prefilter: all
Full Sandbox: as follows

v" Archived: .tar, .gz, .tar.g,
tgz, .zip, .bz2, .tar.bz2,
bz, .tar.Z, .cab, .rar, .arj

v Executable: PE, .dll, .scr

v' File: PDF, Office, SWF,
Google APKs

v URLs

"\ € O6GBEKTLI HA MHCNEKLMIO

=
Sy
S

PentuHru n obHoBneHus

L — N

3. OnepaumoHHas cpeaa:

Sandbox: Windows XP*,
Windows 7, Windows 8.1,
Windows 10, macOS, Android
IE, Adobe,

Office 2007, 2010, 2013

Custom VM



[Mbkme BapunaHTbl pa3BepTbiBaHMs FortiSandbox

Data Center

Standalone Mode - NaeanbHo

noAXoAUT ANs
MacLwTabupyembix TpeboBaHWUA

M'bGkne BapmMaHTbl pa3BepTbiBaHUSA
Hanbonee nogxogswasa peanusaums 3aBUcuT oT TpeboBaHnm U MHAPPACTPYKTYPbI
[Mo3BondeT 3almiaTb MHBECTULMIA, MOAAEPXKNBASA pasHble PEXMMbI pa3BePTbIBAHUSA MO MePE N3MEHEHNS TpeboBaHMin

BbicTpas nHcnekuusi, pacnosHaBaHve 1 6rnokMpoBka BUPYCOB Npu MHTErpauum ¢ npoayktamu Fortinet

Branch Offices
~ (Distributed Enterprise)

Headquarters
(Enterprise Core)

Distributed Mode - NaeanbHo

Integrated Mode - NaeanbHo

noaxoauT Ang 3alWuThL B

NOAXOAUT ANS LieHTPanbHOro
pacnpepneneHHoM cpeae

WAFO3a C NMOTOKOBOW 3GLLMNTOMU

F::RTINET. FAST. SECURE. GLOBAL.


https://catalog.fortinet.com/forticatalog/catalog/product/show.do?family=FortiMail

Fortinet Advanced Threat Protection Solution

F::RTINET



NHTerpmpoBaHHas 3awymta oT npoaBuHyThIX yrpo3 ansa Cetu, MNouThl,
Beb n KoHeyHbIX ToYek

* WUHTerpaumsn c FortiGate, FortiMail,

FoO I'tl San d b OX FortiWeb, FortiClient n He-Fortinet

Advanced Threat Detection KOMMNOHEHTaMmM 06e30nNacHOCTH an4d
3alWnTbl OT BCEX BEKTOPOB aTakn

Firewall SEG

 ABTOMaTM3auuAa 3alUUTbl OT NMPOABUHYTbIX
aTak

* Jlyywme npoaykTbl 6€30NacHOCTU
COrfacHoO He3aBUCUMbIX CTOPOHHUX TECTOB

Jz J¢ MpoeHTudurkaumsa n pearmposaHue Ha BUPYCbI-
Advanced S " v
Q Q Q BbIMOraTenu, (ULLIMHT 1 LierieHanpasneHHbIe aTaku,
Threat | ) — = KOTOpPbI€ MOTYT NMPUBECTM K HAHECEHMIO (DUHAHCOBOTO M
|
Protection penyTaLuoHHOro Bpeaa opraHnsaLmm, NpocTosMm,

i i Cloud
Appliance Virtual HOPMAaTMBHbLIM CaHKLMAM U T. [.

FortiSandbox
F::RTINET. FAST. SECURE. GLOBAL.



[Monb3a FortiSandbox

angaLonarreod

NPOLLUEALIEE BPEMA
OGHapyxeHue Tonbko «necoYyHuua»
CNyYyanHbIX 3/IeMEHTOB O6HapyxeHune
(pearnpoBaHue B cpegHem n pearnpoBaHue (QHewn)
yepes 229 oHen)
F:=RTINET. FAST. SECURE. GLOBAL.
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[Monb3a FortiSandbox

angaLonarreod

NPOLLUEALIEE BPEMA
O6HapyxeHue TONbLKO «MNecovHULa» MecoyHunua + NGFW MecoyHunua
CNyYauHbIX 3/IEMEHTOB OOGHapyxeHue obHapyxeHune + SEG/EPP
(pearnpoBaHue B cpeaHeM N pearnpoBaHue (OHen) n pearnposaHve npegoTepalleHme
uepes 229 aHen) (MUHYT) (cekyHn)
F:=RTINET. FAST. SECURE. GLOBAL.

21



#1 Ncnonb3oBaHue ATP: NGFW + Sandbox

X Internet £7F FortiGate 1500D FGI1K5D3114803356
@ Dashboard A External Security Devices
s FortiView >
(2 HTTP Service
4 Metwork >
In. System . P SMTP Service - FortiMail
Administrators Enable sandbox inspection
Admin Profiles FortiSandbox type  [Eelpiszle @ e [EN e FortiSandbox Cloud
Settings Server 1721712 Test Connec tivity
HA Notifier Email | |

FortiSandbox
» FortiSandbox returns ratings and updates

» FortiGate admin quarantines device, FortiGate starts blocking
new threats

F::RTINET. FAST. SECURE. GLOBAL. B



#1 Ncnonb3oBaHue ATP: NGFW + Sandbox

X Internet £25 FortiGate 1500D FG1K5D3114803356
@ Dashboard A External Security Devices
s FortiView >
(2 HTTP Service
4 Metwork >
In. System . P SMTP Service - FortiMail
Administrators Enable sandbox inspection
Admin Profiles FortiSandbox type  [Eelpiszle @ e [EN e FortiSandbox Cloud
Settings Server 1721712 Test Connectivity
HA Notifier Email | |

Source File Nare Status = Submitted
Sources 172202150 0Da3a5a09dbcadb7301034068bfe8206 . Pending 04/04/2016 21:00:00
Destinations 172202151 0003a5a090bcadb7301034068bleb206

Interfaces. 17220250 000325309 dbcadb 730103406 0bfed206
Pollcies 17220250 013916697d38a2118397364cicP94819

'3 Orill Down to Detalls
A Quarantine Source Address (172.20.2.50)

» FortiSandbox returns ratings and updates

» FortiGate admin quarantines device, FortiGate
starts blocking new threats

=:RTINET. FAST. SECURE. GLOBAL. B



#1 Ncnonb3oBaHue ATP: NGFW + Sandbox

amn
=== FortiSandbox 3000D

()
K Internet

Q A [# Edit [ Delete [ B Malware Packages = URL Packages
& Dashboard
Device Name Serial M
I8 FortiView > smtpl FE200D3A15000024
4 Network > smipi:root FE200D3A15000024
& System ,  FGIK5D3114803356 FGIK5D3114803356
FG1K5D3114803356:root FG1K5D3114803356
@ Virtual Machine >
FGT_300D-54 FGT3HD391580147%
& Scan Policy >
M Scanlnput b
28 FortiGate 1500D  FG1K5D3114803356
@ Dashboard A Edit AntiVirus Profile
|4 FortiView >
Name default
% Network > .
Comments | scan and delete virus -
£ System >
Detect Viruses  [ElBed Monitor
B Policy & Objects >
& Security Profiles ~  Inspected Protocols
AntiVirus HTTP ©
Web Filter SMTP €©
DNSFilter POP3 ©
. . Application Control IMAP ©
» FortiSandbox returns ratings and updates Goupcsnty || W1
Intrusion Protection :LPTP z
Anti-Spam
1 H ' . . Data Leak Prevention Inspection Options
» FortiGate admin quarantines device, FortiGate e o || T Wi Bcalsn A s Vs
5 FortiClient Profiles @
starts blocking new threats e ©
SSL/SSH i

RTINET. FAST. SECURE. GLOBAL. B



#2 icnonb3oBaHune : SEG + Sandbox Hold and Analyze

Internet FortiMail 200D
m Mail Quewe | Dead Mail FortiGuard Outbreak Protection =00 LTS
System Status c', 'Rl Dage f1| » | Records per page: |50 !
HA E h Mail Queus Mailbox

-l! ’ ’ Qusrantine
Maini

= Quarantine or Deliver based on result

= Send URLSs as well as attachments

F::RTINET. FAST. SECURE. GLOBAL. B



#2 Vlcnonb3oBaHue: SEG + Sandbox

Internet FortiMail 200D

m Mail Quewe | Dead Mail FortiGuard Outbreak Protection

System Stsfu 4 4 1 1| ¥ #| | Record : |50
-q-" Eh c Pagelt |y s per page

Mailbozx
Qusranting Current

FortiSandbox

E

FortiMail 200D
Monitor FortiSandbox
~ ] FortiSandbox Inspection [Statistics...]
Maintenance
FortiBandbax type: @ Applisnce () Cloud
System Server name/IP: 1724712
Encryption Test Connection |

Mail Settings Motification email

HEN Statistios intervsl 5 (minutes)
I- i el Scan tmeout 0 (minutes)

Bieafile, Sean result expires . |50 (minutes)

AntiSpam Sean mode: ®) Submit and wait for result () Submit only

e e Windows executable
File Signature q ke &

¥ Microsoft Office document.
M roF

Adobe flash

Log and Report ] JavaSeript

Email Archiving

R oo

= Quarantine or Deliver based on result
= Send URLs as well as attachments

=:RTINET. FAST. SECURE. GLOBAL.
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#3 Ncnonb3oBaHue : Client + Sandbox

Internet

I
L\

» Hold for Rating or Install and Quarantine

» Receive FortiSandbox Updates to Block

RTINET. FAST. SECURE. GLOBAL.

£0% FortiGate 15000 FG1K5D3114803356

-——

@& Dashboard

|a FortiView

< Network

& System

B Policy & Objects

Iﬂ Security Profiles
AntiVirus
Web Filter
DNS Filter
Application Contral

Cloud Access Security
Inspection

Intrusion Protection
Anti-Spam

Data Leak Prevention

Web Application Firewall
FortiClient Profiles

D. Oicis

~

Edit FortiClient Profile

| o255

Profile Name default
Comments ‘ Write acomment...
On-Net Detection By Address \ Click to add... v

Security VPN Advanced Mobile

© AntiVirus €

Realtime Protection
Scan File Downloads €%
Scan with FortiSandbox

oo llo]

FortiSandbox IP

Wait for FortiSandbox results € @D
Use FortiSandbox signatures €@ (D

Block malicious websites
Block attack channels €%
Scheduled Scan
Excluded Paths

GUoev

27
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