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OTYETHOCTb B KOHTPONMUPYIOLLIME OpraHbl

SaaS
Software for Business KCOHTYP.QoKYC

[lpoBepKa KOHTpAreHToB

KnnMeHToB: 2 MJIH.
LLTaT: 8500 yen.
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ONEKTPOHHbIN Byxrantep




- DDo0S

- YA3BMMOCTWU
- Pentest (Red Team) / Ayaut / BugBounty
3 b - VIHCTpyMEHTHI
allmra web- - MaccuBHbIN ckaH pennukn Tpaduka
NMPUITO>KEHNA - AKTMBHbIN CKaH Ha aTane TeCTUMpOoBaHUA

- OWLIMObKKM B Noruke

- AyTeHTndukaums / ABTtopmsauyms
- Cou. nHxeHepus
- ba3sbl NorMHoB 1 Nnaponewn
- [lepebop no crioBapsam
- SSO
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e JTorm MOHUTOPATCA B O2IM3KOM K peaibHOMY
BPEMEHM

* /lorn cobupatoTca U aHaIM3NPYIOTCA eXKeAHEBHO

e Jlorn cobuparoTca n aHaNU3UpPYOTCA
eXKemecsyHo

e Jlorn cobupatoTcs, HO N3y4atoTCA TONbKO B
c/y4yae MHUMAOEHTa

e /lorn cobupatoTca, XpaHATCA, HO He
aHANN3UPYIOTCA

e J/lorn He cobupatoTca




K XPaHUTbL?

K aHann3npoBaTb?
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- TekcToBble hannnku

- CYb/[

- ELK
- Elastic
- Logstash
- Kibana
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Cloudflare

Http Analysis Pipeline

New Pipeline Architecture

4. Cloudflare Central Datacenter
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select UserName, UserAgent
from exchange logs
prewhere Date between

and HttpStatus = .

and ClientIp not like

and ClientIp not like
where UserName = zimarev’
group by UserName, UserAge
order by maxDate desc

limait

microsoft+office/16

0c/16.0.4471.1000+ (s

microsoft+bits/7.8

0c/16.0.4456.1001+(:

microsoft+office/16

"I.!

92.33.212.52

MHdopmauusa oo IP

H o H M W W K

=

NetRange:
CIDR:
NetMame:
NetHandle:
Farent:
NetType:
Originds:

Organization:

FegDate:
Updated:
Ret:
Orghlame :
Orgld:
Address:
City:
StateProv:

PostalCode:

Country:
RegDate:
Updated:

ARIN WHOLS data and services are subject to the Terms of Use
available at: https://www.arin.net/resources/registry/whois/tou/

It yvou see inaccuracies in the results, please report at
https://www.arin.net/resources/registry/whois/inaccuracy reporting/

Copyright 199/7-2819, American Registry tor Internet Numbers, Ltd.

52.32.8.8 - 52.63.255.255
52.32.8.8/11

AT-88-2Z

NET-52-32-8-8-1

METS52 (MNET-52-6-2-8-8)
Direct Allocation

Amazon Technologies Inc. (AT-88-7) O
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hittps://rdap.arin.net/registry/ip/52.32.0.8
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418 Terry Ave [N

Seattle

WA

58165

Us

2011-12-88

2817-81-285

(ClientIp)




- OTO NoBoOA4 AJ151 Pa3roBOPOB

- [loCMOTpPETL MO CTOPOHAM
- YTto B mupe?
- Yto B oTpacnn?
- YTo B KOMNAHUN?

N 4yTO Tenepb?

- ['lnaH meponpmnatun

- VIHCTpyMEHTHI
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WebSec. Exchange Logs -

\C

Exchange logs count
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- MOHUTOPWHI 1 ONOBELLEHUSA

- [ loBeageH4YecKkne 3BpUCTUKA

? .

{70 Janblue’ - PenTtunHroBble moaenu

- Koppenauuu

- [lpoakTnBHAaA 3awWuTa
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JBPUCTUKHU




KomaHAaa

[leHTecTepbl Pa3paboTyunku
AHaANUTUKN DevOps
Odunuepbl 6€30nacHOCTH MeHexepbl




be3onacHOCTb — 3TO aTpPUOYT KadyecTBa
YuutbiBanTe cneunqpuky
NB MIHCTPYMEHTbI — He rmaBHoe
Pactute komaHay
BbicTpamBanTe OTHOLLEHUA C Konneramu

DopMUPYynTE KYNbLTYPY. TO HE ObLICTPO.
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#CODEIB

Zimarev@kontur.ru
+7 912 468 52 98
facebook.com/pavel.zimarev
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