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Artifact Kit

Cobalt Strike uses the Artifact Kit to generate its executables and DLLs. The Artifact Kit is a source code
framework to build executables and DLLs that evade some anti-virus products.
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CKpbITble aTtaku n aHTu-yknoHeHue (sandbox evasion)

HeTekT 3agepxkKa UcrnosiHeHus GUI - cucrtemMHble GUI -
BUpPTyanusaumm (MUKpO-3aaepXKn) 9NMEMEHTDI CTaTUyHble
306 paxeHus
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[MepenmeHoBaHue YcKkopeHue, OTMeHa IMynaums KomnbloTepHoe

U COKpbITUE 3a/1epXKu nonb3oBarens 3peHue, pacno3HaHue

apTedakros BM (MUKpoO - Manas 4acTb) (eanHuLb) GUI (Tonbko tLab)
(MHOrmne pelueHun)

Pe3ynbTaT: HekoTopblie BUabl yrpo3 MOXET OOHapyXuTb TONbKO tLab




[MpoTuBogencreue: BIM1O Ha cTaTUYHbIX N306paxeHun
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A MS SharePoint Designer 2010

] (* Choose the installation you want

Please choose your preferred type of Micrgsoft SharePoint Designer 2010
installation below. »
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« CroxHble punbTpbI
* oeHTudunkauma MHOroyrosisHUKOB
* lcnonb3yTCcA TONILKO OUrypbl HE

coaepxaiime gpyrue urypsl
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Ooops, your files have been encrypted! (Russisn |

-+ Wana DecryptOr 2.0

Yrto CJIYYH.I0Ch C MOHM RO)IHLIOTCPOM? =
Banm pakuble Qailisl 3anmdpoBaH:.

MHorHe u3 BallX JOKVMEHTOE, QoTorpaduii Buueo, 6a3 JaHHEIX H ApVTHX daiinos Gombie
HEIOCTYIHEL, IOCKOJEKY OHHM OBl 32umppoBansl. Bo3M0OXHO, BEI 32HATEI OHCKOM

criocoba EOCCTAHOBNEHHA BAUmX (AilloE, HO HE TPAaThTe CEOE EpeMsA. HHKTO He CMOXeT
BOCCTaHOBHTE Balm Qaiimel 6e3 Hawelt ciry:x0b Henmdpoamis.

Payment will be raised on

m

S V[0:XHO .TH BOCCTAHOBHTH (paH.IbI?

11/19/2018 15:46:57 Koneurno. MElI rapanTupyeM, 4T0 BBl CMOXeTe Oe30MmacHo H JIETKO BOCCTAHOBHTE ECE CEOH
daitmr. Ho y Bac He TaK MHOTO EpEMEHH.

Time Left Bel MOXeTe pacum{pPoBaTe HEKOTOpEIE CEOH (aiiml GecrutatHo. [TonpolyiiTe HAKATE
<Decrypt>.

Ho ecym BBl X0THTE pacum@poBaTs BECe CEOH (AilIbl, BAM HYMHO 3alUTaTHTh.

"V Bac ecTb TOMBKO 3 OHA 4T0OH 0TNpaBuTE miaTex. [locne 3Toro neHa OyneT yaeoeHa.
Kpome Toro, ecini Bhl He 3aIUIaTHTE B TedeHHe 7 OHeil Bhl He CMOXETe BOCCTaHOBHTh
(aiiner HaBcerna.

YV Hac OyayT OecraTHEIe MEpPONPHATHA A NOJb30EATENElH, KOTOpEle HACTONEKO OeTHEL,
1172312018 15:46:57 4TO HE MOTYT 3alUIaTHTB 32 6 MeCAIeE.

Your files will be lost on

Time Left Kak MHe OILIATHTBL?

OmaTa NpHHIGAETCA TOMBKO B OHTKOIHAX. [ Moy e ts JONOHHTeIbHOM HHpOpM Al
HOKMHTE <Ab jtcoin>.

TToxamyiicTa. e TEKVILVIO LeHY OHTKOMHOE H KyIHTe OHTKOMHEL. [ mosyy eHus

and $300 worth of bitcoin to this address:
ut bitcoin

o buy bitc

Contact Us

Mpumep (MynbTH-
KIUK)

A

Kowmwiorep <+ Wana Decrypfic 2.0

Ooops, your files have been encrypted!

Uro CIYIHI0CE € MOHM KOMHL!OTEPOM?

Banm paxuele (aiiibl 3anmdpoBaHs!.

MHorHe U3 BallNX TOKYMeHToE, doTorpadii BHIeo, 623 JaHHEIX M APYTHX daiinos Gombie

HeJIOCTYIIHEL, IOCKOJLKY OHM GBI 3aum@poBans!. Bo3MoXKHO, BEI 33HATH NOHCKOM

crocoba BOCCTaHOBNEHHSA Balnx (ailnoB, HO He TPaThTe CBoe BpeMs. HUKTo He cMokeT
. - 2

T T BENN-Haim-Ges-named

£134

Payment will be raised >n =
¥ w B} Mo:KHO JTH BOCCTAHOBHTE (aiianl?

11/19/2018 15:46:57 Koreuso. MEl rapanTHpyeM, 4T0 BBl CMOXeTe OE30macHo § JIErKo BOCCTAHOBHTB BCE CBOH

Time Left Checking your papment 6ecrfaTro. [TonpobyiiTe HaxaTh

1
Connecting to server..
BaM JYKHO 33IUTATHTE.
_ ITocje 3Toro neHa OymeT ymeoeHa.
if, EBI [ie CMOXETe BOCCTAHOBHTE

I - -
Your files will be lost on | Cancel

1112312018 15:46:57 0 HE MOT'YT 3AIUIaTHIE 33 O MECALEE.

ETeHTL KOTOpBEIE€ HACTOJIBKO Oemmel,

Time Left Kak MHe oI1aTHTBL?
Omara fipHHIMaeTcA TOIBKO B GHTKOIHAX. [ mouTyeHHs 10noIHITeIbHO HEdopMamm
HasMuETE <About bitcoin>.
HesarAiCTa. MDOBEPbTE TEKVIIVI0 LIeHy OHTKOIHHOB H KyIHTe OHTKOiHE! JIiA noJvy eHHs

. . Send $300 worth of bitcoin to this address:
bitcoin

ProaTare YT | 12t9YDPgwueZoNyMgw519p7AABIs|r6 SMw |

—— ——

Contact Us
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O6Hapy>xeHo Bu3yansHoe nameHeHue: 11,0085864% akpaHa



Nepapxusa kputepues ona Sandbox-cuctem

ApanTtauus peleHna nog 3a434M 3akasynka, onepaTmBHoe
pearMpoBaHune NpyM CMeHe MoAeNN yrpos (B Tom ymcae agpo)

2 8 1 — ObHapyxceHue y2po3 8 NOMOKe U UCC1e008aHuUe y2po3.
MaKcuManibHO pa3BepHyTasa aHanTMKa no obpasuy BMO ans
3QPEKTUBHOTO pearMpoBaHus.

0-day BIO, TapreTuposaHHble yrpo3bl, TEXHONOIMUA
YKNOHEeHUA oT 06HapyKeHua (evasive malware)

OT4eTbl (3KCNOPT), aHaNUTHKA,
NNOKaNn3aL A, KaCTOMU3aLUUA

KoHHekTopbl (Web/Mail), SIEM



N TaT Security

Q/A Session

_ 4

V) a



