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SENSING THE INTERNET

CIMPOC NOPOXLOAET NMPEAJIOXXEHUE

PROPUSK.ASTROBL.RU.COM

Cneunponyck

3AABKA HA PA30BBIE MPOMYCHA

OTBEThI HA BONPOCHI

3AABKA HA NOJIYYEHUE PA30BOI0 CMEUMANBHOI O MPOMYCKA HA
NEPUOA OFPAHUMUTENIbHBIX MEPOMPUATUIA (KAPAHTUHA) HA
TEPPUTOPUWN ACTPAXAHCKOW OBJIACTH

Qamanna

Oruecteo

Tpocepsme.

damueix o Bat. Bt

30M0HEHUA NPU €20 HANUNUL

Data powpenns

B Barmoe none Heoboduno saeemu cow damy pomdeHun.

Apec 3MeKTPOHHOM nouTsl

i . Ha ez osi nonyume pazoeerd

nponyexa. B cnyae

HonTakrhuiit Tenedon

MyHuLpnansHo® o6pasosaHye

Anpec Buixona

o anrioll sancte Hemb3al

Anpec HasHavenia

KT, Ly U HoMep

MpKamta Beixoaa

Bara seixoaa

OniwKTE NoAPOGHEE MPH4MHY Mo KOTOPOH BaM HEO6XOANM BLIXOR 33 TPEACA! MECTa NPGHMBAHHA

[ Hammmas kronky <

el  pruy u

Bpemn suixopa

A Aalo cEOE cornacue Ha AaHHEIX

y ¥t obnacr

i UeHTP 0 e

omrxaze

Teneon AnA cpasok:
ropsuan nukiIA 8-800-222-62-33

PROPYSK.RU, PROPUSK-KARANTIN.ME

BapuaHTbl NPONYCKOos

N21

YpnoctoBepeHue
dapmauesTa

LleHa: 5 000 py6.

Cornacro nynkty 4.6. (8 yxase Mpesunenral
CAMOMICNALKMA HE DECNPOCTDSHACTCR Ha
PABOTHAKOB MEMLNHEKIX W AMTEHbIX
OPFAHMIALMA (Comnwa 12 yiaa Mymns)

IL3HHBIA SOKYMEKT NOATEEPMAET, 470 Bel
bapmaweeT [paboTaeTs B anTeKe] M aaeT Bam
NPaBO B2CNPENRTCTEEHHO NEDEEUMETES MO
SceMy rODOmY, 50 SPEMS KapEKTAKE,

B KoMnnexTe UAET QR KoA

Uena: 50002y5

Pernod WCnonbaosamms: scs Poccus
Rins koro: Gua g

CPOK MaroTOBNEHMS: 24 aca

€pok ropHocTM: | o ¢ AaTH BsaEH

N=2
YpocrtoBepeHne
Bpava

LleHa: 7 000 py6.

CornacHo ryHkTy 4.B. (& yxase MpesnaerTa)
CEMOUIONALIMR HE DBCNDOCTREHRETCR KA
DABOTHUKOS MEQLIAHCKIX 1 BMTEHHX
OPFaKMIALMP (Ceainea e yxea MyTae)

Dareii QoKyMEHT NOQTBERMARET, ¥T0 Bel BRa ¥
‘n@eT Bam Npaso BecnpensTeTeeHHo
NEPEABMTETECA MO BCEMY FOPOLY, B0 EDEMA
“apakTHHa.

B KOMNNEKTe MAST QR KOA

Uewa: 700025

PernoH MCNONbIOBAMMEA: ECR POCCus
s KoFO: i3 iua

CPOK HaroTOBNEHNR: 48 3008

‘CpoK rogHocTy: | FO1 € AATH BHIEHL.

PROPUSKI-SPRAVKI.RU

TanyuwTs cnpasky

Hawwu ueHbl

Mponyck
Ana aeTomo6unen

LleHa: 9 000 py6.

B KOMANEKTe MReT QR KOA

Uewa:
PeruoH Hcnonb3osarms: |
Bn kore: i3 1 1op.

Cpox roamocTi: 20

TOJIbKO Y HAC - TAPAHTUSA HA OKYMEHTbI 100%



ETI_”C CIMPOC NMOPOXAOAET MNMPEAOJIOXEHUE

SENSING THE INTERNET

IMBIRSHOP.RU MYPOTTER.RU
-

e 000 «1001 ToBap», UHH 7801416638 -
nukeuguposaHo B 2018 roay.

05 e 58 30

OrpaHuyeHHOe CHUXEHUE LIeH:

05w 53w 42

3AKA3ATb CEMYAC

g’> KoHtbuaeHumansHocTs Baweit nrdopmaumm

000 «1001 TOBAP» OTPH 5067847315520
7801416638

r. Canir-Tletepbypr, yn. lasarckan, aom 48, odwc 3

Ka KOH(UASHUMANEHOCTU 000 «1001 TVIOI:AP' OrPH 5067847315520

7801416638
. Canr-fletep6ypr, yn. lasanceas, gom 48, odwc 3




ETI_”C ONCTAHUMNOHHAA TOPIOBJIA

SENSING THE INTERNET

nocTABKA W3
0 hae Docraskawonnara  OQepra O] E N

Bala Kop3nHa

ﬂonynﬂpﬂoe Qdopmnexme 3akaza Baw 3akaz (3 ToBapa)
— 3aMONHUTE KOHTAKTHbIE AaHHbIE TpoBepbTe Ball 3aKa3
= Kareropuu
Myka nieHU4Han BbicLero copta CanteTku BnaxHble Salfeti Bawe nma *
"MpocTo A36yka" 2 kr, Poccusa aHTMBakTepuanbHble 100wt Poccnsa W N
CpefcTBa 3almTbl R— BaH V
B " | Aprvkyn: 332859 ApTHKyN: 455781 Matro 323p. 1@ x
VIrpbl AN5 AeTel W B3POCNbIX ﬁ [ESS— ! E [—— I
Waen ans nogapkos __ Npocro A3byka . salfeti
I I nov.ru
Osowpw, PpyKTbI Vs \ - ~
L, Ppy 172p. ©O1@ (= woramny 231p. O1@® (e xorsmey ) oysacreasman e ©1@® x
Kynunapus, MonydadpukaTbl Kowrariit enedon -
PepMepckue NPeAYKTLI
pmep pony CpeAcTBo Sanfor caHUTapHo- ©uHUK Koponesekui 500 r, Uspaunb 99-99
Msco, Pbi6a. FacTpoHOMUA rUrHeHYecKoe yHusepcanbHoe 750 N Josont
Uiy
= mn Poccus ey Habop ana sukerpeta 158p. 1@ x
Monoko, Cbip, Ao Mpop=enmuran:
Baxanes N - FOACK Toeapa RoXaTANOLY
MpOW3BOAMUTENb!
bynounas, Kongutepckas sanfor o WUroro Bes yuera noctasxn: 632 py6.
Y ‘ auTep # / ToBapbl AnA reiiMepoe  AKceccyapsl Ans reliMuHra |/ LLTypean Saitek Pro Yoke Flight System
Hanutku

453p. O1@

907

(= korauny

UJTypBaJ'I Sa|tek PrO YOke Fllght SyStem @ [ocTaska B npenenax MKAT: 500 py6.

Domodon
Ankoronb

- Koa ToBapa: LLiTypsan Saitek Pro Yoke Flight System %k % & & 2or3biB0E
fI6NOKM Ce30HHbIE BECOBble Vony
Jom, ABTo, X066M

Ipev
ApTikyn: 284483

1Q0S n akceccyapbl
O [LocTaeka za npegenamu MKAL: 1000 py6.

3aMeHbl  UTo fenarb, eCM HYXHOTO TOBaPa He OYAET B HaMaMn?

YuctoTa, Mopaack 3 poussoputens: ApTH od
‘ 1
KyxHs. CTonosas - Mpor
Y J— R L 7 096 p Mo3BOHUTb MHe -
ToBapbl Ans AeTel
ToBapbl AN KUBOTHBIX 89p. O1@  (oxoramy ) 66.¢ !
PbI 4 - Y, AKUMOHHaRA UeHa { TM0380HUTL MHE - J
AelicTByeT elye
ﬁ gﬂ}g"m 9 Butpam. ropoa A Boirn & Kopsuwa 12 8 48
Yacos Mutryr Cexyria
K

Ciuaxa 20% 2
o kopy g

VESNA20 W e

Ha cknage

PecTtopaHbl = - R

;

= [ = ﬁ? @ 5 ﬂ @ X, ﬁ + b HaxmuTe B KOP3UHy, 4TO Bul 33Kkasate. MPUMEHNUTL NPOMOKOL

ToBap.
Benuiat noct Cyum Muua Eyprepes Dacrdya Wawnesat Asuarcxan Muporn Receprs 3acposan ena Maco puiba Eue

Mocne opopmneHns 3AKA3A ¢ Bamn
CBAXETCA MEHE/XED ANA OKa3aHIR
KB3NNGUUMPOBBHHON KOHCYNLTALMI

Burger King ~ I Domino’s Pizza @

# 47 O11F + Bypropu * 44 014399 « Muaua

Maxkpoxanac

%48 Or1P - Byprepw




ETI_”C OULLINHIT ELLLE BOJ1bLUE OULLINHIA!

SENSING THE INTERNET

MName

& login.microsoftonline.com Combat Arms
Facebook
Fifa
Gaijin
GameMet
Google
Mail.Ru
Minecraft
Origin
Outlook
PSN
Qiwi
Rambler
Skype
Steam
B® Microsoft Twitter
Vk

wulcan

Sign in

E S Warface
- Webmaoney
No acco eate one! wf
Can't acc r account? World of Tanks
2y weorldofwarships
wHEE Yandex
MoBuneHas sepona VK
MoBuneHas sepona OgHoKNECCHN...
Monnas sepoua VK
Menxas sepcua OgHoknaccHUkm
CrpwnT cTpannuel camna [Drift Le...
Cnue deiika Ha cTum
Crukepel ek [Deiik]
Dedik
Dedik 4game by CkpunTuk
Peiik 1001 golos[CrpunTik]
Pedin bhf [Crpunmuk]
Deii VK[Hoewii rog 2016]
Desik Warface
Dedik Warface [17.12.15]




I:TI_”C PocT uncna pUWKMHroBbIX aTak KIIMEHTOB 6aHKOB

SENSING THE INTERNET

BAHK .
OHNAWH [naeHasa MnaTtexwn Awanorun WcTopua 216 308,00 n B

TMOMCEK N0 WHTEPHET-OaHKyY Q

KoMuccua cepBMCa YCNELLHO CNWcaHa C Ballero SanaHcal

FnaeHasa | Mow nepeecdbl

Brinnarta rotoBa K nony4vyeHMw

YiamunTe PEKBN3NTEI, HA KOTOPbIE XeflaeTe NoAYy4YWTE NepeBod Ha CyYyMMY:

216 308,00 P

Homep gokymenTa: 765821

Hara pgokymenta:  31.08.2020

Homep kapTel nonyuarena:™ |

Cuet cnvcanmua™ ‘ =es= 7108 [BHYTPEHHWI cyeT] 216 308,00 pyo. n

NMPOAOMXWUTb




ETI_"C SaaS? Het, CaaS! PaccmaTpuBaemM npobnemy Ha npumepe

sensing THE INTerner MOLLWEHHUYECTB Ha TOProBbIX rnJjioaaKax

v' 06by4yeHue

/1 Kak co3patb (el cCbinky
onnarbl I

+ 3anyckaem 60Ta C Hy)XHOro Bam
teika (cM BblILwe).

+ )Xmem "CosfaTb cCbiniky"

+ BcTaBnsieM ccblfIKy Ha
CyLLeCTBYHOLMIN TOBAP.

+ BBOAMM Ha3BaHwWe ToBapa u3
HaCTOSILLEro 3arofioBKa, 4715 aBUTO
' LeHy yKasbliBaeM 6e3 Npobeno., Ha
HONe NapcuT C 06 bABNEHMS.

| Baw kowenek ans sbinnat
»BTC_BOT« 1 06wuit KaHan onnat

I Nocne npoduTa 20K+ Nonagaete B
npo KOoHay.

1 Mpu npoduTe HUXKE MUHUMANKMY,
aMVHY Ha OpeLLKM.

| 3a 6aH BbINNaT\KOLENbKOB
OTBETCTBEHHOCTM He Hecy.

1 BbicTynato 6ecnnaTHbIM rapaHToM
COEenoK BHYTPY KOHObI.

| Bes rapaHTa, BCIO OTBETCTBEHHOCTb
HeceTe caMu.

| Mory oTkasaTb B COTpyAHUYECTBe
6e3 06bSICHEHUS MPUYMH!

1 Mory B nt060i MOMEHT 3anpocuTb
JokasaTenbcTBa npoguTal

| Haxogsicb B yaTe Bbl
aBTOMaTUYECKM cornallaeTech ¢
ycnosusaimu [lorosopa odepthbi!

Combot

¢ MpoBoanTca 06yyeHne OT KypaTopa
KoMaHabl. %

@ VHdopmauus Kak Ans HOBUYKOB,
TaK W 4S5 ONbITHbIX.

¥ MpuBaTHbIe 1 NoNe3Hble MaHyarbl.
@ LokymeHT: «100 oTBeTOB Ha 100
BOMPOCOB XepTBbI»

-~ MnamsuayanbHble TEXHUKMU 1

bULLIKK

@ loToBbie WwWabnoHbl Ans 06LEeHUs ¢
MaMOHTOM

@ 06yuenneno1.0/2.0/3.0/MMwn
HaKagHbIM

@ CaMbliin 6e30nacHbIf BbIBOZ,
CpeAacTB

@ ConposoxaeHue ao npoduta 24/7

@ /1o BockpeceHbs cknaka 30%
KypaTop koMaHApbl @gmcgang
Ckamep ¢ 60/1bLUMM OMbITOM, CyMMa
npoduTtos 6onee yem 1.500.000P

Mpaiic v onnarta TONbKO y HEro. @& o1/
v

AdxBIGMCElPosslannik
KTo nonHbin 0 u umeeT 60nbLLOe
xenaHue obyunTtca 2.0 n 1.0. Bepétcs

Habop Ha 6ecniaTHoe 0by4yeHue.
[MnwuTe B ncC.

12:48 )

(“ < 1033.0"
\

|

-,
Manyan "lOna 3.0" (ceHTa6pb 2020)

[06pbiii peHb. HaBepHsika, KTO-TO U3
YUTAIOLLMX Y)Ke BUAES CIOBOCOYeTaHns

no Tuny "tOna 3.0", ogHaKo HMKoraa He
CTankuBancs ¢ paboTon Nno aToin cxeme.
CerofiHsi Mbl paCCMOTPUM 3Ty OTHOCUTENIbHO
cTapyto cxemy o paboTe no lOne, ofHaKo,...

4 MNOCMOTPETb }

® 9K 20:20




— HecTaH THOe ucnonb3oBaHune SPF-3anucu onsa bIJNTIKU
I:TI_”C ecTaHpapTHoe ncnonb3oBaHne SPF-3anucu ans pacc

SENSING THE INTERNET CI)MLIJI/I HIOBbIX NMACEM

v=spfl +a +mx +ip4:51.77.42.62 +ip4:54.38.201.191 include:spf.unisender.com ~all

Prefix Type Value PrefixDesc Description
v spf1 The SPF record version
+ a Pass Match if IP has a DNS "A’ record in given domain.
+ mx Pass Match if IP is one of the MX hosts for given domain name
+ ipd 51.77.42 62 Pass Match if IP is in the given range.
+ ipd 54 38 201.191 Pass Match if IP is in the given range.
+ include spf.unisender.com Pass The specified domain is searched for an "allow’.

= all SoftFail Always matches. It goes at the end of your record.



NCTOHYHMNKWU OAHHbIX ETHIC

&

Pecypcbl DarkNet
AHOHUMHbIe canTbl U HOpyMbI,
pa3mMelleHHble B pacnpefeneHHbIX
cetax TOR, i2p

=

FocynapCTBEHHble
NH(OPMALIMOHHbIE CUCTEMbI
N MHTErpaTopbl flaHHbIX

JOB Z
CepBucCbl noucka paboTbl
hh.ru, avito.rumn 1. a.

7\

Wuww
A

PeecTpbl JOMEHHbIX UMeH

®

«YépHble Ccrnnckun»
PeecTp anckBanMpuLumMpoBaHHbIX L,
nepeyeHb NUL, NMPUYACTHbIX K TEPPOPU3MY
MT. M.

00

ToproBble niowaaku
avito.ru, youla.ru n aHanoru

CoumanbHble ceTu 1
MecceHaxepbl

®)

My6nnyHble peno3nTopum
U CUCTEeMbI YrpaBneHns
BEpPCUSIMU MPUSIOXKEHU

\%

Pecypcbl Deep Web
Be6-cTpaHuLbl «kBCEMUPHOM
NnayTUHbI», HE UHAEKCUPYEMDbIE
NMOUCKOBbIMU CUCTEMaMU

basbl faHHbIX I'Iy6J1VILIHbIX yTeyek

9 | INFOSECURITY



MOHUTOPUHT

ABTOMaATUYECKUIN aHaNn3
NCTOYHNKOB BHE rnepumeTpa
KOoMMaHuu

NOPALOK PABOTHI CEPBNCA

OMNOBELWEHUE

OTnpaBka npegynpexaeHun
06 yrpo3ax anst 6BusHeca unm
WHUMJEHTax yepes
creunanbHbIv Be6-nopTan

- ()

OLUEHKA

AHanuMTun4yeckas aKcnepTusa
YPOBHA OMacHOCTH

49,

49,

PEATMPOBAHUE

bnokupoBaHue NCTOYHUKOB,
N3MEHEHNE TEXHNYECKUX
HaCTpoO€eK CepBUCOB,
nposepgeHMe paccyiegosaHus

10 | INFOSECURITY



MOLYJIN ETHIC

Bbl CAMW OMPEAENAETE HEOBXOAMMbI OB bEM CEPBUCA

w Q b g ®)

YCIIYT U OOMEHbI YTEYKU HEI'ATHAB BbPEH[, PEMO3NTOPUNA
B COCTAB CEPBUCA
BXOoOUNT
-l -I o ) { ] [ ) { ] [ ) o [ ) o [ ) { ]
MOLYJIEN

- &z ®

COTPYOHUKU OP. JINLA AKKAYHTbI NMPOBEPKA MEHEOXMEHT

MporpammHbin komnnekc ETHIC BkntoyeH B EgMHbBIN peecTp pOCCUNCKUX NpOorpamMm
AN 3NIEKTPOHHbBIX BbIYNCNNTENbHbBIX MALUVH U 6a3 AaHHbIX
CBMAETENLCTBO O FOCYapCTBEHHOI perucTpaLum nporpamm ans SBM N2 2020619332 1 | INFOSECURITY




NPEMMYLLECTBA ETHIC

OnepaTuBHOE pearmpoBaHue
Ha MHUNOEHTbI

OTCcyTCTBME Harpysku Ha
NHpPaCTPYKTypa 3aKasumka u
Heo6X04MMOCTM NPUOBPETEHNSA U
YCTaAHOBKM AOMOSIHUTENbHOMO
o6opyaoBaHus

MpocToTa pa6oThbl U aBTOMaTU3aLUS
pa6ouymnx npoLieccos

“Software as a Service — nporpammMHoe o6ecrneyeHune Kak ycrnyra

Yno6HbIV BE6-MHTEpdenc

Nawens ynpasnenwn

MOJJ,yrIbHOCTb cepBuca n BOBMOXHOCTb €ro

rMOKOM HACTPOMKM C Y4EeTOM crneumduku
6u3Heca 3aKasumka

MHorocTyneH4yaTas Bepudukaums
yrpo3 onbITHbIMWU aHaNIMTUKaAMMU

3a60Tbl 0 NoAAePXaHUN
HenpepbIBHOro GYHKLUMOHNPOBAHUS
cepBuca U ero MoiepHN3aLmm
MOJIHOCTbIO JIeXXaT Ha CTOPOHE
npoBaigepa ycnyru B COOTBETCTBUU C
KoHuenuuen SaaS*

LLnpokuii nepeyeHb
06bEKTOB MOHUTOPUHra

12 INFOSECURITY
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CINMACHNBO 3A BHUMAHUE

Bypacko AnekcaHgp
PYKOBOAUTENb OTAENA BbiBNEHUS LMPPOBbLIX Yrpo3
Q +7(499) 677 10 00 £06. 10-4971

B +7(903) 7871789
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