OB3OP NMPOAYKTA
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ENTERPRISE
INSPECTOR

Y3HaunTe O CKPbITbIX YrpoO3ax B KOPNOpaTUBHOM CETU
C nomMoLwupbto EDR pelueHus rnobasibHOro nrpoka pbiHKa
MHPOpPMALIMOHHOM 6€30MacHOCTH

® .
» PA3BUBAEM
AHTVIBIPYCHAS 3ALLMTA TEXHONOTWMW
BUSHEC-K/A BE3OMACHOCTM
Y)KE 30 IET
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HTO Takoe _
Endpoint Detection
& Response (EDR)

ESET Enterprise Inspector - cfioxHoe
BbICOKOTE@XHOJ/IOTMYHOE peLleHue Kjiacca
EDR ans o6Hapy>XXeHusi aHOMaJIbHOro
noBeAeH!s U HapyLLUeHUN, OLLeHKU
PUCKOB, pearupoBaHusi HA UHLUAEHTbI
6e30nacHOCTK, pacc/iefoBaHUA U
yCcTpaHeHus NocieaCcTBUNA.

PellieHne OTCeXMBAET N OLIEHNBAET

B peXX1Me peasibHOro BpeMeHM BCe
npoucxoasulee B CeTU (QKTUBHOCTb
nosb3oBaTtesien, danbl, NpoLEecchl, peecTp,
namsiTb, COBbITUSA) M NO3BONSIET HEMEANEHHO
MPUHSTb MEpbI, €C/IN 3TO HEOHXOAMMO.



a4emM HY>XKHO
EDR pelueHue?

HAPYLWEHUE BE3ONACHOCTU
OAHHDbIX

Korga npousoLunia yreuka AaHHbIX, KOMAaHWy Mano
06HaPYXXMTb MHUMUAEHT — HEO6XOAUMO SI0KaIM30BaTh
W YCTPaHUTb ero. BoNbWMHCTBO OpraHn3auuii He MoryT
NpOBECTM NOJIHOLLEHHOE pacciefOBaHME U BbIHYXKAEHbI
HaHMMaTb BHELUHWX NOAPAAYMKOB. KOMNaHUAM
Heo6x04MMa Npo3pavyHOCTb CETU, YTO6bI HOBbIE
KN6epyrposbl, NOTEHLMANBHO OMacHble AenCcTBUS
COTPYAHUKOB U HEXesaTesibHble MPUNoXKEHUA He
noABepranav pucky nNpubbiib U penyTauuio.

TpaAMUMOHHO XXepTBaMM KpaXKu AAHHbIX CTAHOBATCA
npeacTaBuTeNIn oTpacien, paboTarLmx c
KOHPMAEHUNANbHOW MHPOpMaLMen — opraHu3saunm
$pUHAHCOBOro 1 rocyAapCTBEHHOIO CEKTOPOB, TOProB/Iv
1 34paBoOXpaHeHmsa. OIHAKO 3TO He 03HAYaeT, YTo
Apyrve oTpac/iv HaxoaaTca B 6€30nacHOCTU — NPOCTO
XaKepbl TLATe/IbHO B3BELUMBAKOT CO6CTBEHHbIE
BJIOXKEHUSA U BO3MOXHbIV A,0XOA.

APT U LLEJIEBDIE ATAKHA

PeweHuns EDR ncnonb3ytotcsa ansa sbisieneHns APT nan
LefieBbIX aTak C MOMOLLbIO MPOAKTUBHOIO NOMCKA Yrpo3
(Threat Hunting), cokpalieHns BpeMeHn pearupoBaHus
Ha MHLMAEHTbI M NpefoTBpaLleHms byayumx aTak.

B yacTtHOCTK, 06Hapy>eHue APT yrpo3 BaXKHO A48
KOpropaumn, NOCKObKY 60/IbLUMHCTBO KOMMAHUM
CerofHs He roTOBbl K COBPEMEHHbIM KnbepaTtakam,
KOTOpble MOTrYyT OCTaBaTbCs HE3aMeYeHHbIMU B Te4eHne
OHeNn 1 Jaxe mecsLes.

NOBbIWEHUE TIPO3PAHHOCTH

OCHOBHble Npo6ieMbl KOMMAHUN — GULLNHTOBbIE

aTaku u nHcamaepbl. PULLNHT f0BO/IbHO 3D dPeKTUBEH

B aTakax Ha KoOprnopauuu € 06LUMPHBIM LITATOM —
XOPOLUMI LLAHC, YTO XOTb OANH PaboTHUK NonaaeTcs

Ha KPHOYOK U B UTOre NOCTaBUT MOA Yrpo3y BeCb 6M3Hec.
ATaKW MHCaMAepoB TaKXKe ONacHbl A5 KOpnopauum,
NoCKO/IbKy 60/1bLLIOE YNC/I0 COTPYAHUKOB YBEIUYNBAET
BEPOSITHOCTb TOFO, YTO OAMH U3 HUX 3aX0YeT Cbirpathb
NpoTUB MHTepecoB paboToaaTens.

PeweHuns EDR obecneynBaoT HeO6X0AMMYILO
KOMMAHWUSIM NPO3PaYHOCTb, YTO6bI BUAETb, MOHMMATb,
610KMpoBaTh N YCTPaHATb Ntob6ble Npobaembl Ha
YCTPOMCTBAX KOPNOPATUBHOM CETU. BO3MOXHOCTU
EDR BK/IOHAIOT 6/I0KMPOBKY ONACHbIX BJIOXXEHUN
3N1EeKTPOHHOM NOYTbl M 06ecrnevyeHme Toro, YTobbl
COTPYAHMKM UCMOJIb30BAJIN TOJIbKO pa3peLleHHble

pecypcbl.



KomnnekcHoe pelueHue .
4719 NpefoTBpaLLeHus, . .
06HapyXeHus u .
pearvpoBaHus Ha riltetls
Kn6epyrposbl, KOTopoe '
NO3BOISIET ObICTPO
aHanM3npoBaTb

W yCTPaHATb Ntobble
npobsembl 6e30MacHOCTH
B KOPNOpaTMBHOW CETU.
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lpemyulecTBa

ESET

PETPOCMNEKTUBHbIN
NMOUCK YIrrPoO3

ESET Enterprise Inspector
nognep>XxmBaeT He TOJIbKO
HacTpanBaeMbIn MOUCK Yrpo3,
HO 1 PeTPOCMEeKTUBHbIN
aHanms. [oCTaToO4YHO HACTPOUTb
npaBuia NnoBeAeHus, a 3aTemM
«CKaHMpoBaTb» 6a3y AAHHbIX
COB6bITUI. DTO NO3BOIUT
naeHTMGMUMpoBaTb Ntob6ble
HOBble cpabaTbiBaHMS,
COOTBETCTBYHOLLNE HACTPOEHHbIM
npasunam o6Hapy>xeHus.
OcyuwiecTBnseTcs NOUCK He
cTatunyeckoro loC,

a AMHaMMN4eCcKoro noseaeHus

C HECKOJIbKMMU napameTpamu.

B OBJIAKE
nJin 10KAJIbHO

Mcnonb3ysa npemmyLLecTsa
rmékom n 6esonacHom
apxuTekTypbl, ESET Enterprise
Inspector nogaep>xxuBaeT Kak
o6n1a4Hoe, Tak 1 NoKasibHoe
pasBepTbiBaHMeE s NyHLLEN
MacwTabupyemocTu —

B 3aBMCMMOCTM OT pasmepa

M noTpe6bHOCTEeN KOMMNAHMWN.

a

ESET
LiveGrid

—>

ESET Enterprise

Inspector

OTKPbITAA
APXUTEKTYPA

ObecneynBaeT yHUKaIbHOE
OeTeKTMpOBaHWe Ha OCHOBe
noBeAeHUs 1 penytaumm,
npo3payvHoe ans cayxobbl
MHPOpMALMOHHOM 6€30MacHOCTU.
Bce npasuna nerko
pefakTUpYHOTCS C MOMOLLbLO

XML, N0O3TOMY MX MOXXHO TOYHO
HaCTpOUTb UM CO3AaTb 3aHOBO

B COOTBETCTBUM C MOTpebHOCTAMM
KOHKPETHOW KOpPrNOpaTUBHOM
cpepfpbl, BKOYas MHTerpauuto

c SIEM.

HACTPAUBAEMAA
YYBCTBUTEJIbHOCTDb

YT06bl UCK/OUNUTD JIOXKHbIE
cpabaTbiBaHUS, LOCTATOYHO
HacTpouTb NpaBuia 06HapyXeHUs
L9 pasHbIX FPYMn KOMMbIOTEPOB
1 nosib3oBaTteniei. TOYHO 334aTb
ycnoBus cpabaTbliBaHMSA MOXHO,
06beMHUB TaKMe KpUTepum, Kak
nmsa banna, nyTb, Xel, KOMaHAHas
CTpOKa, BnagesneL, noanucu.

{EE—]

ESET Security
Management Center

PENYTALLMUOHHbIN
AHANN3

BcecTtopoHHsas ¢punbTpauus
Nno3Bo/ISIeT NHXXeHepam
nH$OpMaLMOHHON 6e30NacHOCTH
onpepenaTb 3aBef0MO «XopoLume»
NPUNOXEHWUS, UCMOJIb3YS CUCTEMY
penyTtauumn ESET. 3Ta cuctema
CoAepXnUT 6asy AaHHbIX U3

COTeH MUAIMOHOB GanIoB 1
rapaHTUpyeT, 4To cayx6bl B
N3y4aloT HEN3BECTHbIE NPUNOXEHUS,
He OTB/1eKAsiICb HA JIOXHbIEe
cpabaTbiBaHuS.

CUHXPOHHOE
PEATMPOBAHUE

MoCTpOEeHHbIN Ha OCHOBE
CyLLecTBYOWMX pelleHnn ESET

ANA 3aLWNTblI KOHEYHbIX TOYeK,

ESET Enterprise Inspector co3gaeTt
KOMMJIEKCHYIO 3KOCMCTeMy, KoTopas
nepeKpecTHO CBfi3biBaeT 06beKThbI
CeTU N CUHXPOHU3UPYeET yCTpaHeHne
MHUMAeHToB. Cyx6bl B moryT
3aBepLuaThb NPOLECChl, 3arpy>aTb
dannbl, Bbi3BaBLIME CpabaTbiBaHME,
NPOCTO BbIK/IIOYUTb KOMMbIOTEP UK
nepesanycTtuTb ero Npsimo

N3 KOHCO/N.




[Ipumepbl

NcnoJib3oBaHms

YrnybneHHoe obHapyKeHme yrpos:
MpOrpamMmbl-BbIMOraTesn

CoBpeMeHHble NporpaMmbi-BbiMOraTenun
NbITAlOTCA OCTATbCSA He3aMe4YeHHbIMU

B C€TU, CKPbITO pacnpoCcTpaHSACh

Ha MAKCMMAaJIbHO BO3MOXXHOE 4YUC/I0
KOHEYHbIX To4eK. OHM NPOHUKAIOT

B XPaHW/IMLLA pe3epBHbIX KONUW,

4YTO6bl rApaHTUPOBATD, YTO Aaxe

OTKaT K npeabiAyllen Bepcum He
No3BO/IUT BOCCTAHOBUTb CUCTEMY.

AreHT ESET Enterprise Inspector pacwmpsiet
$YHKUMOHaNbHble BO3MOXHOCTM pewieHnn ESET

AN19 3aLWNTbl KOHEYHbIX TOYEK M NO3BO/SeT 3apaHee
06Hapy>X1Tb MpOrpamMmmy-BbiIMOraTe/ib, 4eNCTBYIOLLYIO
B CE€TW. B TMINWYHOM CueHapum aTaku nosib3oBaTesb
noJiy4aeT 3JIeKTPOHHOEe NUcbMo ¢ pannom Word Bo
B/IOXKeHUU. OTKPbIB JOKYMEHT, OH BUAWUT 3anpoc

Ha BK/ItOYeHMe MaKpocoB. Ecin nonb3oBaTesib BKAOYUT
MaKpOChbl, B CUCTEMY 3arpy>kaeTcs UCNoaHsemMbin dann
M Ha4YMHaeT WndpoBaTb BCE JOCTYMNHbIE JOKYMEHTbI,

B TOM YMCJie COAEePXXMMOe BHELLUHUX AUCKOB.

ESET Enterprise Inspector npegynpexaaeT ciyxoy
nHdopmaumoHHOM 6e30nacHOCTN 06 3TOM Tune
nosegeHus. HxeHep Vb B HECKO/IbKO KJIMKOB MOXET
NpoBEpUTb, KaKMe CUCTEMbI 3aTPOHYTbI, FAe U KOoraa
BbIMO/IHEH KOHKPETHbIM $hal, CLLeHapu Unu SencTeme,
NpoaHanM3npoBaTb NPUYMHBI MHLMUAEHTA.

NMPOBJIEMA

KomMnaHum Heo6xoaMM AONONHUTENbHBIN UHCTPYMEHT
0151 NPOAKTUBHOIO O6Hapy>KeHUs NporpaMmm-
BbIMOraTesien U HeMeAJ/IeHHOE yBeAOM/IEHME O
noAo03puUTeNbHOM NOBEAEHUUN B CETU, HAMOMUHAKOLLEM
o wudparopax.

PELWUEHUE

MpaBuna ona o6Hapy>XeHUsa NpUIoXKeHUN, KOTopble
BbIMNOJIHSAOTCSA U3 BPEeMEHHbIX Narok

Mpasuna ana onpegenexHns pannos Microsoft Office
(Word, Excel, PowerPoint), korga OHu BbINMOJHAIOT
[LOMONIHUTE/IbHBIE CKPUMTbI U UCMOHSIeMble Palbl

CpabaTtbiBaHMe nNpy 06Hapy>KeHUM Ha YCTPONCTBE
danna c paclumpeHmeM, TUMUYHbIM A1 U3BECTHbIX
nporpamMM-BbIMoraTenen

0O630p B 4MHOM KOHCONM cpabaTbiBaHU MOAYNA
«3awmTa oT NporpaMm-BbiMOraTesien» NpoayKTOB
ESET ona 3amnTbl KOHEYHbIX TOYEK

Alarm cstaily
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[1eTekTpoBaHme Ha OCHOBE
NOBeAEeHNSA 1 MOBTOPHbIE HapyLLEeHWS

Cna6oe 3BeHO B
MHPOPMaLUOHHOW
6e30nacHOCTH -
noJsib3oBaTtesib, JaXKe ec/un
Y Hero HeT Kakux-imé6o
AYPHbIX HAMepeHUMN.

ESET Enterprise Inspector
nossonsieT nAeHTUGULMpoBaTb
noTeHuMasbHble yrpo3bl
6e3onacHoOCTH, cOpTUpYS
KOMMbIOTEPbI MO YNUCNY
VHUKaNbHbIX CpabaTbiBaHUN.
Ecnn pencreunsa nonb3osartens
BbI3BaJIN HECKO/bKO
cpabaTtbiBaHWN, €ro akTMBHOCTb
HeobXxoAMMO NpOBEPUT.

NMPOBJIEMA

B KOMNaHUW eCcTb Nosib3oBaTesIn, NOCTOAHHO CTa/IKMBakoLWwmecs

C Bpe4OHOCHbIMU nporpamMmMamMu. OgHU 1 Te Xe NaAu 3apaxatoT
KOMMbIOTEPbI pa3 3a pa3oM. OHW HEOCTOPOXXHbI UM CTAHOBATCS Lie/1blo
arTak yaue, yem apyrue nosb3osarenn?

PELLEHUE

v TlpocToW 1 yao6HbIA 0630p NPO61EMHbIX M0JIb30BaTe/Nen 1 YCTPONCTB

v BbICTPbIN aHANN3 NMPULMH MHLMAEHTA MO3BOSET HAWTU UCTOMHMK
3apaxxeHus

v Jlerko 06Hapy>XuTb BEKTOPbI 3apaXXeHUSA, TaKUE KaK 3/1IeKTPOHHAsA NoyTa,
MHTepHeT unu USB-ycTponcTea

[1pOAKTVBHbBIV MOWCK
1 ©OIOKMPOBAHKE VIPO3

MpeumywectBo ESET Enterprise Inspector -
NPOaKTUBHbIA MOUCK Yrpo3 NyTEM «MOUCKA UrOJIKU

B CTOre ceHan».

MpyMeHaa GUNLTPbI K JAHHbBIM, KOTOPble COPTUPYIOTCSA Ha OCHOBE
nonyasapHoCcTY unm penytauum danna, umdposor noanucy,
noBeAeHUs UU KOHTEKCTa, MOXHO MAEHTUDMLMPOBATL U
paccnefoBaThb 06V BPeJOHOCHYI0 aKTUBHOCTb. YCTAHOBKA
HeCKOJIbKUX GUIBTPOB MO3BOJIAET aBTOMATU3MPOBaTb NPOAKTUBHBIN
MOWCK Yrpo3 U HacTpamBaTb NOPOr 06HAPY>KEHUSA B COOTBETCTBUM
CO Cpefiovi KOMMAaHWUMN.

NMPOBJIEMA

Cucrema paHHero onoseLeHusa nam SOC
LLeHTp BblAaeT HOBOe npeayrpexaeHune
06 yrpose. KakoBbl cnegytowme
nencrTeusa?

PELLEHUE

v Ncnosib30BaHMe CUCTEMbI paHHEro
OMOBELLLEHUS A9 NONYHEHUS JAHHbIX
0 NJAHUPYEMOU UJIN HOBOW yrpo3e

v lNpoBepKa BCex KOMMbIOTEPOB Ha
npesMeT HOBOW yrpo3bl

v INpoBepka BCex KOMMbIOTEPOB
Ha Ha/IMYme NHAMKATOPOB
KOMMpOMeTaLuuu, BbINMOJHEHHON [0
oroBeLleHus 06 yrpose

v BNOKMPOBKa yrpo3bl A
npefoTBpaLLeHUsi MPOHUKHOBEHUS
WY BbIMOJIHEHWUS BHYTPY CeTU
KOMMaHUU




[ 1pO3PAYHOCTb CETU

ESET Enterprise Inspector

- peleHue C OTKpPbITON
apXUTEKTYpPOM, MNO3TOMY
cnyx6a uHpopmMmaLMOHHOMN
6e30MacHOCTU MOXeT
KOppPeKTUpOoBaTb NpaBu/ia
AEeTeKTUpOoBaHUS, ONUCbIBas
MeTOoAbl aTaku Ha cpeay
opraHusauum.

OTKpbITas apxmMTeKTypa no3sonseT
rmbko HacTpamBaTb ESET Enterprise
Inspector ana o6HapyxeHus
HapyLeHW NOJINTUK KOMMaHUM B
OTHOLLEeHUn ncnosb3yemoro Mo,
Hanpumep, TOPPeHTOB, 06/1a4HbIX
XpaHuauw, 6paysepa Tor, 3anycka
CO6CTBEHHbIX CEPBEPOB M APYroro
HeXxenartesnbHoro codTa.

@\ GE

NHPOPMALMOHHOMN
6e30nacHOCTU MOXKeT

KOppPeKTUPOBaTb
npasuna
AEeTeKTUPOBaHMS,

onncbliBasd MmeToabl

aTaku Ha cpeay
opraHmsaumm.

NMPOBJIEMA

HekoTopble KOMNaHUM 06eCrnoKOeHbl TEM, YTO MOJIb30BaTENN
3anyckaroT B CUCTEME Pas/INyHble NpUIoXeHUs. ONacHoOCTb
NpeACTaBASAT He TOIbKO TPAAULUMOHHO YCTaHaB/IMBAEMble
NPUIOXEHUSA, HO U NEPEHOCUMbIE, KOTOPble GpakTUYeCKM He
3arpy>katoTcs B cuctemy. Kak Mx KOHTpOJIMpOBaTh?

PELLEHUE

v YA06HbIN NPOCMOTP U GUALTPALMA BCEX YCTAHOB/IEHHbIX
NMPUIOXKEHWU HA Pa3HbIX YCTPOMCTBAX

v MpocMoTp 1 GUABTPALMA BCEX CKPUMTOB HA pa3HbIX YCTPOMCTBAX

v MpocTas 6/10KMpOBKa 3anycka HeaBTOPU30BaHHbIX CKPUMTOB
1 NPUNOXKEHUN

v WUcnpaeneHue npobaem nyTeM yBeLOM/IEHUSA NOJIb30BATENEN
0 HEABTOPM30BAHHbIX MPUIOXKEHUAX U AaBTOMATMYECKOE yaa/leHne




KOHTEeKCTHO-3aBUNCMOE
paCCieoBaHMe N NCpaB/eHNe

«BpefoOHOCHOCTb» aKTUBHOCTU MPOBJIEMA

3aBUCUT OT KOHTEKCTA. JaHHble TakK e XOpOoLUKn, KaK UX KOHTeKCT. 18 NPUHATUSA NPaBUJIbHbIX

pELLIEHVIVI Heo6XoAMMO 3HaTb, YTO 3TO 3a CPa6aTblBaHVIFI, Ha KakKux

[encTBumA, BbINOSHAEMbIE Ha B
YCTPOMCTBaxX OHU 3aPUKCUPOBAHbI, KAKUE MOJIb30BATE/IN UX BbI3bIBAIOT.

KOMMblOTEepe agMUHMCTPaTOpa
CeTu, CUJIbHO OT/IMYAKTCA OT

AencTBumn, Hanpmep, GMHAHCOBOIO PELLUEHWUE

AenapTameHTa. Mpv NpaBuIbHON

rpynnMpoBKe KOMMbIOTEPOB C/IyX6a v OnpepenvTb U OTCOPTUPOBATH BCE KOMMbIOTEPbI B COOTBETCTBUM
MHPOPMALMOHHOM 6e30nacHOCTH ¢ Active Directory, C NTOMOLLbIO aBTOMATUYECKOW MU PYYHOM
JIerko onpeaenuT, MOXeT /Y AaHHbIN rpynnuMpoBKM

nosb30BaTesb BbINOJHATL Te UAKn
MHble eNCTBUSA Ha 3TOM YCTPOMCTBE.
CUHXPOHM3aLMSA rpynn KOMMbIOTEPOB
B ESET Security Management Center
v npaeun ESET Enterprise Inspector
obecneymnBaeT BblgatoLLmecs v PaspewunTb UM 3a6/10KMPOBATH MPUIOXKEHWUS UM CKPUNTbI ANA
pe3ynbTaTbl paboTbl C KOHTEKCTOM. nosb3oBaTenen

v PaspeLwmnTb Ux 3a6/10KMPOBATL MPUIOXKEHUS UM CKPUMTHI A1
rpynmn KOMMbOTEpPOB

v MonyyaTb YBEAOMIEHWUS A5 ONPEAeSIeHHbIX rpyrn

[1poCTast HaCTpoOMKa M pearpoBaHVe —
He MPUAETCA MNpyBIeKaThb Cy>xoy b

Jaxe ecnin B KOMNaHUU ecTb MPOBJIEMA
cnyx6a uHpopmMmaLMOHHOM

He BO BCcex KOMNaHUAX ecTb Cy>kK6a MHGOpMaLLMOHHOM 6e30MacHOCTM.
5830I13CHOCTM, ee

BBOpA M BHeApeHuMe pacluMpeHHbIX MpaBu AeTeKTUPOBAHMNSA MOXET

COTpYyAHUKaM 3a4acTyro cTaTb Npobaemon.
CJIO)KHO pacCTaBUTb

npuopuTeTbl U BbIGpaTb PELUEHUE
cNeAyIOWMMA War cpeau

- v Bonee 180 nNpeABapUTE/IbHO HACTPOEHHbIX NMPaBU
BCexX yBeaoOMJ/IeHUu

n cpabatbiBaHUMN.

v MpocToe pearmpoBaHue C MOMOLLLbIO OHOW KHOMKM MO3BOSSET
Mo3TOMY AN KKAOrO CpabaTbiBaHNS 3a6/10KMPOBaTh, OTK/IIOUUTL UM M30/IMPOBATb YCTPOMCTBA

npegnararoTcs Wwarun, Heo6xoanmble
Ans ucnpaenexHus. O6Hapy>XuB yrposy,
ESET Enterprise Inspector npegnaraet
BO3MOXHOCTb 6bICTPOro pearnpoBaHus.
OnpegeneHHble pansbl MOryT 6bITb
3a6/10KMpOBaHbI MO XeLly, NpoLecchl v Mpasuna MOXHO pefakTUpoBaTh Yepe3 XML, 4To ynpoluaet
3aBepLUeHbl Y MOMELLEHbl B KAPAHTUH, nx HaCTpOl)'II(y U cosgaHue HOBbIX NpaBun

Bbl6pPaHHbIE KOMMbIOTEPbI M30/IMPOBaHbI

v [1ns KaXkaoro cpabaTbiBaHWs NpeanaraoTcs ganbHenLwme waru,
HeobxoAMMble A5 peLleHns npobiembl

WU yaaneHHOo OTK/IioYeHbl.



Ans Kaxkaoro cpabaTbiBaHUS

npeanarakoTcs gasibHeuLne
Laruv, Heobxoammeble
ANS peleHus npobiemsl.




BO3MOXHOCTU

NPOAYKTA

NMPOAKTUBHbIN MOUCK YIPO3
(THREAT HUNTING)

MprvMmeHeHWe GUALTPOB K AaHHbIM A1 COPTUPOBKM Ha
OCHOBe NonynsapHocTn panna, penyraumm, LMPGpoBon
noAnNucK, NoBefeHns Uan KoHTekcTa. YcTaHoBKa
HeCKOJIbKMX GUNBTPOB NO3BOJISIET 06HAPYXXMUBATb
yrpo3bl aBTOMAaTN4eCKN, GUALTPbI HACTPANBAIOTCS B
COOTBETCTBUM CO CpeoM KOMMNaHUK. Mo3BoNseT Nerko
06Hapy>k1BaTb yrposbl, BKAYas APT U1 LiefieBble aTaku.

OBHAPY>XEHUWUE UHLUUAEHTOB
(AHANIU3 NPUYUH)

BbICTPbIN 1 NPOCTON 0630p BCEX MHLMAEHTOB
6e3onacHocTu B pasgene cpabartbiBaHun. Ciyxoba
MHPOPMALMOHHOM 6€30MacCHOCTN MOXET B HECKOJIbKO
K/MKOB MOJIYYNTb aHAIN3 MPUUMH: YTO 6bIN0
3aTPOHYTO, FAe M KOrja BbIMO/IHEH UCMOAHSAEMbIN
dann, ckpunT unu gencTeme.

PACCJIEALOBAHUE U UCTTIPABJIEHUE

BCTpOEHHbIN Habop NpaBuJ1 U BO3MOXHOCTb
CO3[aHM1S CBOUX CO6CTBEHHbIX A/19 pearnpoBaHus
Ha 06HapY>XeHHble MHLMAEHTbI. 15 KaXA0ro
cpabaTtbiBaHMA NpeanaraoTcs gasbHenLWme Wwaru,
HeobxoauMble A9 peweHnsa npobsiembl. yHKUNA
6bICTPOro pearnpoBaHus No3BossgeT 610KMpoBaTh
onpeaesieHHble dansibl Mo Xelly, 3aBepLiaTh U
NOMeLLATb B KAPAHTUH NMPOLLECChI, U30/1MPOBaTh
VAW YOANIEHHO OTK/H04aTb BbI6PaHHbIE KOMMbIOTEPBI.
3TO rapaHTUPYET, YTO HN OAUH UHLMUAEHT

He OCTaHeTCA He3aMeYeHHbIM.

(@) ENTERPRISE MEFECTOR

-

C6OP UHOOPMALIUU

MpPOCMOTp AaHHbIX O HEAABHO 3aMyLLEeHHbIX MOAYAX,
BKJIlOYasA BpeMs 3anycka, Nosib3oBaTens, Bpems
B3aMMOJAENCTBUSA, aTakoBaHHbIe YCTPOMCTBA. Bce
[aHHble XPaHATCA JIOKaNbHO BO M36eXKaHue yTeyex.

AETEKTUPOBAHME I0C

MpocMoTp 1 6/10KMpOBKA MOAY/1EN HA OCHOBE CBbILLE
30 MHAMKATOPOB KOMMpPOMeEeTAaL UK, BKIKOYaSA XelLl,
Moaundukaumio peectpa nam Ganios, ceTeBble
NOAKAOYEHUS.

AETEKTUPOBAHME MO AHOMAJ/IUAM
N NOBEAEHUIO

MpoBepka NcnosiHgemMoro dania c MOMOLLbIO CUCTEMDbI
penyTaunu ESET LiveGrid no3BosisieT 6bICTPO OLEeHUTb
npoeccbl — 6@30nNacHbl OHWU UM NOAO3PUTENbHBI.
IpynnupoBKa KOMMbIOTEPOB MO NOJIb30BATESO,
oTAeNy U Apyrum KpUTepmsiMm nomoraet cnyxbe
MHPOPMaLMOHHOM 6e30NacHOCTN ONepaTUBHO
onpeaenvTb, UMeeT /i1 NoJib3oBaTe b NPaBo

Ha BbIMO/IHEHME TOrO U/ UHOTO AEeNCTBUIS.

HAPYLWEHMUE NMOJINTUK KOMIMNAHUU

BnokmpoBKa 3anycka BpeAOHOCHbIX MOAyen Ha
Nto60M KOMMbIOTEPE KOPNOPATUBHOM ceTU. OTKpbITas
ApXUTEKTypa no3BosgeT rmbko HacTpamsaTb ESET
Enterprise Inspector ana o6Hapy>XeHUs HapyLUeHUn
NOJINTUK KOMMAHUN B OTHOLIEHUM ncnosbsyemoro Mo,
Hanpumep, TOPPEeHTOB, 06/1a4HbIX XpaHUAULL, 6paysepa
Tor n apyroro HexxenarenbHoOro copra.




O komnaHum ESET

ESET, rno6anbHbi UFPOK pPbiHKA 6e3onacHoOCTK, obecneymnBsas

mHpopmaLMOHHOW 6e30MacHOCTH, KOMMIEeKCHYI0 3alunTy OT Knbepyrpos

HasBaHa «lpeTeHaeHToM» (Challenger) AN KOMNAHUM U AOMALLHUX

B PeMTUHre paspabotuukos nnatpopm nosib3oBaTesien No BCEMY MUPY.

ANSA 3alUTbl KOHEYHbIX TOYeK

Gartner®. ESET aBnsieTcs 4acTHOM KOMMNAaHUen,
He 3aBuCsLLen OT rocyaapCTBEHHbIX

bonee 30 net komnaHma ESET N NOINTUYECKMX pelueHun. KomnaHus

paspabartbiBaeT nepenosoe obnapgaet pmHaHcoBOM cBO6OAON

nporpaMmmMmHoe obecrie4eHne U CepBUCHI M aenaet MakCMMyM 418 3aUUTbl BCeX

B 061aCTU MHPOPMALMOHHON KJIMEHTOB.

ESET B LUDPAX

0 MAH 400 TbIC. 200+ 13

nosb3oBaTtesield  KOpPNopaTUBHbIX CTpaH LLeHTpOB
no Bcemy Mnpy K/INEHTOB NpUCYTCTBUA  UCC/IeA0BaHUMN
COTPYAHUKM ESET AOXOAbl ESET

B MunnnoHax espo
bBonee TpeTn COTPYAHUKOB

ESET pa6oTatoT B 06/1acTn

1CCNea0BaHUii 1 pa3paboTok 500
1400 400
300
700 200
100
2 ‘ 0

1987 1997 2007 2017 1987 1997 2007 2017

Gartner He peKOMeHAYEeT HUKAKMUX NPOU3BOAUTENEN, MPOAYKTbI UM YCAIYTK, NPeACTaB/eHHbIe B 0TYeTax. AHaIMTUYeckune ny6avkauum
Gartner oCHOBaHbl HA MHEHMM UCCef0BaTe/IbCKOM opraHusauum Gartner u He MOryT CYMTaTbCs KOHCTaTaumen pakrta. Gartner He gaet
HWKAKMX rapaHTUi, BbIpaXXe€HHbIX B IBHOW MW nofpasymeBaemort Gopme, B OTHOLLIEHUW NyBANKYEMbIX AAHHbIX, B TOM YMC/e rapaHTui
KOMMepYecKow NMpUroAHOCTU N COOTBETCTBUS ONpese/eHHOM Len.



HALUU KJIMEHTDbI

HONDA GREENPEACE

C 2071 roga nop 3awmTton ESET. C 2018 ropa nop, 3awwmTtom ESET.

JlnueHsus npoanesanacb TpuXxabl Mocne npoaneHnsa nnueHsna

1 6blna paclumpeHa B iBa pasa pacwupeHa B 10 pa3

Canon ] L

C 2016 ropa nop, 3awmtom ESET.

ISP-napTHep no 6e3onacHocTu ¢ 2008 roaa.
Bonee 14 000 paboumnx CTaHL M

basa K/IMeHTOB — 2 MU/IIMOHA

HALUUN HATPAADbI

THECHANNELCO.

CRN

PARTNER

PROGRAM
GUIDE Approved

Busipess Product

'WINNER o
2017

«Y4umpleas xopouwiue xapakmepucmuku 3awumbi
0m 8ped0HOCHbIX NPO2PAMM, YNpasAsiemocms,
2/06AAbHbIU 0X8AM U KAYeCmeeHHY N000epIKKy KAUEHMmOs,
KomnaHust ESET 00AXHa 6bimb 8 GUHAAbHOM ChuCKe

paccmompeHust npoussodumenel Npo2pammHo20 obecneveHusl
048 3aWUmbl 0m 8ped0HOCHbIX NPO2PAMM»,

— 3KCNepT MeXXAYHAPOAHON He3aBUCMMOW aHANUTNHECKOW OpraHm3aLmMm
KuppingerCole Leadership Compass, nybavkaums «KopnopaTtvmeHas
6e30MacHOCTb PAboYMX CTAHLMI: aHTUBMPYCHbIE peLleHus» oT 2018 roga.
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