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AnaToHn CosoBen

Yunics Ha paspadorunka. OKOHYHII
TEeXHUKYM.

IIoroM — Ha 3aIUTy HH(POPMAIHH.
OKOHYMN YyHHBEPCUTET.

IIporien 11komy SHUKeA 1 aAMUHA, TEXHUYIECKOM
IIOIEePsKKU U BHEJIPEHIla B BeHI0pe.

Yiiien B yopaBiieHHe ITPOAYKTaMHU, TaK KaK
MMEHHO TaKuM 00pa3soM HAHOIILY MAKCUMAIbHYIO
nmosb3y. [locnemuue 2,5 roma — Baageners
IIPOAYKTA.

Cettuac — BIazerer IPOLyKTa N ’."
Threat Intelligence platform B R-VISIOM






Yro Takoe threat intelligence?

HNunukaTopbl KOMIIPpOMETAITuH !

Rourexcer?



Yro Takoe threat intelligence?

Kourexker
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HNugnkaTopbsl KomnpomeTaumnm

+
BzaumocBazu



AxameMHuuYeCKHUH IIOIXO0I

“Cyber threat intelligence is knowledge about adversaries and their motivations, intentions, and
methods that is collected, analysed, and disseminated in ways that help security and business
staff at all levels protect the critical assets ~ise.”

’ \ ‘tive Guide to Cyber Threat Intelligence

ntext, mechanisms, indicators,
ing menace or hazard to assets that
.se to that menace or hazard.”
Gartner, McMillan (2013)

o Augment Cyber Threat Intelligence (CTI): A
Comprehensive Study

“Threat intelligence is evidence bas
implications and actionable advice,
can be used to inform decisions rega.

from Tactics, Techniques and

“The set of data collected, assessed and applied regarding security threats, threat actors, exploits,
malware, vulnerabilities and compromise indicators.”

SANS Institute



Threat intelligence
— 9TO 3HAHHUA

RoTopble MOXHO MPOaHAIU3UPOBATH U
IIPUMEHHUTH YeJI0BEKOM 1 MAIIHHOH



Ouens 3peJio

. Decisions

Change, movement | FUTURE WHAT ACTION?

Given purpose, Reveals direction

becomes :
: '  What is Best?
: . . Reveals principles
S Intelligence
; Understanding, integrated, actionable
Given insight,
wn becomes
= :
— :
= — Knowledge
<t ; .
Z .
<C Given meaning, l PAST
becomes ' Why?

Reveals patterns

________ Information

What?
Reveals relationships

Given context,
becomes




Ilouemy TI maao KTo
IMMOJb3yeTCsa’?

S th

CJIOKHO II0Jy4aTh CJIOKHO HUHTEPIPETUPOBATH CJIOKHO IPUMEHATD

X/

CJIOKHO OIIeHUBATH MOJb3Yy OT mpuMeHeHusa T'1



IIpumeps1 punos

"md5": "8D2A50C4ABE53C48BB85F1D708C4052D",
"shal":
"28E853985367C7FA7B9163DAEEOLE63BA47B7421",
"sha256":
"B7F638B47D5C44E69C2E63A0ABI9F89357784B0658BE
929D8E1E0216CO9FEO1F4",

"Tink":
"https://metadefender.opswat.com/results#!/f
11 e/bZE3MDIyMUgXWUZ6MXk SwWwxIeTRna3ptVWtuNw/r
egular?utm_medium=json&utm_source=www&utm_ca
mpaign=threat_feeds",

"total_avs": 15,

"total_detected_avs": 1,

"threat_name": "Trojan/Heur!vwtunw",
"file_type_category": "E",
"file_type_extension": "exe",

"published”: "2019-05-17"



IIpumeps1 punos

"indicator':
"S5bdf483279a4a816ed4f8a235e799d5068d14f
64",

"description”: "",

llt_it'lell: Illl’

"content": "",

"type": "FileHash-SHAl1",

"id": 1055



Coop 1 00padoTKa

<cybox:0bservable id="1ibm:0Observable-36987423ad99834bf10eb2abfe88ee82">
<cybox:Title>XFE Observable for 1E3A57CFF7CBA8732364C26F4BBDCBE?2
</cybox:Title>

<cybox:Description>XFE Observable for 1E3A57CFF7CBA8732364C26F4BBDCBE?2
</cybox:Description>

<cybox:0bject id="ibm:0bject-54e4blbf-9bea-6fba-7d96-0f45f4f53ff1">
<cybox:Properties xsi:type="FileObj:FileObjectType">

<FileObj:Hashes>

<cyboxCommon:Hash>

<cyboxCommon:Type xsi:type="cyboxvocabs:HashNamevocab-1.0">MD5
</cyboxCommon: Type>

<cyboxCommon:Simple_Hash_Value condition="Equals">1E3A57CFF7CBA8732364C26F4BBDCBE2
</cyboxCommon:Simple_Hash_value>

</cyboxCommon :Hash>

</FileObj:Hashes>

</cybox:Properties>

</cybox:0bject>

</cybox:0bservable>



Mpumepbl dpugos

Malware analysis on Bitter APT campaign (31-08-19)
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Initial vector

Use a document with a remote template injection as initial vector. This request
http[:)//mag.com.pk/ for be redirected on the next URL

This seconds URL (http[:]//mag.com.pk/wehsd) send an RTF exploit

Executive Summary

Since at least 2015, ) known as BITTER has been targeting Pakistan
and Chinese organizations using variants of a previously unreported downloader. We have named this
malware family ArtraDownloader based on a PDB string discovered within the samples. We've observed three
variants of this downloader with the earliest timestamp of February 2015. This downloader has frequently
been observed downloading the Remote Access Trojan (RAT) BitterRAT which is associated with BIT

threat operations.

Starting in September 2018 and continuing through the beginning of 2019, BITTER launched a wave of
attacks targeting Pakistan and Saudi Arabia. This is the first reported instance of BITTER targeting Saudi
Arabia. Details surrounding these attacks and the three ArtraDownloader variants observed are described
below.

Activities
Between mid-September 2018 and January 2019, Unit 42 observed the ArtraDownloader used in the
targeting of Pakistan and Saudi Arabian organizations. Several malicious documents have been identified, all

communicating with likely compromised, legitimate Pakistan websites to retrieve the payload. These websites
include those associated with the Pakistan government and other Pakistan organizations.

Beginning on Sep 12, 2018, we observed files with the following names hosted on the URL
https:/wforc[.]Jpk/js/.

e Internet Data Traffic Report - August 2018.docx
o PAF Webmail Security Report.doc.exe

The presumed spear phish targeted an employee of an organization in Saudi Arabia. The malicious file
communicated with the C2 nethosttalk[.Jcom.

Around the same timeframe, two additional files (listed below) were observed being hosted on another
Pakistan website. These executables, which had the following names, were hosted on the URL
khurram.com[.]Jpk/js/drvn and communicated with the domain nethosttalk[.Jcom for C2.

e Handling of Logistics.pdf[.Jcom
e Cyber security work shop.pdf[.Jcom

4 OUHUEPT MLW-EML-FIN-20190212-02

Npeay 3admkc paccesinka BNno!

1. KpaTkoe onucanue yrpossi

3aduKcnpoBaH (akT MacCcoBOrO PacnpOCTPaHEHMs BPEAOHOCHOTO NPOrPaMMHOMO
obecneuenus cemeicTBa «Buhtrap». YkasawHoe BMO ucnonb3yeTcs B artakax Ha
OPraHM3aumM1 KPEAUTHO-(PUHAHCOBOM ChHEPE U MX KNMEHTOB — IOPUAMHECKNX /MLL.

2. P
1 | URL-appeca v IP-appeca, K puntoyandex{.Jin
KOTOPbIM NPON3BOAATCH 85.217.170[.]37
obpatuenns 139.60.163[.]158
2| Anpeca 1 AoMeHb! noaMeHHbie:
oTnpasuTeneit nucem kashcheev@arenda-volgograd[.Jru

komplektl @kmsd[.]ru
mainsister@surgutgp5[.Jru
ar@soctrade(.Jcom
anbHbie:
23.106.223[.]12

Huxe npuBeseHbl AaHHbIE NO M3BECTHBIM (aitnaM U3 PaccuikM.

WHdopmaumio 06 06HapyxeHnn Gaitnos aHTUBMPYCHBIMU CPEACTBAMU PA3NNUHbIX
NpOM3BOAUTENEH Bbl MOXETE NOMYYUTH, HaNpUMep, N0 AaHHLIM CaifTa virustotal.com,
BBEAA B NONE NOUCKa COOTBETCTByIOWME (aiinam Xaw-CyMMbl, Nn6o o6paTMBWMCL B
TEXHUYECKYIO NOAAEPXKY BEHAOPA WCMONL3YIOWErocs B Baweil  OpraHM3aumMm
aHTMBMPYCHOTO CPeAcTBa.

O6pauaemM BHUMaHWE Ha TO, YTO UCNONL30BaHWE aBTOPaMU Pacchinku BMO MHbIX
MMEH (aiinos, KPOME YKa3aHHbIX B HACTOALEM BloNNETEHe, He MCKIIONEHO.

1) «akt_kass.doc»

MD5 664E95FBDIC4439CI800CCIIF0474D 18

SHAL A472995CB37965F3F938152D965SEF6CDBACFE327

— 7CEF4B46501F605030427C3F 0C6DBSE 190AFBEA757D75533F900A
| ADA9520A0A0

Pa3mep

daiina (6aiir) | 7920

2) «kassovy_akt.doc»

MD5 35BE4860A6EA917A9F680FSD2FAAA2E2

Email: fincert@cbr.ru
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Ho He Bce Tak

CTPAIIHO HA
caMoOM JeJie




Riaaccel 3agady npu padore ¢
TI

'I Coéop

N3 Pa3HbIX ICTOYHHUKOB

Oonapy:xkeHue
MHINKATOPOB KOMIIPOMETAIINHN

BHYTPH MH(PPACTPYKTYPHI

2 O0paboTKa

HOpMAaJIN3allusd, arperaius

Pacopocrpanenue
Ha CPeJCTBA 3AIUTHI I
MOHHUTOPHUHTA U OJIOKUPOBKHU

3 Oo0oramenue

€CJ/IN JaHHbIX HEAO0CTATOYHO

ABTOMaTH3aAIUA
ClleHapHeB MCII0JIb30BAHUS
MHIUKATOPOB



KARK HAYATD
PABOTATbBb C T1 ?

OnpeaeuThb, HY>KHO JIM 3TO BaM B NIPHUHIIUIIE
OTBeTbTe cebe HA BOMPOC: KaKHe 3a/1a4H Bbl
IJIaHUpyeTe pemaTh ¢ moMoubo T1?

Ucnoab3oBaTh miaardopmy auas céopa TI
Pykamu — ci10>kHO U HeadPeKTHUBHO!

Pery/isipHO OlleHUBaTh Ka4eCTBO MCTOYHUKOB T1
doJicsamme U 6ecrioie3Hble — BbIKH/IbIBATh

ABTOMaTM3UPOBATh PYTUHHbIE Ollepal
Ob6oranieHue, MOHUTOPHUHT, OJIOKHPOBaHUE




MISP — npopakiH-pesu pemnieHue

OpenCTI— Mosiono# NpoeKT, noAarIui
Ha/ex/bl, 3aJ1I03KeHbI IIpaBUJIbHbIE U/ eH



https://www.misp-project.org/download/
https://www.opencti.io/en/
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Awesome
threat
intelligence



https://github.com/crits/crits
https://github.com/google/grr
https://csirtgadgets.com/collective-intelligence-framework
https://github.com/ciscocsirt/GOSINT
https://github.com/osquery/osquery
https://github.com/hslatman/awesome-threat-intelligence

OrnenpHbIN pecnekT: Politraf

https://github.com/ainich/politraf



https://github.com/ainich/politraf

OunllEPT — gocrynen Bcem

180+ cBobGogHO-pacIpocTpaHAEMbIX (DUAOB B MOEH II0I00PKe:
https://github.com/like-a-freedom/Intelligent-
harvester/blob/master/config/settings.yaml

X RIVIE

IBM X-Force AT&T Cybersecurity
Exchange (ex Alien Vault OTX)


https://github.com/like-a-freedom/Intelligent-harvester/blob/master/config/settings.yaml

IloabrToxHM

TI 00BIYHO HY;KEH TaM, I'Ie €CTh pearupoBaHue HA HHITHAEHThI
bes oporiecca IR nmennocts T1 HeoueBugHA

RuoeppasBeara moxo:ka Ha OOBIYHYIO Pa3sBEIKY, KaK C TOUKH
3peHusa JaHHBIX, TAK U C TOYKH 3PEHHUs IIporecca

RagecTBo TI npavo BiInAeT HA KAYECTBO PeariPOBaAHUA HA HHITHIEHTHI
HNDB: yem nyywe Bbiwe b6ynet Kayectso T, Tem HMKe Bpemsa pearmpoBaHuA U
pa3pelleHma MHUMAeHTa B obLiem cayyae

JTO OCBEIOMJIEHHOCTS crnenuaaucToB mo UB, uTo mmo3BosisgeT moHuMarh
JaHAmIaT yrpos, IJIaHUPOBaTh, BHEAPITh U PeAIN30BbIBATL aJeKBATHBIE 3AIlUTHbIE
MepPbI



Y10 OBLIO, YTO OYET, HA YEM CEPIIIE
YCIIOKOUTCA?

YHnduranua 1 CTAaHIAPTH3 AN
He usobperenue 1 IpHUHATHE HOBLIX CTAHAAPTOB, 8 MIOBCEMECTHOE IIPUHITHE U HCII0JIb30BaHHE,
THIIOBbIE PEIeHUs MO/ OTPACTH U KJIACChI 33724

End-to-end aBTromarnsamusa mpoiecca
SaKpBITHeE IIOJHOTO ITHKJIA ciieHapueB padoTsl ¢ threat intelligence

Pa3Burne KyJabTypbl oOMeHa naHHBIMHA T1
OrpacneBrbie eHTpa 0OMeHa JaHHLIMU KHuOeppa3BeIKu: TOCyIapCTBEHHbIE 1 KOMMEPUYEeCKHUe

IHosaBiaeHne 00JBIIIEro KOJNYECTBA JOKAJIBHBIX HCTOYHUKOB TI
IIpocTo mmoToMy, 4TO celyac UX Maji0 — a 9TO IIPAKTHYECKH OTCYTCTBUE
KOHKYPEHITHH M MOHOIIOJIH3AaITHI HUIITH



Definitive guide to threat intelligence

The Threat Intelligence handbook by Recorded future



https://cyber-edge.com/wp-content/uploads/2018/11/Recorded-Future-eBook.pdf
https://cryptome.org/2015/09/cti-guide.pdf
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