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OCHOBHble TeHAeHUUN pa3BUTUA

O6nauHble cepBUCHI - 3TO Jpo3ua NnepumeTpa ceTu

HOBaA HOpMa y
P * 50% paboTonatenewn

* 83% rnobasnbHoro notpebyet BYOD k 2018
TpaduKka K 2019 roay roay
bynet ncxoamntb ot
061a4HbIX CEPBMCOB U
NPUNOXKEHUN

* 73% pocT MOBUNBHbIX
ycTpouncts ¢ 2014 no 2018
rog

* 42% opraHm3aumm B
GUHAHCOBOM CeKTope
NCNONb3YIOT Saas

* 86% BCex pabounx
Harpy3okK B obnake Kk 2019
rogy He yepes /I0KaNbHbIX

* $22.4B 06bem pblHKa nonb30oBaTeNen u yepes
laaS B 2016 roay HeynpaBasdemble
YCTPOWCTBA
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CreneHb yrpo3 Bo3pacraer,
npodeccuoHanoB He
XBaTaer

* 1.5M BceMMpPHbIN
AeduunT cneunanmncTos no
6e3onacHocTn K 2019 roay

* 95% BCex yA3BMMOCTEN
obnake K 2020 roay byaet
Yyenoseyeckasa owmnbKa



PocTt uncna obHapyKeHHbIX yteuek B AWS 3a nocnegHue
HeCKO/1bKO NeT...

Configuration Error Leads to Another Amazon
Web Services Data Breach

The records of nearly 200 million U.S. voters were compromised.

Hacker puts 'full redundancy' code-hosting firm
out of business

Error Exposes 1.5 Million People's Private
Medical Records on Amazon Web

Services [UPDATED]
— OneLogin suffers breach—customer
Cloud Leak: WSJ data said to be exposed, decrypted
Parent Compa ny Customer account-only support page warns of "ability to decrypt encrypted data."
Dow Jones
Exposed Booz Allen Hamilton leaves 60,000
Customer Data

unsecured DOD files on AWS server
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TpebyeTca B3aumHoe
nosepue

OTBeTCTBEHHOCTb B MOAENU
pasaenaemon 6es3onacHoCTU

FER Paa$S Y-EN)

Service config Service config Service config
Data Data DEIE!
Apps AppS AppS

OS OS OS

Virtualization Virtualization Virtualization

Network Network Network

Infrastructure Infrastructure Infrastructure

Physical Physical Physical
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[MToHUMaHMe obLen OTBeTCTBEHHOCTH

Customer applications & content
Network Inventory Data Access
Security & Config Security Control

Compute Storage Database Networking

Availability Zones
Edge Locations
Regions

ORACLE

You

define your
controls ‘in’
the Cloud

AWS

takes care of
the security
‘of’ the Cloud

amazon
webservices”

OwmnbKa B HACTPOMKaAX
npou3onaeT cneunanbHO Uan
HEeYMbILI/IEHHO

He3awmndpoBaHHble AaHHbIe
MoryT nonactb B CeTb, 3TO
OnacHo

Cneaute 3a agMUHUCTPATOPAMM

Cnepute 3a ny6ANMYHbIM
NOCTYNOM, Fpynnamm,
napameTpamum AocTyna,
KAOYaMU N USMEHEHUEM
KOHOUTYPALMOHHbIX HAaCTPOEK
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CASB — "Caz-bee? Xm..."

(!

* "Cloud Access Security Broker" @‘ 73

* TepmuH noasuaca c nogayvun lapTHepa 2012

* "Broker" — noapa3symeBaeT nepexoa Mexay YHem-TO, HEKOTOPYIO
abCcTpaKUMio, HEKOTOPbIE LW/IHO3bI

ORACLE
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Cloud Access Security Brokers — Kakummn oHun bbiBatoT?

 Perimeter/Agent-centric

* OcHoBHOWM dhoKyc Ha VcrnonHeHun,
[MpenoTBpalleHnn & KoHTpore [locTtyna

» [lpoBepka naketoB & DLP

* He npocToe pa3BepTbiBaHME

* [lpobrnembl, cBsiI3aHHbIE C
NPON3BOAUTENBHOCTLIO,
MacluTabrupoBaHneM, 3a0E€P>XKKON U
«rITyONHOMN Y,

ORACLE

 API-centric

OcHoBHOW (hoKyC Ha 0OHapyxeHune, AHanu3
& YnpasrneHue

beclioBHasi MHTerpauus ¢ NPUNOXeHUAMHN
bbicTpoe pa3BepTbiBaHUE

OTcyTCcTBME BNUSAHUA Ha
NPON3BOANTENBLHOCTL NN MOSIb30BaTens
Obb14HO He npumeHsemcs 0ns DLP
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Oracle CASB Cloud Service

Be3onacHbii gocTyn

9

Be3sonacHasa paborta

Hantu

* TeHeBble M CKpbITble IT
pecypchbl

* OueHKa pUCKa

*[loKaszaTtenu

CKOMMPOMETUPOBAH-
HOCTHU

ORACLE

a O6ecneuutb
6e30nNacHOCTb

* [laHHblE

* CobntopgeHune
TpeboBaHUM

* ObecneyeHune
6e30nacHbIX HAaCTPOEeK

* UIHTEeNNeKTyaNnbHbIN
MOMUCK yrpos

Copyright © 2018, Oracle and/or its affiliates. All rights reservedOracle Public

NMpoKoHTpoO-

NnpoBaTb

* AKTUBHOCTb

e KoHpurypauum
* TpaH3aKuUK

* KOHTEHT

* [loNnnTNKK

OTtpearu-
poBaTtb

e ABTOMaTUYECKUMN
OTBET Ha UHUMAEHT

* AHTerpauma c
cMcTemamm
ynpasneHuna UT-
ycnyramm (ITSM)



ObecneydyeHne o0b6s1a4HOMN Be3onacHOCTU

Oracle CASE Mou 6usHec-kpumuy4eckue rnpuroxeHusi
mpebyrom MoHuUmopuHaa be3onacHocmu
@ u coomeemcmaeusi mpebosaHusim!
A ¥
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amazon 1 office365 Google Apps B8 Microsoft Azure
okta servicenow rackspace@ DOX  GitHub ORACLE

* Bkntwouyasa Oracle HCM, ERP, CX

A xo4y sudemb 8ce UCriosib3yemMble
compyoHuUKamu obria4yHble B = % 8 ~ gl o 2
npunoxeHus! (Shadow IT) T e
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Oracle CASB

ORACLE

ORACLE cass cloud service

ED e~ | KeyTech

sam.sorokin@acmeloriccom

-

Dashboard: summary

Dashboard
Summary l App Discovery ] Key Security Indicators ]
[’
2
Applications _ _NUNE .
v i “.:*amazon X | D Office36 servicenow ) GitHub ¢
< Add Acme_AWS Acme_Box Acme-0365 Acme_SFDC Acme_Snow Acme_Retail Acme_Github Acme_GApps A °
SA App Instance
L] L ] L] o © ® < @
Risk Events
R Health Summary: All App Instances ® 3992 normal, 13 suspicious events. Filter | all events BL72(6)
‘ !‘} S /
Rer 52 Non-compliant security controls
B 23  Openincident tickets ¥ Euiods
Users o R I o
21 Policy alerts % : s s Asia
Incidents \‘ &
nciden s
15 Threats Africa J :
1€0racie 2016. map data SHERE 2015
5 Suspicious and normal IP addresses @ User risk levels @ Users with the most failed login attempts @
Jobs
IP addresses that accessed your apps Determined by anomalous or suspicious activity mary.baker@acmeloric.com
®
-y mary.baker [SSII
Configuration
alex.taylor JJa20
carol.krisman@acmeloric.com [[FAINN
mary.baker@acmeloric.onm... 58Il
W Regular B Suspicious = Medium ® Normal B High
Users with the highest login activity (6) Incidents @ Client type and activity @
Excessive login activity can indicate compromise Issues added, modified, and fixed Number of actions, by client type
mary baker@acmelori.com IS Other
loricserviceaccount@acme... B2
vesop
don.mestler@acmeloric.com 21
o1 ot T
carol.krisman@acmeloric.com 31
loricserviceaccount@acmelor... | 6 - -
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Oracle CASB — cxema paboThl

PearnpoBaHue yepes
Oracle IDaaS unu ServiceNow
< CASB [11y6OKMIA MOHUTOPUHT U
yrnpaBneHne KpuTu4ecku
Cosmame BaXXHbIMU

VHUMOEHTA

NPUIOXeHNAMN
< box
] Office 365 sal&gfm:e’
Google Apps
a

Cucrtema
KOprnopaTuBHON
6e3onacHocTn

HarnagHocTb ansa scex
NPUIIOXEHNN

1

L ]

L
MobunbHble
E [Nonb3oBatenu

BHyTpeHHune
nonb3oBaTenu

N
v

Security-as-a-Service: bes obopynosaHusi/ bes MO/ bes areHToB = bhICTpoOe pa3BepThiBaHME

ORACLE

Copyright © 2018, Oracle and/or its affiliates. All rights reserved.



CASB CS — anarpamma NnOTOKOB AaHHbIX

-
. Event &

User Cloud Service Config Data

Activity \ \
ervice .

Policy
Models

Model ———|
((II}))h'_"""‘"-'—-—-—-._.______ThrEﬂ‘t .
Intel
Threat Data / . :
Source List Data / Machine Analytics
Geoloocation ] Learning
g CASB CS
AT, Database
White/Black W)
Lists =
Location Feeds Reporting Controls

ORACLE
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OUEeHKa pUCKa — TPU TUMA KOHTPOMPYEMbIX CODbITUM

echo2 (AWS)

TOP RISK ACTIVITIES RISKS BY CATEGORY

* HacTponkn 6e3onacHoCTH

® yrpo3 bl n Incidents

B Security controls
H Policy alerts

* HapylwweHne NoNUTUK

amazon
webservices
OR CI_E Copyright © 2018, Oracle and/or its affiliates. All rights reserved. 14



OueHKa pucka — HacTporkn 6e3onacHoCcTH

* OnpeaeneHHble B CASB npoBepKM HacTpoek 6e30nacHOCTH

* Hacto nornyeckue HaCTpOﬁKM Uin oanMHO4YHblEe 3HA4YeHUA

—"SSL enabled"
— "Password Minimum Length"

* CASB oTtcnexkmBaeTt «OTK/IOHeHMe" oT 6a30BbIX HACTPOEK

ORACLE
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OueHKa pUcKa - Yrposbil

* JlBa TMNa
— UBA reHepupyeT npeaynpexaeHune "Anomalous Behavior"
— MIHTenneKTyanbHbIM aHA/INU3 Yrpo3 reHepupyeT npeaynpexkgeHune "Suspicious
Behavior"

* "CASB aBTOMaTU4YECKN OOHApYyXMBAET CTPaHHOE NoBedeHne U
npeaynpexaaer crneumanmucta besonacHoctn

ORACLE
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OueHKa pucKa — HapyweHune noNTUK

* OCHOBaHHbIE Ha NnpaBuaax, onpeaeneHHbole U HaCTpoeHHble A1A4 KaXKKA40ro
KINEHTA

* EcTb npeaHacTpoeHHble, peKOMEHAO0BaHHbIE “Nydmmm npakTUkamm”

* “ A mory cka3zaTb CASB, 0 yeM MMEHHO MEeHS HY)KHO npeaynpexxaatb

ORACLE
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[MTpnmepbl cobbITUM Be3onacHOCTH

 HacTpounku 6esonacHocTu(Security -« lNMonb3oBatenb (Anomalous activity)

control) » Credential hijack risks
« Password policies « Session hijack risks
* Permissive network settings * Network access exposure
« Weak resource configurations * Rogue users
« Brute force attempts
 HapyweHue nonutuk (Policy alert) « Excessive logins/attempts
* Resource type (Instance, User, « Aberrant downloads/reads
File, Key, Object, etc.) « Disproportionate sessions
* Resource instance (name, regex) « Atypical usage (e.g. unusual API
« User/group inclusion/exclusion access attempts)

« Conditions (tags, IP, devices)
Free-form conditions
ORACLE
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Cxema paboTbl MAWWMHHOIO 0byyYeHUAa — «Yrpo3bl HET»

W Profile B New Event

UserAgent
4

3,5
3
2,5
2
1,5

Type:EndUser Platform

Time of Day Location

Machine Learning onpegenset ¢popmy c UCNOAb30BaHMEM BECOBOTO KO3dPuLeHTa no ocu

MccKycTBEHHbINM MHTennekT He

CYMTAET, YTO UIMEHEHUE
«Mnatdopmbl» O4eHb

Ba)kHO. Mosib3oBaTesIb NPOCTO
NCcnonb3oBan CBOM TesiedoH.

ORACLE
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Cxema paboTbl MaWMHHOro obyyeHnsa — «Yrposa»

Machine Learning onpeaenseT ¢opmMy C UCMO/Ib30BaHUEM BECOBOro KO3pduLEHTA MO OCK

MW Profile M New Event

UserAgent

10
MccKycTBEHHbIN NHTennekT 8
CYMTaAET Nepexoq, OT poau 6

«EndUser» K
«AAMUHUCTPATOPY» OYEHb

BaXKHbIM Type:Administrator

Platform

Time of Day Location

Copyright © 2018, Oracle and/or its affiliates. All rights reserved.
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MawmnHHoe obyyeHne — npumep 13 }KU3HU

ORACLE CASB Cloud Service -

Dashboard

P 7
2

Applications

Reports

Incidents

Configuration

ORACLE

4-,/ damien@rilliard.onmicrosoft.com

USER ACTIVITIES

45
40
35
Max score detected on = 3 .
=
Feb 13,2018 UTC = | | B
o
o 25
m I
E 20 | I |
0365 : coco =
EART I I [
0 = I =
- - -
N B R B [ = IR
0
1129 1031 212 2i4 206 28 210 2112 214 216 2H18 2120
TRENDING PER DAY
RISK FACTORS Failed logins (Count: 12, Average: 1) | New IP address (entire address) (Count: 2) | New IP address network prefixes (Count: 2)

Failed logins (12)

FAILED LOGINS EVENT TIME ¢* SOURCE IP ADDRESS #* LOCATION #* DEVICE TYPE #*

FAILED_LOGIN: 00000002-0000-0000- Feb 13, 2018 09:33:36 UTC 141.143.213.40 Reading, Reading, UK (UK) Other

C000-000000000000

v Select All o

Failed Login Geographical Locations
M Fziled Login
Login Actions
B Login Geographical Locations
B Metwork Prefix
B Unigue Failed Login IPs
B Unique Geographical Locations
lUnique IP addres:
W Unique IPs - Azuread Actions
Unique Login IPs

LOG DATA

@ View log data
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webservices™

GitHub

rackspace

MANAGEMENT
servicenovw

ORACLE’

HUMAN CAPITAL

Public

cLouD
ORACLE" ORACLE

G Suite slack o resctneenimme
okta &

Ping . )
Identity’ Azure Active Directory

Oracle ldentity Cloud Service

Oracle CASB
Cloud Service

splunk>
OVl  s=3=
Arcslghr%: ALIEN VAULT ——R—;da—r
Check Point H
S paloalto Firewall / SWG
F::RTINET m
SOPHOS ——
N
ORACLE

Oracle CASB 1 BO3MOXHOCTU UHTErpaLmnm
o azon ' Office 365

DCAP/DLP Integrated DCAP
1) Office 365 DLP

Integrated Incident Management

servicenow
Threat
. r;::;a%,‘;element@. { E:!E!!il
intel Td'
Custom feeds
Compliance
|

5|
5|
5]

Integrated Compliance
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Oracle’s Cloud Security - KOMMOHEHTbI

(@

EanHoe
npeacrasneHue

Oracle Security
Monitoring
& Analytics Cloud
Service

Oracle CASB
Cloud Service

ORACLE

Oracle Identity (‘b
y .
Cloud Service {S}E
| ABTOMATU3NPOBAHHDbIU
Oracle Configuration otBeT & ucnpasneHue
—  KoHdurypauus & Compliance Cloud Service
| Oracle Orchestration Cloud
| Service
Oracle Log Analytics
——— PaccnepoBaHuA Cloud Service

Mnatdopma MCKYCCTBEHHOTO MHTENNEKTa U aBTOMATU3aL UMK
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