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OTyeT 0 paccnenoBaHMU HAPYLUEHUI AaHHDbIX

OTyeT 0 peanbHbIX HapyweHuax ot Verizon

= [lonA aTaKk Ha BeH-nNpuaoxeHns coctaBnaet npumepHo 20%
OT 06LEro YMcna 3aperncTPMpPOBaHHbIX MHLWAEHTOB

= Ob6bem HapyLEeHU AaHHbIX NPW aTakax BEO-NPUAOKEHUN
No-NPeKHeMY HaxoAUTCA Ha BeEPLUMHE

= WAF moXeT nomMmo4yb NpeaoTBpaTUTb Pas/INyHble
nonynAapHble ataku: XSS, SQL-mHbekuun, CSRF v apyrme

aTaKu Ha Beb-n PHUNoXxXeHunA

= [naBHbIM GOKYyC:

duHaHcoBaa oTpac/b
locyaapcTBeHHble CyKoObl

NHbopmaumoHHbIe nopTanbl

I:E Public

o Breaches
£ o

Breaches by pattern

Web Applications

Miscellaneous Errors
347
Point of Sale

Everything Else

Privilege Misuse
276
Cyber-Espionage

B 171

Lost and Stolen Assets

B 145

Crimeware

B 140

Payment Card Skimmers

B 111

Denial of Service

20% 40% 60%

80% 100%
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MHUMAEHTDbI YTEUYKU AaHHbIX

CKomnpomeTUpoBaHHbIe OpraHu3auum

-
Legacy Health(U.S)

* Non-profit health system with hospitals
* 38,000 patient records exposed
&

LEGACY

HEALTH
J

-
UnityPoint Health(U.S)

* A network of hospitals, clinics and homecare service
¢ 1.4 million patient records exposed

%IE UnityPoint Health

~N

-
Norway(South-East Regional Health Authority, RHF)

¢ A state enterprise responsible for specialist healthcare
in one of our regions of Norway

¢ More than half of the Norway population(2.9 million) healthcare data exposed
&

\_ J
e N
LifeBridge Healthcare(U.S) /\
* Non-profit healthcare cooperation, operates several medical institutions
¢ 500,000 patient records exposed LI FEBRIDGE
T B A E T He
& J
4 . . N
Sing Health(Singapore)
¢ Singapore’s largest group of healthcare institution
* Operates 4 general hospitals and 5 national specialty centers .
¢ 1.5 million patient records exposed SIngHeaIthj
~N

HELSE e e e SOR-OST

J

I:E Public
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MHUMAEHTDbI YTEUYKU AaHHbIX

CKomnpomeTUpoBaHHbIe OpraHu3auum

ASHLEY
MADIS= N’

-
Avid Life Media(U.S)

* Mother company of Ashley Madison

* A company to provide online date and social networking service

\' 37 million private data exposed

p
Adult Friend Finder (U.S)

e A company to primarily deal in adult entertainment, online dating @) FB’EHBF,"BEBH

and social networking service NETWORKS

e 412 million account exposed
\_ J

p
Yahoo(U.S)

e Portal, directory and, e-mail service provider
¢ 5 million user account data exposed

-
-

Korea Telecom(South Korea)

e Telecommunication and internet service Provider
¢ 12 million user data exposed
N\ J

PantasccurRTy
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OWASP https://www.owasp.org/

Open Web Application Security Project (OWASP) — D LU H S D

Open Web Application
Security Project

3TO OTKPbITbIM NPOEKT obecneyeHmna 6e30NacHOCTU BEO-NPUNOKEHUN

OWASP 6bin ocHoBaH 9 ceHTAbpa 2001 roga Mapkom Kepdu n JsHHUCcom Mpys3om.

Coobuwectso OWASP BkatouaeT B ceba Kopnopaumu, obpasoBaTeibHble OPraHM3aumnm U YacTHbIX
nnu, co Bcero mupa. Coobuwectso paboTtaeT Hag co3gaHMem cTaTer, y4ebHbIx nocobuin,
AOKYMEHTaLUUN, MHCTPYMEHTOB M TEXHOJIOTUI, HaxoaALWMXCA B cBoObogHOM aocTyne.

®ona OWASP — 310 bnarotBopuTenbHasa opraHusauma no 501(c)(3) organization[en], kKoTopas
OKa3blBaeT NoAAEePKKY M OCYLLLECTBASET yrpaBaeHne npoekTamm u nHppactpyktypomn OWASP.
Kpome Toro, ®oHA 3aperMcTpnupoBaH Kak HEKOMMepYecKaa opraHusauma s EBpone ¢ noHa 2011
roga.

PantasccurRTy
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OWASP Testing Guide

PyKoBOACTBO NO TeCTUPOBaHUIO Beb npunoxKeHumn

* MeToAabl, cnocobbl U MHCTPYMeHTapuii aTana cbopa MHPopMaLMM O NPUNOKEHMAX

*  NPUHUMNbI NPOBEAEHUA TECTUPOBAHMSA, OOBACHAKT CMbIC/T U OOLLYIO KOHLENUMIO YIPaBAeHUS
npoueccamm TecTupoBaHnA 6e30nacHOCTM BEO-NPUNOIKEHUN.

* TexHW4YecKue acneKkTbl TECTUPOBAHMA HA NPOHUKHOBEHME BED-NPUNOKEHUN.

* MerTogapl, cnocobbl U MHCTPYMEHTapUii TeCTUPOBAHMA

PantasccurRTy
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OWASP TOP10 2017

CnMCcoK camblx ONacHbIX pUckos (ys3smmocTeit) Beb-npunoxeHuin ot 2017 roaa:

* Al BHeapeHue Koaa

* A2 HeKoppeKTHasa ayTeHTMdUKAUMA U yNpaBaeHNe ceccnemn

* A3 YTeuKa YyBCTBUTE/IbHbIX AAHHbIX

* A4 BHeppeHue BHewHUX XML- cywHocTen (XXE)

* A5 HapylieHue KOHTPOAa A0CTyna

* A6 Hebe3onacHas KOHPpUrypauyms

* A7 MeXKcanuToBbl CKPUNTUHT

* A8 Hebe3onacHana gecepuanmnlauyms

* A9 Mcnonb3oBaHMEe KOMMNOHEHTOB C U3BECTHbIMM YA3BUMOCTAMM
* A10 OTcyTCcTBUE }KYPHANNPOBAHMA N MOHUTOPUHTIA

PantasccurRTy
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MHuMpaeHTbl yTeukn gaHHbiX: A1l BHeapeHue Koaa

=  Webshell Upload

* XakKep nbiTaeTca 3arpy3nTb Be6-CTpaHULYy, YTOObI OTNPABUTb CUCTEMHYIO KOMaHAY UM BBECTU BPEAOHOCHbIN KOA, B
YA3BUMMYIO CUCTEMY.

*  XaKep AOMMHUPYET HafZ CUCTEMOW, NPUHMMAA YYETHYIO 3aMUCb CUCTEMHOIO aAMUHUCTPATOPA, BHEAPAS BPeAOHOCHbI
Koz U3 yaaneHHoro v Beb-cainTa ¢ nomolblo Beb-6paysepa

AS

_ale
@ Attempt webshell upload — @
PUT..HTTP/1.1 t = g v
POST...HTTP/1.1 Webshell

»
>
L
Hacker Web
Uname: Windows NT DEMO-SERVER 5.1 build 2600 [exploit-db.com] e Server
= 0 (SYSTEM) Group:z 0(?) -
5.2.12 Safe m [ info ] Datetime: 2018-09-16 23:13:05
9.99 Free: 6.42 GB (64%) ient IP: “
: C:/APM_Setup/htdocs/english/ x [ home ] 192.168.10.1
Drives: [c]
[ sec. Info ] [Files ] [ Console | [sal]l [Php] [ string tools ] [ Bruteforce ] [ Network ] [ self remove ]
|Server security information
Server software: Apache
Loaded Apache modules: core, mod_win32, mpm_winnt, http_core, mod_so, mod_actions, mod_alias, mod_asis, mod_auth
mod_authn_default, mod_authn_file, mod_authz_default, mod_authz_groupfile, mod_authz_host, mod_authz_user, mod_autoi nod_cgi, mod_dir,
Disabl, Functions: none
CURL support: no
Supported databases: MySql (5.0.51a)
soft Windows XP [Version 5.1.2600]
»
»
@ System command
execution

Read file:

Make file:

Upload file:

PantasccurRTy
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MHUMAEHTbI yTeuKn aaHHbIX: A7 MeXcailnToBblii CKPUNTUHT

= MeXCcanuToBbIN CKPUNTUHT

* [epepaeT Kog BPeAOHOCHOTO CKpunTa ¢ nomolbio HTTP-3anpoca, 4Tobbl BCTaBUTb €ro Ha Be6-CcTpaHuLy nav seb-
NPUIOXKEHME.

* [epeaaHHbI KOg, NO3BOIAET BbIMONAHATL CKPUNT Ha CTOPOHE KAMEHTA, KOraa KAMeHT obpallaeTca K Beb-canTy. 3atem
nHdopmauma o KnmeHTe byaet nepenaHa xakepam yepes C&C cepsep (Command and Control).

@
e
@ Attempt XSS <script>(document...)</script>
Hacker
W
C&C server A ebserver
® Send client information
@ Access web site
(@ Response web page
Client — - Webserver
#
PantasccurTy
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MHUMAEHTDbI YTEUYKU AaHHbIX

Mpeanonaraembiy XapaKTep HanageHus
= SQL Injection

* LLIMPOKO MCNOMIb3YEMbII BEKTOP aTaku Ans Beb-calToB., rae 310yMbllUNEHHUK BeTaBaseT SQL-3anpockl B nons BBoAa
ONf HenocpeacTBEHHOro B3aMMOAENCTBUA C BHYTPEHHel 6a30i AaHHbIX A1A A0CTUNKEHUA Ntoboit 13 cneayoumx

uenen:

- Obxop ayTeHTUDMKaALNM
- Jamn 6a3bl AaHHbIX

- Nopaenka CyLLecTBYOWMX AaHHbIX

- U gpyrune..

http://victim.com?voter=abc “or 1=1;

SELECT * FROM users WHERE user="abc” or 1=1;-- “;
@ Inject SQL <& — & _ ( n S?L
Rd ~ R4
h —_\7 @ Data exposed -
Attacker Web Database
Application Server
ALL user data server ALL user data
returned returned

I:E Public
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MHUMAEHTDbI YTEUYKU AaHHbIX

= 06xop ayTeHTUdUKAUUM M NpaB AOCTyNa

* BHeppeHune CﬂyanIHbIX VI,EI,eHTMd)VIKaTOpOB n naponel7| C Ucnoaib3oBaHMEM aBTOMaTI/I3I/IpOBaHHOH aTakKu No choBapto
AnAa B3210Ma yquHoﬁ 3anncn agMMUHUCTPATOPa N HEMNPAaBWU/IbHOIO MCNOJ1Ib30BaHUA yquHon 3anncum

* [lepexBaT U HENPABOMEPHOE UCNONb30BaHNE MHOOPMALMN O KAMEHTAX NyTeM AOCTyna K KOHPUAEHUNANbHBIM
OaHHbIM M MHOPMALMU C aHOHMMHOW YYETHOM 3aNMNCbio NONb30BaTeNA U3-3a HapyLweHuA (cnaboro) KoOHTpons

A0CTyna
@ Attempt login
) — (@ Admin page
Hacker — Webserver
#
@ Access webpage with user l [ | l
account E g
) @ Customer data
Hacker - exposure Webserver Customer
= DB
Pantasccurry
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MHUMAEHTDbI YTEUYKU AaHHbIX

Llenb HeCaHKLMOHUPOBAHHOIO AOCTYNA

YA3BMMOCTH ﬂpaBMTeﬂbCTBeHHOVI CUCTEMDbI NCNONBb3YIOTCA NO pAAY NPUYNH!

XaKTUBU3M - UICNO/Ib30BaHUE KOMMNbOTEPOB U KOMMNbHOTEPHbLIX ceteun ANA

NPOABUMKEHMS NONUTUYECKUX naen, cBoboabl CA0BA, 3aLLUTbI NPaB YeN0BEKA U
obecneyeHuna ceoboabl MHPopmauun[1].

* MpaBuUTeNbCTBEHHDbIN KNbep-LNUOHaX

; o - :
- ’ N
FAL 4447
jatait Bl
= thﬂms nmhﬁmmm.h\dom%ﬁ J

PantasccurRTy
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MHUMAEHTbI YTeYKU AaHHbIX
Llenb Kpa*ku AaHHbIX

[aHHble y4eTHOM 3aNncKn NoIb30BaTENA UMEIT IMYHYI0 MHOPMALMIO, KOTOPas BKAOYAET UMA, ATy
POMKAEHWSA, SNIEKTPOHHYIO MOYTY U NAaTeXHY0 MHPOopMaLmio

JaHHble NpoaatoTca Ha YePHOM PbIHKE, 419 BO3SMOXXHOCTU MCMO/1b30BaTb ANA APYrMX aTaK

OH MCNONb3YET A1 TOlO, YyTOObI CHU3UTb penytayuto B3/IOMAHHOM KOMMaHUN

PantasccurRTy
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Defense with WAPPLES

=  Webshell Upload

WAPPLES npesoTspalliaeT NonbITKY 3arpysku Beb-cTpaHuL, nposepas cogepknumoe ganna. icnonb3ys mexaHusm
aHaNn3a TMNa AaHHbIX, HaxoAUT CKpbITble NoA Beb6-060/104K0M M3006parkeHuns, U MOXKeT bbiTb 0bHapyxKeHa WAPPLES

WAPPLES TaKKe obecrneynBaeT npeaoTspalleHMe BbINOJHEHMA CUCTEMHbIX KOMaHA, C MOMOLLbIO PaHee 3arpyKeHHOM
Beb6-060/104KN UM BpegoHocHoro MO N\

_ale
@ Attempt webshell upload — @
PUT..HTTP/1.1 o

POST...HTTP/1.1 Webshell WAPPLES B I

OW__

@ Error page )
Hacker ® Webserver

A

Uname: Windows NT DEMO-SERVER 5.1 build 2600 [exploit-db.com]
= 0(SYSTEM ) Group: 0(?)
5.2.12 Safe mode: - [ phpinfo ] Datetime: 2018-09-16 23:13:05
9.99 GB Free: 6.42 GB (64%) ient IP:
:  C:/APM_Setup/htdocs/english/ drwxrwxrwx [ home 192.168.10.1
Drives: [c]
[ Sec. Info ] [ Files ] [ Console ] [5ql]

|Server security information

Server software: Apache

[Php] [ String tools ] [ Bruteforce ] [ Network ] [ Self remove |

Loaded Apache modules: core, mod_win32, mpm_winnt, http_core, mod_so, mod_actions, mod_alias, mod_asis, mod_auth_basic,
mod_authn_default, mod_authn_file, mod_authz_default, mod_authz_groupfile, mod_authz_hest, mod_authz_user, mod_autoindex, mod_cgi, mod_dir,
: nelude, mod_info, mod_isapi, med_log_config, mod_mime, mod_negotiation, mod_rewrite, mod_setenvif, mod_ss, mod_status,

HP
CURL support: no
Supported databases: MySal (5.0.51a)

0S Version: Microsoft Windows XP [Version 5.1.2600]
Account Setting
Fort
Minimm passw
[ Maximm passu
g  Minimn

@ System command =S
execution

Read file:

Make file:

PantasccurRTy
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3awmuwaemca ¢ WAPPLES

MNMpepoTBpaleHmne aTak

= SQL Injection

* WAPPLES o6HapyuBaet rpammaTtuky SQL B HTTP-3anpoce (npeasapuTtenbHo pacwmdposbiBas Npyu Heo0bXxoaMmocTH) ¢
MCMNO/Ib30BAaHMEM BblAENEHHOIO CUHTAKCUMYECKOro aHam3aTopa SQL 1 6nokmpyeT 3anpoc, ecnm HanaeHobl
CUHTAKCUMYECKM A0NYCTUMbIE U NOTEeHLUMaNbHO BpeaoHOCHble SQL-BbiparKeHuA.

Grammatical SQL analysis
w/ dedicated SQL parser

http://victim.com?voter=abc “ or 1=1;

© nject s e WAPPLES
& - <
- @ Error page N
Attacker B Webserver
PantasccurRTy
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3awmuwaemca ¢ WAPPLES
= Cross Site Scripting

WAPPLES 3anpeliaeT Mcnonb30BaTb TEFOB CKPUNOB, KOTOPble MOTYT ObiTb BbINO/IHEHDbI B BED-MPUAOKEHUN, NYyTEM
nposepku naketa HTTP-3anpoca

WAPPLES 610KMpyeT He To/IbKO OCHOBHble Ter HTML, HO U pasiinyHble TUMbl UCNOAHAEMbIX GYHKUUIA Ans
NPUIOKEHNI

SO

L9 _—I
@ Attempt XSS <script>(document...)</script> @» WAPPLES
) e R

f @ Error page
Hacker Webserver

PantasccurRTy
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3awmuwaemca ¢ WAPPLES

=  Broken Authentication and Access Control

*  WAPPLES npeaoTtBpallaeT aBTOMaTMUYECKYHO aTaKy Mo c/0Bapto Yyepes GyHKUMIO NpeaoTBpalleHns aTak C
MCNo/Ib30BaHMEM rpyboit cunbl

*  WAPPLES nogaepkunsaeT nHterpaumnto SSO ansa nageHTMdUKaLmMm aBTopM30BaAHHOIO M0J/1b30BaTeNA 418 NPOBEPKU
NOA/IMHHOCTM U yNpaBAEHUA NPUBUIETMAMM aBTOPM30BAHHOTO NO/b30BATENA C PA3/IMYHBbIMU NPOTOKOAAMM

Hacker

Hacker

I:E Public

@ Attempt login Dictionary attack

&
<

@ WAPPLES-.

@ Access DB with internal
user privilege

@ Error page

ISign+

Single|Sign-On

r—
Webserver

&
<

(@ Redirect page

)
-0 =

Webserver Customer
DB

PantasccurRTy



Web Client

BxogAwme ataku

n,

= == = = e = = ==

I:E Public

WAPPLES

WAPPLES Rules

Buffer Overflow
Cookie Poisoning
Cross Site Request Forgery
Cross Site Scripting
Directory Listing
Directory Traversal
Error Handling
Extension Filtering
File Upload
Include Injection
Input Content Filtering
Invalid HTTP
Invalid URL
IP Filtering
Parameter Tampering
Privacy File/Input/Output Filtering
Request Method Filtering
Request/Response Header Filtering
SQL Injection
Stealth Commanding
Suspicious Access
Unvalidated Redirects
URL Access Control
User Defined Pattern

Website Defacement

= == e e Em o = = =

/ Web Servers \

Ucxopawme
YYyBCTBUTE/IbHbIE AaHHblE

V. a N
—\

23\
-;\

V., AN
-;\
PantasccurRTy



PCI-DSS Payment Card Industry Data Security Standard

» Security ®
Standards Council

CootBetctBue PCI-DSS

= PCI-DSS onpeaenset Habop TpeboBaHut ans obecneyeHns 6e30NacHOCTU AaHHbIX AeprKaTenein KapT

= \WAPPLES obecneuynBaeT NOKpbITUE 3HAYUTENBHOIO NOAMHOKecTBa TpeboBaHUIM 6€30MacHOCTM, YCTaHOBAEHHbIX
PCI-DSS, Bkntovas cnegyouime:

MacKnpoBaHMe KapTOUHbIX AaHHbIX

MNpepoTBpalleHMe aTaKk Ha Beb npunoxeHuna Takux kak buffer overflow, XSS, CSRF, n apyrux.
HenpepbiBHbIN KOHTPONb TPadMKa

YnpasneHnue goctynom K Web-npunoxkeHunsam, pasgenam cantos

SRR

MoapobHbI XKypHaN A0CTYNa, Y4eT U3MEHEHUI

*etanbHaa nHGopmauma o cootsetcTBmm PCI-DSS 1 noKpbiTuK TpeboBaHM No 3anpocy.

PantasccurRTy

- WAPPLES Introduction
I:E Public
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WAF’s advantage for OWASP Top 10 vulnerability

OWASP Top 10 (2017) Network Firewall IDS / IPS WAF
Al: Injection X AN O
A2: Broken Authentication X A O
A3: Sensitive Data Exposure X A O
A4: XML External(XXE) Entities X X O
A5: Broken Access Control X X O
A6: Security Misconfiguration X X O
A7: Cross Site Scripting(XSS) X X O
A8: Insecure Deserialization X X O
A9: Using Components with Known Vulnerabilities X O O
A10: Insufficient Logging & Monitoring X X O
Pentasccurry
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Yto gonxKeH genatb xopowuu WAF?

\

/'OTCﬂe)KVIBaTb Becb TpadukK BeO-ypoBHSA
*Pa3/IMyHble KOHTPMEPbI
e[lpeaoTBpaLLEHME YTEUYKU MHDOPMALMM

*Ab 03Ha4aeT 60nblue paboThbl

*Heobx0AMMO HAYUYUTLCA YNTATb
*KypHanbl WAF

O6nactb
TouHoe o6HapyxeHue
6e3onacHOCTH
MpousBogutTenbHoOCTb Usability

*MuUHMMaNbHas 3a4epKKa Beb-Tpaduka
e0b6ecneuntb MakcumanbHyto TPS / CPS
eHeT nepepbiBOB 06CNYKMBAHUA

e/lerkan HacCTpoOIKa U HAacTpPoMKa
¢J1erko MHTEPNPETUPOBATb XKYPHabl

e[lonyunTb Bpems ana paspaboTku /
ayauTa

- J

PantasccurRTy
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Mpo6bnembl ¢ WAF Ha ocHoBe curHatyp (1-e n 2-e nokoneHue)

Pa3paboTKa curHatypbl
OTKpbITa 3arpy3Ka curHatypbl B
Ana 6noknposaHua
HoBas Beb6-aTakKa WAF
aTaku
TexHuyecKkmne HIoaHChI OnepauMoHHbIe HI0AHCbI
»  HeBO3MOMHO NpeaoTBPaTUTb aTaku HYJE€BOTO AHA UK » 0O6opoHa Bceraa byaeT oTcTaBaTh OT NPECTYNHON AeATENbHOCTU
MOANPULMPOBAHHbIE aTaku > CurHaTypbl HaKNaablBalOT a4MUHUCTPATUBHYIO Harpy3Ky Ha
>  bBonblue curHaTyp noapasymeBaeT yBeanmyeHme YnCcna A0MKHbIX aaMUHUCTpATOpPA
cpabaTbiBaHU > CUrHaTypbl MOTYT 6bITb K KOHKPETHBIMW NPUNOMKEHUAM U HE UMETb
> YBenunyeHue Yncia CUrHaTyp NPUBOAUT K YXYALIEHUIO OTHOLUEHMA K APpYrMM NONb30BaATENAM
npon3soanTeENbHOCTU
PentasccurTy
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3" MNokoneHne WAF: O6Hapy»KeHue Ha OCHOBE 1I0rMYeCcKoro aHaamsa

WAPPLES

|- A

v" WAPPLES COCEP*: MexaH13M 0b6Hapy>KeHUA Ha OCHOBE 3anaTeHTOBaHHOro MPOTOKO/1a JIOTMYECKOro aHaM3a

v" MuHMManbHble owmnbouHble cpaboTtku: OH nposepsaeT cogeprkmmoe Beb-TpadurKa 1 aHaNU3UPYET Kaxayto

TPaH3aKLUMIo MO CyLLecTsy.

v' O6Hapy»KeHue n BaokuposaHue paHee He U3BECTHbIX aTaK NOTOMY YTO ero meToZ o6Hapy>KeHNA OCHOBAH Ha

dHan3e NOrMKn1 atakm, a He CUrHaTypbl

v MMHMUManbHaa noTepa NPon3BOAUTENbHOCTU: 27 NpeaonpeaeeHHbIX NPaBua B OT/IMYME OT TbICAY CUTHATYP.

WAPPLES npoBepseT TpaduK 3a meHee yem 1/1000 ceKyHAbI

v' YMeHbLlnTe agMUHUCTPATUBHYIO Harpy3Ky Ha agMUHUCTPATOPOB MO CPaBHEHMIO C CUTHATYPHbIM aHa/IN30M

*COCEP: COntents Classification and Evaluation Processing)

PantasccurRTy
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Kak paboraet agpo ob6HapyxeHna WAPPLES

Mpumep: O6paboTka SQL-MHBEKUMIA nocpeacTBOM pasbopa rpammaTtuku SQL

queryTerm()
( Expression()

Emit II(II

queryTerm()

name

Emit “equal condition SQL“

I:E Public

Penta

Expression()

and

queryTerm()

Emit “Intersect”

Em it Il) “

or

Emit “Union”

keyword = pentasec

Emit “equal condition SQL“

queryTerm()

name = security

Emit “equal condition SQL“

* MepBbIit 3TaN - NPOBEPUTD,
ABNAETCA NN 3TO AENCTBUTE/IbHOM
¢dpaszon SQL.

* Ecnm ncxogHas cTpoka He
AsnaeTca ¢pasont SQL, cTpoKa He
MOXeT UCM0b30BaTbCA A4 aTakKw;
B8 NpoTnBHom cnydyae WAPPLES
nposepseT, MoxeT n SQL-dppasa
UMeTb AOCTYN K YA3BUMbIM
npoueaypam unm GyHKUMAM.

PantasccurRTy
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MNoapaepr<Ka o6xoaa annapaTHOro u NnporpamMmmHoro obecneyeHus

What is Bypass?

The WAPPLES H/W and S/W bypass options enable web access even in the
case of H/W or S/W problems respectively.

Software (S/W) Bypass : The network traffic will be bypassed at the Kernel (S/W)
level without being touched by the Detection Engine.

Hardware (H/W) Bypass : The physical Network Interface Card(NIC) link
downtime occurs. The network traffic

/— WAPPLES _\

Ny 1-©

Webserver

Client

— Normal Traffic
F— S/W Bypass
— H/W Bypass
PantasccurTy
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Support for Inline & Proxy Deployment

WAPPLES provides both inline (bridged) and proxy deployment

Client

&

WAPPLES

Inline mode

I:E Public

Client

Web Server IP 192.168.20.102

Web Server Port 80

Server Mode Inline
Inline
Proxy
T.Proxy

Certificate Settings  SSL Disable -

— AR
TTTTRYY

WAPPLES

|

__ |

-©

Out of Path mode

PantasccurRTy




Support for High Availability deployment with cross-failover

= Two appliances are protecting different network legs, and sharing TCP session information via “HA
hotline”.

= The deployment can be “active-active” (both appliances detecting traffic) or “active-standby” (only one
appliance is working, the other waiting for the other one to have an issue.)

WAPPLES WAPPLES
HA hotline

PantasccurRTy
I:E Public



Support for External Logging

Most modern network and security products support remote logging protocols which enable them to send logs

to remote event management solutions such as SIEM.
WAPPLES supports a number of standard and proprietary protocols to send detection logs, audit logs, system

information, etc.
*  Standard protocols supported by WAPPLES:

* Syslog
. SNMP
. Logs sent through protocol custom port
e Email / I
*  Proprietary integration: / I
*  Archsight (HPE) /
*  Splunk / |
Y
WAPPLES ® 1t ¥
Pattern Activate/deactivate integration settings.
3% Operation
<, Interoperation Audtlog = Detectionlog  IPBlock  System Status Webste Health Check Network DB Load Monitor
Integrated Linkage Settings 5 SHMP
E-mai
SNMP SYSLOG
SYSLOG
SIEM SIEM
SIMS E-mal
_PLS SIMS
= Network
[ system

WAPPLES external logging can be configured on the GUI

PantasccurRTy
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WAPPLES lNpaduueckum uHtepdeiic ynpasneHumsa

. MpeponpegeneHHble nonnTUKKM genatot WAPPPLES no cyuwectsy peweHuem plug-and-play

*  E)XegHeBHOE ynpaB/ieHNe OCYLLEeCTBAAETCA C MOMOLLbIO NOAPOOHbIX KYPHANO0B U PeAaKTUPYEMOMN CUCTEMBI

ynpa BNEHYECKOM OTYETHOCTU

0.Alpass without detection

W 192.168.10.100 -

WAPPLES Management

% 192.168.10.100 - WAPPLES Management - a X
:: Management Tool 1P :192.168.10.100 :: Login ID : admin 11 SW Bypass : 1PLS : 1 High Availability : @
Intelligent -
(Z) New Tab - .}, Wizard (7) Dashboard ~ = Detection log [ Auditlog [[I Graph [ Report i Policy Settings
D or sl on Log Policy‘ 4bx
= The controls on this tab enables you to set polices and websites to be used in WAPPLES.
B8 R——
kud Log Details - X
Policy and Websites List Policy Name:test Property Data Stream
View all Policy Rule Name Detection Countermeasure Feld Value Character Set:  |Unicode (UTF-8) ~
6.Uncondttional Block Buffer Overflow Custom settings & Detection Only Policy test
5.PCI-DSS Security Level Cookie Posoning R & Detacton Only Raw Data I Decoded Data I Request I Response 1
4.Advanced Security Level Rule SOL Injection
3.5tandard Security Level Cross Site Scripting Custom settings & Detection Only {webshellcest/dxshel_hk.php?%3D&Jtxfile=C3%3A%2FAPM_Setup%
2.Basic Security Level Directory Listng Detect suspicious page & Detection Only Source Addr... 192.168.10.1:11381 2Fhtdocs%2Fwebshelitest¥a2Findex.htmi%22%20and%201%3D%
1.Detection Only, No-block 40%40version&dxmode=F_DWN

test
-3 192.168.10.5:80

Intelligent
@ Unregistered Website

WAPPLED

Detection Status| licy |

= This tab displays various information, including rules and incidents dej

Select Period

Top 10 Detection Rules

O 1day O1week @ 1 month

Top 5 Countries

Unknown 371500

No. Rule

Error Handiing
Stealth Commandi...
SQL Injection
Directory Traversal
Cross Site Scripting
Extension Filtering

N W e

Buffer Overflow

Top 5 Policies

Detection Events

test 371590

Top 5 Attacker IPs

192.168.10.1 371590

Date
1/18/2017 3:06:43 PM 192
1/18/2017 3:06:43 PM
1/18/2017 3:06:43 PM 192
1/18/2017 3:06:43 PM
1/16/2017 3:06:43 PM 192
1/18/2017 3:06:43 PM
1/16/2017 3:06:43 PM 192
1/18/2017 3:06:43 PM
1/16/2017 3:06:43 PM 192

WAPPLES Sumemary Report

WAPPLES Summary Report

I ssRIRIRNRIRAANI RN A

I WASPLES Summary Repert

WAPPLES Surmmary Repert

$353533333

LES Summary Repert

wersion) that can be inserted into DBMS

1/18/2017 3:06:43 PM 19
1/18/2017 3:06:43 PM
1/18/2017 3:06:43 PM

m 1w 2
Sou 1s
R e
192.
Pesta
192.
192.
4 st ot o v
192.
Peata Penta
? (local) 182.168.10.... Stealth Commandi... 192.168.10.5:80/download.php 200 & Detectio...
? (ocl) 192.168.10.... Emor Handing 192.168.10.5:80/download.php 200 & Detecto.. «

I:E Public
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MUcnonb3yerca

4 )

National Tax Service (S. Korea)
* One of the tax organizations in S. Korea Q
* Deployed to protect main web service from web attacks National Tax Service

o J

4 N

Ministry of Health (Malaysia)
* Responsible for health system: medical research and patient safety
* Deployed to protect web service and medical information

o

MINISTRY OF HEALTH
MALAYSIA

4 N

P~
Maritime Port Authority —~—
* Regulates and manages port and marine services, facilities and activities P
* Deployed to protect web service and related vulnerabilities M P A

K SINGAPORE j

PantasccurRTy
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/
Samsung group(South Korea)

* Conglomerate company

* As a part of standardization of IT and security infrastructure, WAPPLES
deployed to all subsidiary company by policy of Samsung IT subsidiary co
Samsung SDS in South Korea

ASTRA International Tbk.(Indonesia)

equipment, agribusiness, information technology
e Deployed to protect internal webservice against from external attack

-

\ J
4 I
LG Electronics(South Korea)
e A subsidiary company of LG group, manufacturer for home appliar .
IT device and mobile @ LG EIECtronlcs
e Deployed to protect customer and internal webservice against
from external attack
\ J
4 I

e Holding company to deal in automotive, financial services, heavy 7 : :
ASTRA international

J

I:E Public
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Nop6op o6opyaosaHna WAPPLES

OcHoBHble BOnpocbl Bbibopa mogenu obopyaoBaHua

1. CKO/MIbKO XMTOB Ha CTPAHMUL,AX CaliTa B MMKOBbIE HArPy3Kn?
Bbi6epute mogenb, MaKCMMaabHaA NPoONyCcKHaA cnoco6HOCTb KOTOPO A0CTaTOUHA ANA NOKPbITUA BXoaALwwero /
ucxogswero tpadpukKa.
O6uwee Konnuectso 3anpocos u orsetoB HTTP B NnuKoBoe Bpems He J,0/KHOo npesbiwatb TPS WAPPLES.
2. Heobxoaumo v Ncnonb3oBaTb ONTUUYECKME bainackl B ceTeBON MHPPACTPYKType?
Bbibepute mogenb WAPPLES-700 unu Bbilwe ANA NoAAEPIKKU ceTeBoro MHTepdeica ontuueckoro 6ainnaca.
3. HyHbl v nHTepdelicbl 10G (SFP+)?

Bbibepute mogeno WAPPLES-2400 unu Bbiwe ¢ nogaepkoi 6ainac nurepdeiicos 10G

Reference Table

Class Value Performance High-End
Model WAPPLES-700 WAPPLES-1400 WAPPLES-2400 WAPPLES-4000 WAPPLES-5200
Maximum Throughput 500 Mbps 1Gbps 2 Gbps 4 Gbps 5 Gbps
HTTP TPS 35,000 70,000 100,000 150,000 200,000
HTTPS TPS 15,000 27,000 35,000 45,000 60,000
Specification *  HASupport ¢ HASupport *  HA Support *  HASupport ¢  HASupport

onfidential <

* 1G Copper bypass
* 1G Optical bypass
¢ VLAN Tagging

¢ 1G Optical bypass
¢ 1G Copper bypass
¢  VLAN Tagging

* Redundant RSU

* 1G Copper bypass
* 1G Optical bypass
* 10G Optical bypass
* VLAN Tagging

*  Redundant RSU

* 1G Copper bypass
* 1G Optical bypass
* 10G Optical bypass
¢ VLAN Tagging

* Redundant RSU

* 1G Copper bypass
¢ 1G Optical bypass
¢ 10G Optical bypass
¢ VLAN Tagging

* Redundant RSU

WAPPLES-10000
8 Gbps
250,000
80,000

¢ HA Support

* 1G Copper bypass
¢ 1G Optical bypass
¢ 10G Optical bypass
¢ VLAN Tagging

* Redundant RSU
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WAPPLES BuprtyanbHble ycTpouctea gna Nybanunbix n NMpusatHbix 061akoB

Cloud platform \

il \icrosoft
mazon
aeb sgrvigesw Bl Azure

SOF TLAY=R' y

N
AR ~

ll.'l’ vmware

VMware vSphere™ 4

wgggf)ws Server a}d(v M % n

Server™ J

N\
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WAPPLES Control Center

LleHTp ynpasneHna WAPPLES - 3To MHTerpupoBaHHaa cuctema ynpasseHUa ana HecKkonbKux WAPPLES.

v’ Korga B 04HO CeTM CyLLeCTBYIOT Pa3/IMUHbIE TUMbl PAa3BEPTbIBAHUA, YIIPAB/IEHNE KaXK 40N U3 HUX MO OTAE/NbHOCTU MOXKET
6bITb 60NbLIOK NPoGAEMO

v’ UeHTp ynpasneHna WAPPLES no3sonseT Bam ynpasnatb Heckonbknmm WAPPLES (Appliance & Virtual Machine)

~
~
WAPPLES S
N
—--- N

| \

- N\
WAPPLES - \

V-Series I 1 \\

WAPPLES

Control Center

1
1
1
1
1
:
e |
1
1
Centralized system
1 / . . . \
® | Pollcyﬁ dt:‘trec:ilorlise:tmg status, statistic and
WAPPLES : | synchronizatio monitoring
|

1

I |

1 \ —
WAPPLES : \ - _B /

V-Series I \ 1 I /
A R \ !
\ - /
\ /
\\ Combined report generation Combined //
N N log managem/erft
N 7
~N e
~ - - _ _ -~
PentasccurTy

I:E Public



¢
\\—' N,
V7 Asi ity M
\; Asian Cyber Security Y
Y% Vendorof the Year ¢
1 = g

H "‘.‘\\ ’I‘."‘
year Annlversary hd =~

thank you

NHkeHep no MHbopmaumnoHHoM besonacHocTu
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