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OpkecTpauusa Kak passutmne nnatdopMbl pearmpoBaHuns
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OpkecTpauusa Kak passutmne nnatdopMbl pearmpoBaHuns

IBM Security / © 2019 IBM Corporation

[Mpobnembl, BO3HMKalOLWNE B
pesynesrarte Bce 6ornee BpaxaebHoro
naHawadTa yrpos, B CO4ETaHUU C
HexBaTKOW Ntogewn, onbiTa 1 bogxeTta
nobyxgatoT opraHmMsaumm K

ncnonb3oBaHuo TexHonorum SOARY.

Gartner

SECURITY
ORCHESTRATION
AND AUTOMATION

THREAT SECURITY

INTELLIGENCE INCIDENT
PLATFORMS RESPONSE
PLATFORMS

SOAR =SOA +SIR + TIP



PearnpoBaHne Ha MHUMAOEHTbI

Pa3bop MHUMOEHTOB cerogHs 3a4acTyto NponucxoauT
BPYYHY0 1 6e3 CBA3N Mexay oTaenamm

NMPOUEONYPbI PEATUPOBAHUA
HE OMNPEQOENEHbI

BO3HUKAIOT 3a€PXXKN U HEHYXXHaA nyTaHULa

MHCTPYMEHTbI U OTBETCTBEHHbIE
HE CBA3AHDI

AENCTBMSA BPYYHYIO U NMOTEPS] BPEMEHM

C PEMMAMEHTAMU
HE 3HAKOMbI

TpeboBaHMsA N HOpMaTMBHbIE 06s13aTENbLCTBA
He BbINOSHATCA

KBAJIMOUKALIUUN
HE XBATAET

OCTaHOBKa npoueccoB “n HEeCnocoBHOCTb K AENCTBUIO
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3aTtparmBaeTt BCHO OpraHN3auunio
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| 3apaun? -

Incident Response

Corporate Operations




CueHapuun nHumgeHTa: phishing

NoCnE
PeleHne
ABTOMaTM3aLNK
yernoBeka . i
B cootBeTcTBUM € Verizon Data Breach Digest

phishing aTtaku urparoT posb
B 92% Bcex B3/IOMOB CUCTEM 3aLlUTbl

HISEii R U e *Rapid7: Security Orchestration and Automation Playbook )



CueHapuu nHumgeHTa: phishing - PEAJIbHOCTb

Mnasepems IP-agpec
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CueHapuu

NHunaeHT
Trend
Micro
DDD
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nHuuaeHTta: phishing - PEAJIbHOCTb

Mposeputs IP-aapec
NEUTOBOMD CAPBSDE OTNPABHTENA
(talosintelligence .com)

Ecte nm IP-agpec
B YBPHOM cnucka?

(o

Yespgomneswe o BaATHA B paBoTy

]
. Zanpoc Ha GnowMposxy agpeca
Coapate Hoewii Case B Jira Ja——— wa Cisco IronPort RL: Mposepums URL Ha VirusTotal

3BneveHve
apTndaKkToB: TONbKO
_ Source IP Kaspersky MNpoesputs hash Ha VirusTotal

- URL
- hash e BpyuHyto
Rl - 110 NpU4nHe

orpaHu4eHun API



CueHapuu nHumgeHTa: phishing - PEAJIbHOCTb

MNpoeepuTe URL Ha Hanw-me B

— Her— HEBPHOM CrWCKE
Bluecoat Proxy 5G

Ecte nu URL
B YepHOM CnMcka?

- ABTOMaTHYECKM
S5 . ™ Sanpoc wa Gnoposry URL MNIOCKWUI cpann
hal Ha Bluecoat Proxy 86
Mo NpuUynHe

Hebe3onacHbIN .
orpaHunyeHunn API

Mpoeeputs URL Ha VirusTotal Na—

<5
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BHewHas
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oTnpaBuTens

Mpoeeputs hash Ha VirusTotal
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Kasparshy?
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CueHapuu nHumgeHTa: phishing - PEAJIbHOCTb

3anpoc Ha Gnoopoesy aOpeca

ompasuTens Ha Cisco IronPort
fag . .
(ecnw e caenano panesy,

&
3anpoc 8AMUHKCTPETORY
TM DDEI va wcknioveHre

o]

&«
" OTnpaswTe safinoxwposaHHoe
NMCEMD
(Dozor)

i::ﬂ,-:lﬁaaum hash daiina & Bazy
BpyuHyto S
no Npu4nHe
orpaHuyeHumn

DobasuTe hash daina & Gazy

API FiraEye HX

5
NofasuTe hash daiina s Gazy
Dozor

3anpoc va Gnowvposxy anpeca
ornpaeswTanA Ha Cisco IronPort
(ecnu Ha coenaso paneey
a
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CueHapuu nHumgeHTa: phishing - PEAJIbHOCTb

TMpansers hash wa ViusTolal

Trend Micro
Bluecoat
Dozor
Sandbox
FireEye
Kaspersky T20iukiyie
Cis.co [ronPort OBLLUEE BPEMS
Cisco Talos B ESuana
Virus Total Ao KoHua
JIRA
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[MpenmyLLecTBa 1 NOABOAHbIE KAMHMU (§ 1BM security
aBTOMaTU3auun

3ayem Tak MHOIo CpeacTB 3alLnUTbI?
MexaHn3M 3LLEeNTOHUPOBAHHONM 3aLLUTbl HUKTO HE OTMEHSN
Henb3sa HageaTbca Ha OOHO peLleHne oqHOro NpPou3BOAUTENS

Hanwnuymne unm otcytcTBne mexaHnsmoB asTomaTtusauum (API, nnockune annel,
CKpUMTHI)

3HaunTenbHoOe cokpalleHne BPEMEHU U YPOBHS KBannduKkaLlnum coTpyaHNKOB,
BannaaLns BbIMNOMHEHHbIX onepaLmii, oboralleHne YepHbIX CNNCKOB

MuH1UMU3aumns ownbok nepeHoca nHpopmauum
(Ctrl-C / Ctrl-V)
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[Mpnmep 3akaszdmka — rnobanbHas dapmaLeBTU4eckasd KOMnaHus

ao C nomMmolLubIo

DencrtBune

Resilient Resilient

Ockanauus nHuuaeHTa us SIEM —

Ockanauuns yepes SIEM, EDR nnn NGFW 5 MUH 10 cek .

nofo3puTenbHasa akTUBHOCTb Ha paboyven cTaHummn

B3anpockl B CMDB no paboyen ctaHummn n B Active
MaoeHtudpmkauus aktmsos — CMDB/AD/IAM 5-10 MuH 10 cek . P P H

Directory no nonb3oBaTento
Mpoeepka IOC B Threat Intelligence 6a3sax 5 MUH 10 cek B vHUMgeHTe ectb hash cBasanHbIn ¢ BIMO

2 TUX VHUUOEHTa 3a NOCINEeLHUA MECSIL, UMEIOT TOT Xe
McTopuyeckas Koppenauust UHLMOEHTOB 10-20 MuH MrHOBEHHO Apy H1A . A H

hash n nexogawmi Tpadduk
Py4Hoe oboralleHre — akTUBHOCTM € pabounx Mcnonb3yem EDR pelueHve 4Tobbl Nomy4nTb BCHO
CTaHuun, BHyTpeHHen ceTu, fiorm VPN, DNS 30-55 MuH 30 cek nHopMaumo ¢ paboyen ctaHumm, DNS ¢ web proxy gns
3anucu, ceTeBast MHpacTpyKTypa BbISIBNIEHVSI CepBepa ynpaBrieHus

Resilient aBTomMaTuyecku coxpaHsieT BCe BbINOMHEHHbIE
3anucy no MHUMAEHTY — AeTanbHble 3an1cu u N

HEeN3BECTHO MrHOBEHHO 3aJa4v 1 OEencTBUS MO pearmpoBaHuio, BCe 3anucu

3324 Ha NPOTSKEHUN BCETO MHUMAEHTa

aHanUTMKOB XpaHATCA Ha nnatdopme

Bce gevictBua norupytotcs B Resilient n He moryT 6biTb
Ockanauuns yepes SIEM, EDR nnn NGFW HEen3BeCTHO MrHOBEHHO MoaundurumpoBaHsl. Mpu pa3bope nHunaeHTa

PYKOBOZCTBO MOXET aHanM3vMpoBaTb OTHEThI

BcTpoeHHble KOHCONKM ANst PYKOBOACTBA U BHELLHWE
OTueT no cTaTycy MHUMOEHTa U

HEen3BeCTHO MrHOBEHHO yBeJOMIIEeHVs NpeoCTaBnstoT BCIO MHOPMaLMIO B

BM3yanu3auus ans pyKoBOACTBA _

pexvmMe peanbHoro BpemeHu 6e3 nuwHen paboTbl

MUTOIrO 85 muH 1 MUH



SOAR — Coscem He npo Vb

Bomb threat

Gun threat

Armed intruder in the office complex

Kidnap on exec

Natural disaster impacting an office

ATM Ram Raid



ABTOMAaTM3aLMSA pearnpoBaHns Ha NOoOM TN MHUUAEHTA
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Nopaep)kka nnaHLeToB AN padboTbl B NOMsSX

iPad = ¥ % 98% mmm
pResilient  oashboard: List Incidents ~ New Inc QQ Craig R\"”"“"”""“ -
Lost USB Device Reported Actions ~

Summary Description
Cyber USB device reported lost to Helpdesk.

User believes that it contains a number of personal files, an excel spreadsheet with approx. 10,000 potential cust

2124
Device discovered lost 4th June, user believes that it may have been lost on 29th May.
Engage
Medium Tasks Details Breach Note Members News Feed Attachments
i 05/06/2018 Artifact User o

29/05/2018

05/06/2018 Attachments
Take Photo or Video (&)

Yes
Photo Library ] 2Ffie
Browse eve

Uploaded By: All
Show Task Attachments Data Graatad Al



KoHTekcTHas nHdopmMaumsa ans pasHbiX TUNOB UHLUMOEHTOB

News Feed Tasks Members Notes imeline Details Location

Location Edit

Address @ 75 Binney Street, Cambridge, MA

Google Map w~

ROgerg St

Rogers g

=]
8 annpy St

St

B/nney St

77 fwd

Munroe P
oogle Map data ©2017 Google

Google Streetview




AHanuTMKa no BCemM MHLUMOEHTaM B opraHu3aLum

KntoueBble METPUKN

NHUMOEHTa

Bcerga nog pykou

Analytics Dashboard

Incident Close Reason by Ticket Source
Close Reasen
Ticket Source
QRadar
Proofpoint
Palo Alto
FireEye

Total

Open Incidents by Duration

False Positive

M Between 1 week and 1
month

B Between 1 and 6 months
Less than a day

@ More than a year

Between 6 months and 1

year
I Between 1 day and 1 week

Analytics Dashboard

Incidents Over Time by Type

Selected Layout

Layout 2 3

Last 30

Customize

1 Mar 2016

31 M

Print

2016)

-8~ Command and Control
Malware
-+ Power Outage
Phishing
- Malware
=% Bomb Threat
- Other
Lost PC / laptop / tablet
Stolen PC / laptop / tablet
-# Cryptolocker
Denial of Service
-8 New Bomb Threat
-+ Gun Threat

40
30
£
3 20
o
10
0 L3
6. Mar 8. Mar 10. Mar  12.Mar 14.Mar 16. Mar 1B.Mar 20. Mar
Incident Close Reason by Ticket Source
Close Reason
False Positive
Ticket Source
No Value 2
Open Inciaents py severity
I Medium
Low
Unknown
W High

22. Mar

24. Mar

L]
26. Mar

User Error

28. Mar

30. Mar

1/2V¥
1. Apr

Vulnerability Total



Kak adodeKkTNBHO BHEOPATL pearnpoBaHue Ha MHUMOEHTbI

OLEHWUTb NOTEHUWUAJIbHYIO

SGOEKTUBHOCTS o

AHanu3 cyLecTByOLLMIA NPOLIECCOB pearnpoBaHns

OTBeTCTBEHHbIE

ONPEAENINTb CUCTEMbI ANA UHTEMPALIUU

[ns AeMoHcTpaumm onTUMarbHO 40 5 CMCTEM MHTErPUPOBaHHBLIX B .
MPOLIECC pearmpoBaHus Incident Response

OMNPEAENNTb CLLEHAPUN PEATUPOBAHUA

Heobxoanmo 3acmkcupoBaTh NPOLECC pearnpoBaHns KOTOPLIN :
MPUHAT B opraHunsaumn (1-2 npolecca) Operatl ons

ABTOMATU3UPOBATb CYLLECTBYOLUUE
PYTUHHbLIE 3A0A4YU

MokasaTb LLEeHHOCTb aBTOMaTU3NPOBaHHbLIX MNMpoLeccoB
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BE3OMNACHOCTH

CINACUBO

FOLLOW US ON: MOW KOHTAKTbI:

@ ibm.com/security

@ securityintelligence.com
@ ibm.com/security/community
@ xforce.ibmcloud.com

W @ibmsecurity

I youtube/user/ibmsecuritysolutions

© Copyright IBM Corporation 2019. All rights reserved. The information contained in these materials is provided for informational purposes only, and is provided AS IS without warranty of any kind, express or implied. Any statement of direction
represents IBM's current intent, is subject to change or withdrawal, and represent only goals and objectives. IBM, the IBM logo, and other IBM products and services are trademarks of the International Business Machines Corporation, in the
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Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside your enterprise. Improper access can result in
information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on others. No IT system or product should be considered completely secure and no single
product, service or security measure can be completely effective in preventing improper use or access. IBM systems, products and services are designed to be part of a lawful, comprehensive security approach, which will necessarily involve

additional operational procedures, and may require other systems, products or services to be most effective. IBM does not warrant that any systems, products or services are immune from, or will make your enterprise immune from, the E _—__ :"':':
malicious or illegal conduct of any party. ———— 1
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