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G I s FrASUHO®OPM
CEPBUC

OnbiT Na3uHd¢gopmcepBUC

OnbIT KOMNaHuu NasunHdopmMmcepBUC B 0b6nacTu ynpaBneHus
YY4E€THbIMU AAaHHBLIMU B UHPOPMALMOHHbIX CUCTEMAX

2008-2012
BHegpeHus Oracle, Sun

Passutne Ankey IDM

PaspaboTtka Ankey IDM

PaspaboTtka MepBoe BHeOPEHMe bonee 30 npoekToB
KOHHEKTOPOB MuUrpaumm n BHeOpeHUs

WWwWWw.gaz-is.ru



GIS rASUHOOPM -
CEPBUC

CtatTucrtuka

YBOJ1E€EHHbIX COTPYAHNKOB noJrtyyvyeHume nortyvyeHume
COXPaHAKT OOCTYM K AO0CTYyMNna 3aHnMaeT AO0CTYyMNna 3aHnMaeT
CUCTteMaMm U rnoyTe HeOEJIN N MeCALUbl MUHYTbI N HacCbl

gaz-is.ru Osterman Research, Ponemon Institute, 2014



GIS rASUHOOPM -
CEPBUC

CtaTucrtuka

MMEIT OOCTYN K NoNb3yHTCS MOTYT MOMNy4YnTb
KOPNOPAaTUBHBIM JaHHbIM, N306bITOYHbIM AOCTYNOM OOCTYN K K MHOXECTBY
BMOETb KOTOPbIE UM HE 4acTO UM OYEHb YacTo OaHHbIX»

MOJ10KEHO

gaz-is.ru Ponemon Institute, 2014



G I S FrASMHOOPM
CEPBNC NMpobnemaTuka

Cnyx6a Ub Cnyx6a UT
* N30bITOYHbIE e bonbLION NOTOK 3aABOK
npasa Ha OOCTyn
* YYyeTHble  HeBO3MOXHO
3anucu bes ynpaBrsaTb BCEMU
BnagenbLa npaBamMu Nosib3oBaTens
+ OTCyTCTBUE OOHOBPEMEHHO
apPXUBHbIX « OTcyTCcTBME
OAaHHbIX CUHXPOHM3aLUN C

KagpoBOW Cry>Kbow

gaz-is.ru

busHec

* «HedopmarsbHbie»

npoueaypbl
nony4eHms gocryna

« OTcytcTBUME
MEXaHn3Ma
camoo0bcCnyXnsaHua

» [lnntensHoe Bpems
oXungaHua gocrtyna



G I S rASUHOOPM
CEPBUC

NocneacrTBus

$)

YTeuka [1IpocToun Bbicokue
KOHOuaeHunansHou COTPYOHUKOB N30EPKKN
MHdopMaLunn

gaz-is.ru



GI FASUHOOPM
CEPBMIC py

Z#K | Ankey IDM

LleHTpanu3oBaHHOe ynpaBneHme naeHTUPuKaLnoHHbIMK
OAaHHBIMW 1 NpaBaMu AoCcTyna




rASUHOOPM -

cEPBAC UHTepdperic
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Ankey Identity Manager

B 3snpecms gocryn (@ Cueswite napans

Weanoe MeaH MBaHoBMY
USER0O02
(/] Hayymo-nccneaosarensckinii MHCTHTYT

Kapiouxa nonssosatens Yuernsse sanmcn Reseruposarme

—
—

Microsoft Acrive Directory A
Monksosarens fosiena
ACEYPZ o~
MPECMETP KHHOPMALNM NG COTEYAHWKEM
CucTemHa-TEXHISEERaR MHGRACTRYRTYPS =

Anpannwctparop MB

3anmka N2 1 o7 23 woan 2018

MpAuoe HazHauenre: Cagenses Epenel Jeqncogw

ABTOMBTHHECKDE MIHINEHAE




GIS rASUHOOPM -
CEPBUC

UHTepdenc

C‘,ES Ankey Identity Manager ANKEY [

Bxoppupe

nepMOﬂHUQCKHE 3adaHunA E ad-lookup-groups

LI —
[€ Peaaktmposas [ ] =

Mo#i npodunn B Aankee

Torua Q
lons3oEaTeAn Brrouena
Hazeanue Mocaegnuii 3anyck BrnroueHa

Ponn Hazeanue ad-lookup-groups

lookup-groups O BuinoAHReTCA (HECKONLKO CekyHp) Q Ben
Pacnucanwe 3agaHna 00 =*2
Moapasaenequa

ad-laokup-arganizations # Bunosnaetcs (Heckoneka ceky) Bkn P BocCT, n

p
Who. cucremm
$ ad-recon ® Bunonnsetcs (Heckonska cexyra) Bin KomiypenTHoe seinonenme

AfMnH. cHcTEMEL clearpasswordhistorytask ® Ycnewso (HECKoNsKo cexyHa Hasah) Bxn Mocnepnmii sanyci 01.08.2018 14:54

CTaTyc NocNefHEro BLINOAHEHNA @ BeinonHaetca
Mepuogus: € 3anaHNA evaluate Yonewno (Heckonsko cexyrg Hasag) Brn

resName ad.testlan
YueTHBIE 3aMHCH PECYPCOE failedsync Yonewno (Heckonsko cexyrg Hasag) Bxn

connectorObjectType group
reindex He seinonnanacs

refBookType  AD Groups

TrustOrgRecon Yenewnro (Heckonsko cexyHa Hasag)
lg - refBookCode [object Object]

TrustUserRecon Yenewno (Heckonsko cexyrg Hasan) refBookName fobject Object]

workflowregquest Yenewno (Heckonsko cexyHg Hasan) allowEmptySourceSet  false

connectorParams [object Object]

gaz-is.ru



FA3UHDOPM
GIS CEPBUIC CocTaB Ankey IDM

% KappoBble
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GIS rASUHOOPM e
CEPBMC /

ype Cycle

o

expectations

gaz-is.ru

O w™meHee 2 net
SCIM
FIDO Authentication Protocols O or2pos5ner
@ or5a010ner
Multiparty Computing OpenlD Connect
Virtual Directories A ©onee 10 net
Identity Governance anq AQministration ® ycTapena
Phone-as-a-Token Authentication Methods
Identity Proofing and Corroboration
SIEM
Blockchain for IAM OAuth 2
ink ¢ of Thinas Authenticat Full Life Cycle X.509 Smart Hardware Tokens
nternet of Things Authentication Ty
9 API Management IDaaS for l_JserAuthentlcatlon
UMA I d Entity Privileged Access Management
ser and Enti : . N
Behavior Analytics Biometric Authentication Methods
IAM Managed Services
Enterprise Digital Rights Management
Externalized Authorization Management
Common Access Cards
As of July 2018
- Muk
TexHonorn4yeckum UDEAMEDHBX BrnaaunHa CknoH [Mnato
TPUIrep P P < pasoqapOBaHvM NPOCBETIIEHUA npon3BoanTESIbHOCTU
OXnaaHunn
time
Gartner Hype Cycles, 2018 12



rASBMHO®OPM ~
GIS 0™ oo oyle

o

expectations
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SCIM
FIDO Authentication Protocols

Multiparty Computing

Identity Proofing and Corroboration ()

Blockchain for 1AM @ |
Internet of Things Authentication O
UMA

MNuk
Ype3MepPHbIX
OXXnaaHum

TexHonorn4yeckum
Tpurrep

Gartner Hype Cycles, 2018

O
O
O
OpenlD Connect
Virtual Directories A
Identity Governance and Administration ®
Phone-as-a-Token Authentication Methods
SIEM OO
OAuth 2 A @:
L Full Life Cycle D X.509 Smart Har_dwzare Tokens
APl Management IDaasS for l_JserAuthentlcatlon
U FIERhE @] Privileged Access Management
O ser and Enti = _ ) o
k Behavior Analytics %) Biometric Authentication Methods

IAM Managed Services
Enterprise Digital Rights Management

Externalized Authorization Management
Common Access Cards

As of July 2018
Bnaguna CKnoH [MnaTo
pasoyapoBaHuit NPOCBETIIEHUS NPOn3BOANTESNTBHOCTU

time

MeHee 2 net
oT 2 0o 5 net
ot 5 go 10 net
bonee 10 net

ycTapena
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FASUHOOPM i
GIS CEPBMC Ankey IDM Roadmap

2018 \\ Pa3rpa|-w|quMe KoHconupauusa [MpuBunernpoBaHHbIe
NOSIHOMOYMA  MOJZIHOMOYUM nonb3oBaTenu
BunanmocTb BrioXXeHus B ANEeKTPOHHaA Q
poneu 3asBKY nogonuchb \
\
v Ceptudmkauma Konconungaums
.  pocTyna pornei
\
\
\
\
\
MapornbHble 3asiBKa Ha pynnoBas \
P oy \ 2019

NONMTUTUKHN POJ1b 3asfBKa \

gaz-is.ru 14



GIS rASUHOOPM .
cEPBMC IAM Managed Services

MeHee 2 net
oT 2 oo 5 net
ot 5 oo 10 net
6onee 10 net

yCTapena

x
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TexHonornyeckum Mnk BnaguHa CkrioH [Mnarto
Tpurrep pasgyTbiX pa3oyapoBaHuit NpPOCBETEHNSA NPON3BOANTENBLHOCTH

gaz-1Ss.ru O)KVILI,aHI/II7I




GIS rASUHOOPM -
CEPBUC

ldentity Governance and Administration, Ankey IDM penuns 1.2, 1.3

OxxnpaHus

gaz-is.ru

A
@ PasrpaHuyeHue nosIHOMoO4YuHn
Ceptudumkauma gocrtyna
@ NMocTpoeHne poneBon moaenu
@ 3asiBKa Ha porb
—(O—
Identity Governance
and Administration
YnpaBneHue npoueccamm
npegocTaBrneHnsa gocryna
(IAM Managed Services)
>
TexHonorn4yeckumn [k Bnagunna CKnoH [NnaTo

Tpurrep pasnyTbiX pasoyapoBaHum NPOCBETNEHUS NPON3BOAUTENBHOCTU
OXuaaHum

® Db @ O O

MeHee 2 net
oT 2 0o 5 net
or 5 go 10 net
bonee 10 net

ycTapena

16



'<EiISE; FrASUHO®OPM
cEPBUC Privileged Access Management, Ankey IDM penu3 1.4
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TexHonornyeckum Mnk BnaguHa

Tpurrep pasayTbIX pa3oYyapoBaHuii

gaz-1Ss.ru O)KVILI,aHI/II7I

NPOCBETIIEHNA npon3soanTESIbHOCTHU

MeHee 2 net
oT 2 oo 5 net
ot 5 oo 10 net
6onee 10 net

yCTapena




Gls Eﬁﬁﬁﬂfop"“/ﬁoseneﬂqecmﬁ aHanus
U

ser and Entity Behavior Analytics

2017

SCIM
FIDO Authentication Protocols

Multiparty Computing OpenlD Connect
Virtual Directories

Identity Governance and Administration
Phone-as-a-Token Authentication Methods

7 Identity Proofing and Corroboration Q)

S SIEM i OO0

=] Blockchain for IAM OAuth 2 OF

E . N Full Life Cycle ® @ X.509 Smart Hardware Tokens
8 Internet of Things Authentication O ® API Management DaasS 0 for User Authentication

o UMA Ent o Privileged Access Management
5 Q. User and Entity R Biometric Authentication Methods

Behavior Analytics
IAM Managed Services

Enterprise Digital Rights Management
Externalized Authorization Management
Common Access Cards

As of July 2018

- Munk
TexHonorn4yeckum UDE3MEDHAIX Bnaguna CknoH [MnaTo
Tpurrep P P § pasoyapoBaHui NPOCBETIEHUS NPON3BOAUTESNTBHOCTU
OXXnagaHum

gaz-is.ru Gartner Hype Cycles, 2017, 2018 time 18



FrASUHOOPM T
GIS CEPBUC /DM Kak ycnyra

IDentity as a Service

SCIM
FIDO Authentication Protocols v
Multiparty Computing OpenlD Connect
Virtual Directories
Identity Governance and Administration
Phone-as-a-Token Authentication Methods
7)) Identity Proofing and Corroboration Q)
S SIEM " 000
= Blockchain for IAM OAuth 2 Q%
E ink ¢ of Thinas Authenticatl Full Life Cycle ~D @ X.509 Smart Hardware Tokens
nternet of Things Authentication icati
8 g O API Management IDaaS for l_JserAuthentlcatlon
o UMA ) @ Privileged Access Management
é Q_ User and Entity X Biometric Authentication Methods
Behavior Analytics 1
IAM Managed Services
- Enterprise Digital Rights Management
1 Externalized Authorization Management
20 1 7 Common Access Cards
As of July 2018
g Mk
TexHonorn4yeckum UDE3MEDHAIX Bnaguna CknoH [MnaTo
TpUrrep P P ~ pa3oqapOBaHv||7| NPOCBETJIEHUA npon3BoanTESIbHOCTHU
OXWUOAHNN

gaz-is.ru Gartner Hype Cycles, 2017, 2018 time



GIS FrASMHOOPM 5
cEPEMC CtaTtyc TexHonoruu B Poccum

(O w™meHee 2 net
O or2p05ner
Digital Security .‘
Internet of FrimgsTRUSSE Data and Analytics in Russia @ or50010 ner
.Q Smart City Framework
A O6onee 10 net
Import Substitution _ o ® ycrapena
Unified Communications
and Collaboration
g Digital Government Application Portfolio Management
ke Technology Platforms )y EA Governance BYOD .0
® Hybrid IT
8 Cloud-Testing Tools and Services
Q.
X () Data Center Outsourcing and
o Services in Russia
® ITIL
Cloud Cpmputlr!g > ® @ IT Process Automation Tools
in Russia
In-Memory Computing
Privacy in Russia
Private Cloud Computing
As of July 2018
- Muk
TexHonorn4yeckum UDE3MEDHAIX Bnaguna CknoH [MnaTo
TpUrrep P P - pa30‘-lapOBaHI/II7I NPOCBETJIEHUA npon3BoanTESIbHOCTHU
OXWOAHNN

gaz-is.ru Gartner Hype Cycles, 2018 time 20
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