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TonbKo naponsa yxe HegoCTaToO4yHO

= [1pocTble naponu nerko nogobpartb
= CnoXHble naponu TpyaHoO 3arnoMmnHaTb U MEHATb
= MHoro npmnoXxeHmm — MHOro Nnaponewn

= OanH pakTop (Naponb) — BICOKNN PUCK

O
—

digitalPersona

PeweHune: komno3ntHaa ayTeHTudpukauma DigitalPersona
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KoMno3uTHaa ayTeHTUMPuKauus

Y10 BhbI Kem Bbli Yto y Bac Y10 BhbI Fne? Koraa u kak?
3HaeTe? ABnsaeTecb? eCTb? aenaerte?
= [laponb = OTneyartku = CmapT-KkapTa = «[lovyepk» = |[P-agpec " Bpewms
= MWH-kog nanbLeB = KapTtbl goctyna napons = CeTeBoe gocrtyna
= CekpeTHble = Juuo = YcTtpoucTea = Cgaiin (Push) npucytctBMe = [lepesarpyska
BOMpPOCHI Bluetooth (IWA) » CMeH3
= OpHopasoBble nonb3osarens

naponu (OTP)
= FIDO-TOKeHbI
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[MbKasa nHTerpauus

EanHbIn BXxon

Windows Logon OGnay4HbIN gocTyn (SSO)

= Bce dhakTopbl = DigitalPersona IdP . 5bICTPafj HacTpounka » CTaHaapTU3NPOBaHHbIN
ayTeHTUdKrKaLumm CKBO3HOM WEB API (RESTful)
. ADFS ayTeHTUuKaumm
= YcnoBua JocTtyna Azure AD = Tpebyetcsa gopaboTka
Office 365 n gp. " bes nopabotku CepBUCOB
NPUNOXEHUN

4 N

11

K Windows [MpunoxeHuns Web /

4 © TerraLink | 2020 TERRALINK



CueHapuun ncnonb3oBaHUSA

Windows Logon
3awmTta goctyna K Windows ¢ NoMOLLbIO KITMEHT-CEPBEPHbLIX MOAYIEN.

Single Sign-On

CKBO3Hasi ayTeHTUdMKaLmsi B KOopnopaTUBHbIE CEPBUCHI COrNaCHO TOYEYHbIM
NonnTUKaAM 6e30nacHoOCTW.

OOnayvyHas 3awumTa
be3onacHbI gocTyn B obnavHble CeEpPBUCHI KOMMaHUN

YOoaneHHbINn JocTyn
3almTta gMCTaHUMOHHOIo AocTtyna K KoprnopatuBHbIM pecypcam vyepe3 VPN (RADIUS)
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LLinpokun Bbibop ayTeHTUdUKatTopon HID

Pa3nnyHbie KOMOMHaLMU B 3aBUCUMOCTU OT hopM-chaKkTopa

/ e m
bLd 4 - 0 i
i
- 3 \ P lq N
TP - HiD N 2

| §0Pr0x Im
01321 //"“tu,-e

PKI

 Bxop no cmapT-KapTte
e 3awmTa NnoyTbl N OJOKYMEHTOB

RFID

dPunanvyecknimt n NormM4eckKknmn
OocTyn

BIO
= Windows Hello
= SSO

FIDO

 Windows Hello

 Web-goctyn
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Bxoa B Windows

* KOHTpOnbHbIE BONPOCHI
= FIDO-TOKeH

= CwmapT-KapTa

= [lyw

= [1H-kon

Other user

= Jlnuo

= OTne4yaTtku nanbueB

Can't access your account?

= Bluetooth Sign in 10: CM

g How do | sign in to another domain?
= (OpHopa30BbIV MapPorsib

Sign-in options

5B #7 e 3 B[

= [laponb
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[lONUTUKM CKBO3HOIro AocTyna B NPUIIOXXeHUs

[loaTBEpXaeHne CKBO3HOro AOCTYyMna B NMPUIOXeHUA C MOMOLLbIO AONONMHUTENbHbIX PaKTOPOB
ayTeHTUMPUKaLUnn

8

2 Altus Verify Your Identity

D\

™

i —
- —

Scan your finger

Scan an enrolled finger.

Authenticate with these credentials.

B

)

S
e
—

3

Fingerprint PIM Bluetooth
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3 {24 Password Manager Admin tool

. Password Manager Admin tool

Administrative Console

-0X

Logons ] Field Catalog

Manage logons to webstes and programs, and deploy them to user computers.

Folder Path | C:\Akus PM Tempiates' . Chooss afolder..
Logons ¢ Status Modified
[] =) Adobe ID In test 1/13/2..
¥| -] CM Barracuda VPN - ML In use 11/25/2...
¥| -} CM Comerstone Goal Setti... In use 4/13/20..,
¥l -} CM Expenses - Concur - ML In use 10/20/2...
V] <) CM Halogen Goal Setting -... In use 10/2/2...
(] =) CM Skype for Business - ML  In test 11/25/2...
¥ - CPQ Callidus Cloud -ML  In use 6/10/20...
¥l =) DPVPNS4 - ML In use 5/27/20...
TiR*] Ssles Fog - 10/20/2..,
| [ 50 Windew Add Change Password Screen §/22/20...
Logon Screen Edit
Change Password Screen Delete
Extended authentication policy N Lainich
. o Add Logon Manage ~
About » Refresh
Copy Ctrl+C
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WEB-ayTeHTU(PUKaLUA

9

= DigitalPersona gna ADFS

= MHorodpakTtopHasa ayteHTudukauma anad MS
OWA n gpyrnx obnayHbiX cepBMUCOB

= [loptan DigitalPersona IdP
(obnayvHbiv npoBanaep HID)

ADFS
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8 https://sts.altusdem.. -~ @ & || Search.. 2~

8| DigitalPersona - Identity Ser...

o
m digitalPersona
DigitalPersona - ldentity Server

You are now logging into DigitalPersona Application Porta

%) FINGERPRINTS LOGIN

»
S
)
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Pernctpauuma yyeTHbIX AaHHbIX

= OnepaTopoM NN CaMOCTOSTENBHO
nonb3oBaTenem

= Yepes nporpaMmMHbIN KNMEHT nnMbo
BeO-nopTar

= Ilo BXoga B CUCTEMY - Ha 3KpaHe
Windows Logon
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OpHopa3soBblie naponu (OTP)

OTP 4yepe3 annapaTtHble U copT-TOKEeHbI, Email n SMS*
= Windows Logon
= CKBO3Hasa ayteHTUdunkaumsa B npunoxeHua (SSO)
= DP IdP ana poctyna k obnadHbim cepBucam (Office365 n ap.)

s ot Ve .- e -

Duptntileorsore Vervicanen
code a 430557 Measc erier
Y code when oronuied

A
Jessages DigitalPersona’

{ DigitalPersona Verification
. code is 440557. Please enter
'(\ the code when prompted.
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13:06

Monday, 13 May
g 9
B oicitaLpERSONA

admin@DPCA.LOCAL signing into
client2.DPCA.LOCAL Warsaw.MZ.PL
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client2.DPCA.LOCAL

MoOunbHoe npunoxeHue (CopT-TOKEH)

signing into

Approve

Accounts

9

testuser1@DPCA.LOCAL

Crossmatch

414 624
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[lpoaBMHYTaA ayTeHTUPUKaLma

Mo nuuy Yyepe3 ooObIYHbIE WEB-kamepbl
= Windows Logon

= CkBO3Hasa ayteHTMdukauma (SSO)

YcnoBsuga goctyna (NMonMTUKnU 6e3onacHoCcTu)

Windows Logon O6nayHbin goctyn (DP IdP)

= Bpemsa c npownoro sxoga = [eonokauua (DP IdP)

=  bblna nepesarpyska, COH, rmoepHaunsa? = CKOpOCTb CMEHbI reono3nymm

= CeteBaga ngeHtndpukauusa (IWA) NMoBeaeHYeCKUIA aHanu3

= YpaneHHubln goctyn (RDP, VPN) « «[Moyepk» napons

=  CwMeHa (HoBbIW) Nosib3oBaTens = Caaiin (Push)
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Diesktop, Web , BMobile Applicateon

...-
1

Reguiss

'

ﬂ I L-J: :'
®

o

End Usar !
b=

Authanticazion

&

Codlact Usars Contextual
Profile [LTDMA]
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AOMUWHUCTPUPOBaAHME

Yepe3 cTaHOapTHbIe rpynnoBbIle
nonutuku (GPO)

AD User & Computers

y : : Active Directory Users and Com
= Group Policy Management Editor = Y F
File Action View Help File Action View Help
B | = . S i | = = ] = T — . = e LS
e HE B HE @ 2 F 8 XEdz HE A aETER
_: Default Domain Policy [SERVER.DPCA.LOCAL] Polic ~ ||| Setting State ve Directory Users and Computers [5)| Name Type Description
A e C.f:ur'npl..lt'jer Configuration \=| Logon Authentication Policy Enabled saved Queries _1_; Administrator  User Built-in account for ad...
4 1 E?I'C'E5 . \=| Enhanced Logon Authentication Policy Disabled DPCALOCAL EE‘AHDWEd RO.. Security Group.. Members in this group c..
4 [ ] Software Settings \=| Session Authentication Policy Disabled = Builtin i : : :
“ DigitalPersona Client = _ o _ _ - #, Cert Publish... Securnty Group... Members of this group ...
. |=| Kiosk 5ession Authentication Policy Mot configured | Computers . .
4 || Security T ) ) J - _ 52 Cloneable D... Security Group.. Members of this group t..
_| Authentication Logon Authentication Policy Properties ' i Domain Controllers 52 Denied ROD... Securitv Groun... Members in this group c...
= | ForeignSecurityPrincipals -
= | Enrollment : - g P 82 DnsA Copy... Aministrators Gro
: Settin i = . i
b 7 SMS 2 | Bxplanation | | Managed Service Accounts #2 Dnel P ents who are per..
B SMTP Specify the credentials or credential combinations that may be used to log on to or unlock this il People _‘ji;D grotip-. ted administrat
: : om - ated administrato...
I || Kiosk Administration = computer.  Users 3; Disable Account _
t- || DigitalPersona Server (2 Not Configured % Dom Reset Password... k#atmm and EE_r"'
[ Software installation @ Enabled 52 Dom e nain controllers 1.,
[ Windows Settings () Disabled 82, Dom nain guests
| Administrative Templates: Policy definiti Add _‘jiiDclr‘ﬂ Recover User... -
t || Control Panel N _1_) dpkic Delete License...
4 [?!gléalpers;jna (AD) K aesie ﬂﬂEnter Delete Credentials... ated administrato...
B || Genera = _
b IS Server N Fingerprints H2 Enter Open Home Page =rs of this group ...
4 5] Workstations —. ) 52, Grou Send Mail =rs in this group c...
| Advanced - mart ca - _1_; Gues) 1 account for gue...
_| Browser hardware support Contactiess card ?_;. IME_. All Tasks able Component ...
| Caching Credentials = 2, IME_ Cut able IIS Service A...
| Elgahleipﬂhcatmm “ Onetime Password 52 Prote Delete =rs of this group ...
- in?:zctiu:zager r Y - 52 RAS ; Rename in this group can...
; Digitglljersn:una Reports A i, Read =rs of this group ...
b ] Metwork ™ IO ke v EE,Schac:__ Properties :> ated administrato...
| Printers ¥ ?_:. Temy Help
N il ’ | OK Cancel Apply J_]} M“-" T Use —
Ijj TAF = TIR AT - e | A R T | . |JSSRP R o 5]
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Web-cepBUcCbl ynpaBrieHUS

= [lopTan perncrpavumum nonb3oBaTeNen
* [lopTan agMUHUCTPUPOBAHUA

Enroll a One-Time Password

Scan QR Code SMS OTP Hardware Token

Scan below QR Code using an authentication app on your device

e E httF'S:-"-"-.‘.-EhEI'II'E“-_-"E|[3EI'II'I:||r‘|'|E|'|t-":-" ~ i@ C || Search.., 2 Download Dhﬂ'l’lE‘ app
(=) DigitalPersona Applications... ®* 2 DigitalPersona Web Enrollm... % ||

o .. -

m digitalPersona.  DigitalPersona Web Enroliment Andrze] Blaszczyk ggslhiEelll

Credential Manager AD User - ALTUSBETA\Andrzej
mEN Enter the One-Time Password displayed on your device
Q D ol 1T @
= m

PASSWORD FINGERFRIMT 5 CARDS PIM OMNE-TIME PASSWORD RECOVERY QUESTIONS 2345 E?l x

\J /

ADD :
« Success: Credential has been successfully removed.
[]

FIDO KEY
Cancel
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UHTerpauuna c Active Directory

KnuneHntckaa PC

Push \\ Push / OTP
D) . o
. < R Windows DigitalPersona
@ MpUHATL/OTKIOHUT Credential Credential
Provider Manager VPN Client VPN Server

OdodpriaitH: nokansHbliid [ DigitalPersona Client Service

K3LL YYETHBIX AaHHbIX ‘ )

OHnanH: Pernctpaums n yganeHue 225 IgC)S/OTBeT)
AyTeHTndpukaums YYETHbIX AaHHbIX P
(3anpoc/oTBeT)

Digital Persona AD DigitalPersona Network Policy

DigitalPersona

v

Active Directory

Schema Extension Service Server

NPS Plugin BHelHWe moaynu

Active Directory Domain Controller Microsoft Network Policy Server
KOMMNOHEHTHI

DigitalPersona

[TPUHATBE/OTKITOHNTL
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UHTerpauuna c Active Directory LDS

KnuneHtckaa PC

Push Push/OTP
\\\ ) R Windows DigitalPersona

|

@ MpUHATL/OTKIOHNTL Credential Credential
Provider Manager VPN Client VPN Server
OddnanH: nokanbHbIi  —— DigitalPersona Client Service

KoLl yL-IéTH biIX OaHHbIX

RADIUS
OHnaiiH: Pernctpaums u (3anpoc/oTBerT)
AyTEeHTUVIKALS yaaneHue y4éTHbIX
(3anpoc/oTBeT) faHHbIX

Network Policy

DigitalPersona

Lightweight DigitalPersona

v

v

Active Directory

Server

NPS Plugin

Directory Services Service

BHewHne moaynm

AD Domain Controller LDS Server ! Microsoft Network Policy Server

KOMMNOHEHTbI
DigitalPersona

[MpUHATE/OTKNOHNTL
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JinueH3npoBaHue

basoBas nuueH3na Windows Logon
Bce meToabl (Kpome nuua) v ycnosusi NpoaBUHYTON MHOMOdoakTOpHOW ayTeEHTUMUKaLNA Ang BXoaa Ha AOMEHHbIE
MaLuunHbl (Windows Logon)

INTnueH3una Premium
BkritoyaeTt 6asosyto nuueH3nto Windows Logon + CKBO3HOM AOCTYMN B KOPNOpaTUBHbIE MPUITOXKEHUA U BED-
pecypchbl (SSO)

JononHutenbHasa nuueH3una FacelD gna ayTeHTUUKauum no nmuy
HapgexxHas ayTeHTuukaums no nuuy Yepes BCTPOEHHbIE NN O0bblYHbIE BED-KaMepbl

NononHuTenbHas nuueH3ua Behavior gnsa noBeaeH4YeCcKoro aHanusa
AHann3 BeBoga naponsd npu ayTeHTuukaumm
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[lpenmywiecTBa HID DigitalPersona

Bce BO3MOXHbIe MeToAbl MPOABUHYTOW
MHOrodoakTopHOW ayTeEHTUMPUKALNUN B OOHOM pPeLLUEHUN

JTroOble covyeTaHnsa MEeToaoB B 3aBUCUMOCTU OT
pasHOOOpa3HbIX YCIIOBUI OOCTYMNa, BKKOYas
noBeageH4Yecknn aHanms

HapexHaa ayteHTMdukaumusa rno nuuy vyepes
BCTPOEHHYI0 unu obbivHyto BEB-kamepy

Pasnu4yHble cueHapumn peructpaumm yY4ETHbIX AaHHbIX
— caMWUM Mosb30oBaTeNeM UM onepaTopom

Perncrpauuna y4yeTHbIX AaHHbIX 40 BXO4a B CUCTEMY
(Ha akpaHe Windows Logon)

CKBO3Has ayTeHTUdunKaums B NpuUNoXeHna n Bed-
pecypchbl (SSO)
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[Togaepikka o0LKX padbovnx cCTaHUUN (PEXNM
«KMocka»)

PasBépTbiBaHNE B apXUTEKTYpPE KOMMNaHUN U
obrayvHbIn cepBUC

YcTaHOBKa U HACTpouKa B IOMEHHOW
MHQPPACTPYKTYpE 3a HECKOSBLKO NPOCTLIX LLUAros

He TpebyeTtcs BblAeNeHHbIN cepBep B 6a30BOM
KOH(pUrypaumm

AOQMUHNCTPUPOBAHME Yepe3 cTaHOapTHbIE
rpynnosble nonutukn unu BEb-nopTtan ynpaeneHus

beccpoyHble NUUEH3UN TOMbKO NO Yncny
nonb3oBaTeneu
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Cnacn6o 3a BHumaHue!

Muxaun AwlapuH

AsharinM@terralink.ru

+7 (495) 721-1721, 0o6. 233



