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OcobeHHOCTU U PUCKK YyaaNeHHOU paboTbl

= PaboTa c AOMALLIHEro KOMMbIOTEPA,
KOTOPbIN MeHee 3aluLLLEH
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= BbIXopa B ceTb Yepes
He3alwMuleHHoe coegnHeHune
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= [10BbIWEHHbIN PUCK GULLNHTOBbIX
aTaK, B3/IOMa Y4eTHbIX 3anuceu
nonb3oBaTenemn



Myt CHUXKEeHUA PUCKOB Npu yaaneHHoOU paborte

MWHMMM3aLMA NPaB AOCTyNa COTPYAHMKOB

3almTa naponen (CNoXKHOCTb, PerynapHas CMeHa)

[logkntoueHume yepes VPN

MHorodaKktopHaa ayTeHTUdUKaLMA



= YT0-TO, YTO NO/Ib30OBATENb 3HAET
(Hanpumep, Mma noab3oBaTena
1 Napo/ib)

= YT0-TO, YTO NO/Ib30OBATE/NIb UMEEeT
(Hanpumep, TOKEH NN KNtoY)

= YT0O-TO, UTO Y N0/1Ib30BaATENA €CTb
OT NpupoAapbl (Hanpumep,
oTneyaTKu NanbLes)




Yto Takoe NetlQ Advanced Authentication

- [porpammHoe peLleHue ansa CTPoron ayteHTudmKaumm (bonee, yem KOMOUHALUMA «TIOTMH-NAPO/bY»)
- EAWHBIN UEeHTPaNN30BaHHbIA MHCTPYMEHT A5 HAaCTPOMKM MEeTOA0B M NpaBua ayTeHTUDUKaLMK
- MaccoBasa paboTa c rpynnamu nosb3oaTtenen (MMHUMMU3AUMA YCUANUK NO aAMUHUCTPUPOBAHUIO)

- B0O3MOXKHOCTb CaMOCTOATE/IbHOIO A06aBNEHMA ayTEHTUPMKATOPOB NO/Ib30BaTENAMMK (MOpTan
camoobcnyKmBaHmA)

- MobunbHoe npunoxkenue nog iOS n Android ans reHepaunm oaHOPaA30BbLIX Napoae

- I'Io,u,,u,emea OrpoOMHOro Ko/sim4yeCrtBa MmeToaoB annapaTHoﬁ aYTEHTM(I)MKaLI,l/IM



Mpumepbl noaaepKUBaeMbiX ayTeHTUPUKATOPOB
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Card Authentication
(Proximity / Smartcard)
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CobbiTuAa ayTeHTMUKaumm

VPN, npunoxkeHua

CamonucHble

cucrtembl

MeitHdpeiimbl

Pabouue cTaHuUM

RADIUS

REST API

Mac OSX

Windows10

OTKpbITble cTaHgapTbl (OAuth 2.0, OIDC)

Active Directory

CITRIX
ready

SAMLS

Federation Services

BupTtyanbHble cpeapbl
(XenApps,
XenDesktop)

O6nauHble cpeapl

CepBepbl

Linux




MobunbHoe npunoxenue Advanced Authentication

(

JlononHuUTeNbHaA 3aWnTa
ayTEHTUPMKATOPOB

= EI'IOKI/IpOBKa CHATUA CHMUMKaA 3KpPaHa

= EJ'IOKMpOBKa BblBOAad M306pa)'KEHMH
Ha BHELWHWNN 9KpPaH




Advanced Authentication — ynpasneHue uepe3 Web
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Bupabl passeptbiBaHnAa Advanced Authentication

= “Software Appliance” Ha 6a3e SUSE 12
= Kiwi based appliance
= OS Updates through SUSE Channel
= Patches via RPM
= Docker Application Hub
= Six Docker Containers (DBs, Servers, etc.)

= Kubernetes friendly

MoskeT bbiTb pa3BepHyTo B AWS man MS Azure



basosaa tononorna Advanced Authentication

= OpHa naowagka, ogmnH cepsep AA

‘ a E D = J/liobaa LDAP-coBmecTnMman gupeKktopus
“ 1 .+ »>

Directory Advanced Event Endpoint . C k.
O T — Mpumepsbl Event Endpoint: paboune

cTaHuum nopg ynpasnenmem Windows,
Linux, MAC; NetlQ Access Manager;
RADIUS client u gp.



Advanced Authentication B oTkasoycronumnsou
KoHPuUrypauuu

Advanced Authentication Site A Advanced Authentication Site B
= HeckonbKo naoLLaaoK

= Global Master — rnaBHbI cepBep

" T ‘ : ' B[, copepxnT Master database,

Directory Directory MOXKET PErMCTpmUpoBaTb HOBbLIE
naowaakm n cepsepbobl

I E ) - ' i DB Master — ocHoBHoOW cepsep B/1
DBServer ~ >a < B a < . DBServer ANnA 'ﬂ'aHHOﬁ naollaAru
' b | = DB Server cogepXut Konuto b/,
Global Master DB Master «cBoero» Master cepBepa
I I = Ecnn Master Server HegocTyneH, To
Endpoints B3anmoaenctaytoT ¢ DB
D E D Server.
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Endpoint Endpoint



NMone3sHble CCbINIKU

- J[lononHuTeNnbHblie MaTepurasbl No NPOAYKTY: https://www.microfocus.com/en-us/products/netig-
advanced-authentication/overview

- OunctpubyTtns c becnnatHon BpemeHHOM nnueHsunen: https://www.netig.com/products/advanced-
authentication/download

- TexHun4yeckas goKymeHTaumsa: https://www.netig.com/documentation/advanced-authentication-63/

- CuctemHble TpeboBaHus: https://www.netig.com/documentation/advanced-authentication-

63/advanced-authentication-6-3-system-requirements/data/advanced-authentication-6-3-system-
requirements.html



https://www.microfocus.com/en-us/products/netiq-advanced-authentication/overview
https://www.netiq.com/products/advanced-authentication/download
https://www.netiq.com/documentation/advanced-authentication-63/
https://www.netiq.com/documentation/advanced-authentication-63/advanced-authentication-6-3-system-requirements/data/advanced-authentication-6-3-system-requirements.html

IAM-pewieHusa ot Micro Focus

Identity Privilege
Identity Manager Access Manager Privileged Account Manager
Identity Governance Advanced Authentication Directory & Resource Administrator
eDirectory Securelogin Universal Policy Administrator
IGA as-a-Service Self Service Password Reset Change Guardian

Risk Service
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