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AMepukaHcKad TpyoonpoBogHasa koMrnaHud Colonial Pipeline sariaTiia
XaKepaM 0K0JI0 $5 MJIH B KPHUIITOBAJIIOTE Yepe3 HeCKOJIbKO YacoB II0CJIe

aTaky, coobitaeT Bloomberg co cchlikoi Ha THOOPMUPOBaHHEBIE

HMCTOYHHKMH.

3BeCTHO, YTO B3/10M CUCTEMBI ObINT OCYLLLECTBIEH MPU NMOMOLLM BMpYCa-
BbIMOraTesns 1, Mo HEKOTOPbIM cBegeHusAM, rpynnuposkon DarkSide.
KnbepnpectynHukm noxutuam 100 rurabaiT AaHHbIX 1 TpeboBanu 3a HUX
BbIKYM, YrPOXas Bbl/IOXUTb MHPopMaumio B VIHTepHeT. TenekaHan CNN,

TRIPLE EXTORTION RANSOMWARE
BCN/ECK ATAK BbIMOTATE/IEM B MUPE

$20 mnpa.

yuiepb oT aTak BbIMOraTe/IbCKOro
MO B mupe B 2020

Mo cpaBHeHuto ¢ $11.5 mnpa. 8 2019

Bbonee 50%

BbIMOraTesien yrpoxxanm
onybaMKoBaTb YKpaAeHHble
AaHHble, HAYMHaA ¢ 3-ro KB. 2020

$233 TbIC.

cpeaHWiA pa3mep BbiNAaYeHHOro
IAE

Ha 30% Bbilue, 4em Bo 2-m KB. 2020

Check Point https://blog.checkpoint.com/2021/05/12/the-new-ransomware-threat-triple-extortion/
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10...25+ TbiCcAY anepToB B AeHb B cpeaHem B 55% SOC

Bonee 4 pHeu — cpegHee BpemsA peweHna nHumaeHta (MTTR) B 79% SOC

Pe3ynbTrarT:
10% — HaHMMaAIOT BoNbLUE MHKEHEPOB
57% — nameHsaT NoAnTnkn b, 4tobbl YMEHBLLLNTL YNCIO aNepToB

30% — UTHOPUPYIOT onpegeneHHble KaTeropuun asepTos

NcTtounumkn: https://www.infosecurity-magazine.com/news/174000-alerts-per-week-besiege/
https://www.imperva.com/blog/27-percent-of-it-professionals-receive-more-than-1-million-security-alerts-daily/
https://www.helpnetsecurity.com/2019/08/29/soc-alert-overload/ 3
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dnemeHTbl aBTomaTtnsaumm B SOC

CHUXeHne BpeMeHM Ha NPOBEPKY COObITUI U pearMpoBaHme

Ha makpo-ypoBHe
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Ha mUKpo-ypoBHe

v Mnanbykun 8 SOAR «ABTOHOMHbIN» EDR:

v CKpuntbl B SIEM v

v Tunosble peakunm B XDR Y
v
v
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[lpegoTepalleHue
ObHapyKeHune u paccnegoBaHme
AHaNNTUKa N aTpmbyums
JleyeHune u BOCCTaHOB/IEHME



3LLIEI'IOHVIpOBaHHaFI 3dlWLllNTAd KOHEYHDbIX TOYEK

Anti-Exploit

[MpepoTBpalieHne
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bpay3ep

e [lecouHnua
ansa dannos

e CDR

¢ Anti-Phishing
(ML)

\

AHTUBUpPYC
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CtaTnyeckumn
aHanus (ML)

PenyTtauma un
nonmmopo.
Kop, (Hash &
Fuzzy Hash)

\

[lepen, HayaIOM aTaKu

NecoyHnua
anAa Gannos
Ha AgMCKe

Anti-Bot
(C&Q)
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[NoBepeHune
B peasibHOM
BpemeHu

Anti-
Ransomware

1d4ad/la dTadKU



NSS Labs Advanced Endpoint Protection Test 2020
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MpepoTBpaweHmne 97-99% aTtak peanbHO!

RECOMMENDED

Total Block Rate \v@s

100,00% \
99,50%

99,00% -

98,50% -
98,00% -

97,50% -
97,00% -
96,50% -
96,00% -
95,50% -
95,00% -
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B Check Point

W Cybereason

M Elastic

M FortiEDR
Sophos

W PaloAlto
BitDefender

M FortiClient

[loniHOUEHHOE paccneaoBaHne
NHUMOEHTOB NoTpebyeTtca
nwb ana 1-3% arak




EDR/XDR — Ba)KHbli1 uHcTpymeHT SOC u IR
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com/

poueccbl 4 peom DDE
- Key
dannbl - Logging | LNK
C Browser || Scheduled
€6 M Download Task |
Peectp L Named || Screen
P Objects Capture GOpeH3NKH
Cucrem. Remote WMI WMI .
Bbi3oBbl || Logon [] Persistence || Execution Incident
— _— ' Response
CeHcopbl O/1530- ypHanbl AMS]
BaTe/b cobbiTum

WELCOME TO THE FUTURE OF CYBER SECURITY
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Henb3a Tak NpocTo B3ATb U paccieaoBaTb UHLUUAEHT

Kakou cTaTyc yrposbi?
JloxkHoe cpabaTbiBaHue?

p Y710 3TO Takoe? (KnaccmdpumKaumna yrposbl U NPUOPUTET)

Check Point
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HacKkonbKo npeycnen 3n10yMblNEHHUK? (MoAHaA LenoYvka aTaku)

Kakou yuep6? (yyetku, AaHHbIe)

KaK OCTaHOBUTbL dTdRy, BblZ1Ie4UTb CTaHUWNWN, BOCCTAHOBUTDb ,ﬂ,aHHbIe?

Kak npenoTBpaTtuTb NoaobHbIe aTaku B byayLiem?

WELCOME TO THE FUTURE OF CYBER SECURITY
©2019 Check Point Software Technologies Ltd. 8



Oco6eHHOCTN pearnpoBaHus Check Point
B ALOMALUHUX YC/I0BUAX

Henb3Aa n3onmpoBaTb CTaHUUIO
Henb3Aa «nepe3annUtb» @
[loTepAH yaaneHHbIN AOCTyn? S

Kak NONHOCTbIO BblNeYUTb?
Kak BOCCTaHOBWUTb AaHHble?
Kakue eule ycTponucTea B
AOMaLlHEeW ceTn ycnenu
3apa3nTbca’?

O 0O 0 0 0 O

WELCOME TO THE FUTURE OF CYBER SECURITY
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«ABTOHOMHbIN» EDR
CNeLwuT Ha NOMOLLb

WELCOME TO THE FUTURE OF

CYBER SECURITY

nnnnnnnnn WCHEEK POINT
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UU pna cHUXKeHnA Ynucna NoXHbiX cpabatbiBaHMM

CueHapum

d9tan 1 i V/:_{
ObyuyeHue <KXQ$
THREATCLOUD | s @ ________
i A
| —/ OKCNepTHbIM aHanu3
dTtan 2 :
MpumeHeHue 53%
3almMueHHan gj,\(éb
CTaHUMS !

YTO-TO NpoMCXoauT Ha CTaHLUMU
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MalmrHHoe obyyeHune
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[lomeLLaem npaBuaO Ha CTaHUMUIO
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I I = MITRE ATT&CK"
== ENGENUITY. | Evaluations apameTtpbl oueHKku EDR
Check Point
VI S I b I I Ity SOFTWARE TECHNOLOGIES LTD
i
...... MUHUMARBHBIA ey, OOOTALUEHHBIE
ypoBeHb 06paboTku AaHHble
é é é é é
None Telemetry General Tactic Technique
HeTt Cblpble noru BpenoHocHoe 3auem Uero nbiTancsa goctuyb
cobbITuS be3 / nopo3spwu- Npoun3BeaeHo WU JOCTUr
KOHTEeKcTa TENbHOE aencTeme? 3M10YMbILUITEHHUK?
cobbiTne 6e3 | |
KOHTEKCTa |
Analytics

WELCOME TO THE FUTURE OF CYBER SECURITY
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MITRE ENGENUITY ATT&CK

100%

2021: Carbanak + FIN7

Carbon Black —@

@ Crowdstrike

Q
S0phos @ Fortinet

@ Cisco

@ McAfee

ESET
Q

@ Cynet

@ Cylance

SentinelOne
9

@ Check Point

Trend Micro —@

@ Palo Alto
Cybereason ~g
[~

@ Microsoft
BitDefender

@ Symantec

@ FireEye

https://attackevals.mitre-engenuity.orqg/enterprise/participants/?adversaries=carbanak fin7

95%

90%

85%

80%

75%

70%

65%

60%

55%

20%

30% 40% 50%

60%
Analytics

70% 80% 90%

100%

Telemetry


https://attackevals.mitre-engenuity.org/enterprise/participants/?adversaries=carbanak_fin7

||| = MTRE ATT&CK'
=== ENGENUITY. | Evaluations [lpumepbl =
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TenemeTtpua:

powershell.exe (PID: 6724) executed with arguments: C:\Users\kmitnick.financial\AppData\Roaming\TransbaseOdbcDriver\

API: BitBIt
conhost.exe 11240
Execution-through API

- 0 A

smrs.exe (PID: 2892) executed with arguments: : TYPE: External | Name: LsassOpenProcess

smrs.exe 2892
Process in AppData, Unsigned Process

AH a]'l MTM Ka (TeXH M K M M Ta KTM K M) : Process Discovery, Execution through API

COLLECTION SCREEN CAPTURE m MEDIUM SEVERITY

Adversaries may attempt to take screen captures of the desktop to gather information over the course of an operation.

CREDENTIAL ACCESS CREDENTIAL DUMPING m MEDIUM SEVERITY

Credential dumping is the process of obtaining account login and password information, normally in the form of a hash or a clear text password,
then be used to perform Lateral Movement and access restricted information.

WELCOME TO THE FUTURE OF CYBER SECURITY
©2020 Check Point Software Technologies Ltd. 14



iRt AL AT aT Srens At ok 11Tl
5 - il

iphecori-dase 43432

OYEHb mHOTO
KIUKOB «MblLLMN»!

[lpouecchl, 3anyweHHble
Bcero 3a 1 yac paboTbl
CTAaHUMM NOCNEe BKAKOYEHUA




cmd.exe 10564>
ecution through API, Command-Line Interface
Remote File Copy, Scripting
Datafrom Local System...

reg.exe 5480
Modify Registry, Dangerous Execution
Execution through API

conhost.exe 8208
Execution through API

cmd.exe 7220*
Modify Registry, Execution through API

Command-Line Interface, Remote File Copy

Scripting...
powershell.exe 9324
Service Execution, Query Registry
Dropped Script, Windows Management Instrumentation
Dropped DII...
. " Content X
Process Security Reputation File Ops (41)

Decoded Script:

O

«ABTOHOMHbBIN» EDR:
MonHana ueno4yka Knbepartakmn.
ABTOMATUUYECKMU.

csc.exe 10892+
Trusted Developer Utilities, Execution through AP|
Compile After Delivery, Data from Local System

powershell.exe 10460”
Scripting, Query Registry

Dropped Script, File Deletion
Modify Registry...

Network Ops (0)  Registry Ops (6)  Injections/Objects (29)

# Example: .\uac-bypass -exe process-to-run-as-high-integrity (powershell by default)

param (

Modify Registry, Query Registry

Suspicious Events (30)

Check Point

SOFTWARE TECHNOLOGIES LTD

cvtres.exe 8412
Execution through API

cmd.exe 9484

Execution through API, Command-Line Interface
Remote File Copy, Scripting

Data from Local System...

fodhelper.exe 10828*
Execution through AP|

Process i
Process Dis

conhost.exe 5840
Execution through API|

conhost exe 596

Crnn i Kranim

-
B -

Damage (0)

Sexe="cmd.exe /C C\Users\kmitnick. FINANCIAL\AppData\Roaming\TransbhaseOdbcDriver\smrs.exe > C:\Users\kmitnick.financial\AppData\Roaming\TransbaseOdbcDriver\MGsCOxPSNK.txt"

Shigh_integrity_binary="fodhelper.exe";



Initial Access

«ABTOHOMHbIN» EDR:
MonHaa matpuua MITRE ATT&CK.
ABTOMAaTUUYECKM.

Execution

Persistence

Privilege
Escalation

Defense Evasion

Credential Access

Discovery

Lateral Movement

Collection

Command and
Control

=2
Check Point
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Exfiltration

Impact

Remote Logon
Internal

= 1 event

Valid Accounts

Abnormal Launch

s
=

Command-Line
Interface

8 events

Execution
through API

Execution
through Module
Load

25 events

PowerShell

3 events

Office Application
Startup

Shortcut
Modification

1 event

Valid Accounts

Process Injection

33 events

Valid Accounts

Code Signing

1 event

Compile After
Delivery

Deobfuscate/Dec
ode Files or
Information

Execution
Guardrails

9 events

File Deletion

4 events

Credential
Dumping

Application
Window
Discovery

4 events

File and Directory
Discovery

1 event

Permission
Groups Discovery

1 event

Process
Discovery

8 events

Query Registry

Remote File Copy

42 events

Third-party
Software

4 events

Data from Local
System

98 events

Data from
Network Shared
Drive

2 events

Screen Capture

1 event

Commonly Used
Port

169 events

Remote File Copy

42 events

Standard
Application Layer
Protocol

5 events

Standard
Cryptographic
Protocol

7 events
Standard Non-

Application Layer
Protocol

10 events

Exfiltration Over
Command and
Control Channel

5 events

Process
Termination

2 events




CeegeHuA o penyTtauum cobpaHHbix IOC B 04HOM OKHe =
ecC oin
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9 MALICIOUS REPUTATION PASHAP-G4: analyzer1 567881665849

(&) All(10) () Files (2) () Domains (0) () URLs (0) ) IPs (8)

93.184.220.29

L e X O ® 4 i

Volatile IPv4 Coreinstaller 34 Medium Low Europe N/A
classification type malware family risk severity confidence country city

wlfe

» Additional Intelligence

u c0202cf6aeab8437c638533d14563d35

(% ] X O O 2] ©

Malware Win32 EXE Ryuk 100 High High 58/70 (82%) 8/17/2018,12:47:40 PM
classification type malware family risk severity confidence virus total first seen on

» Additional Intelligence

dbe440017adef623761d55b58fbede3s

@ [] P ® ® 2] ©

Unknown N/A N/A 50 Medium High N/A N/A
classification type malware family risk severity confidence virus total first seen on

» Additional Intelligence

9, 23.51.123.27
e 3

F N — —n — F e



«ABTOHOMHbIN» EDR:
JleueHUe U BOCCTAaHOB/1IeHUE AAHHDbIX. Gheck Point
ABTOMATUYECKM.

cmd.exe 10564> reg.exe 5480 csc.exe 10892y cvtres.exe 8412
ommand-Line Interface Modify Registry, Dangerous Execution Trusted Developer Utilities, Execution through API Execution through API
ote File Copy, Scriptin Execution through AP, Compile After Delivery, Data from Local Syste!
ta from Local System.? ~
conhost.exe 8208 conhost.exe 5840
Execution through API Execution through API
cmd.exe 7220* powershell.exe 10460>
Execution through API Scripting, Query Registry
face, Remote File Copy Dropped Script, File Deletion
Scripting.¢ ~ Modify Registry.€ ~
powershell.exe 9324 T T T e e mm e e e el fodhelper.exe 10828 cmd.exe 9484
Service Execution, Query Registry STl e Modify Registry, Query Registry _ Execution through API, Command-Line Interface
Dropped Script, Windows Management Instrumentatiol N R Execution through APYf — N~~~ """ ---- - - - Remote File Copy, Scriptin
Dropped DII.® A N Tl A ~ Data from Local System® - - . _ _ |9
c 4
. ) ) Registry Ops (4) — . -
Process Security Reputation Content File Ops (81) Network Ops (14) Injections/Objects (474)  Suspicious Events (196) Damage (0)

Show 100 ~ entries Search: Q
Registry Key s Action s Value ¢ Data Old s Data New + Time a
HKU\s-1-5-21-2979472553-3026127738-4227024803- Delete Value Key, Query file 22/09/2020, 16:30:27
500\software\microsoft\ads\providers\ldap\cn=aggregate,cn=s  Value Key, Create Key
chema,cn=configuration,dc=financial,dc=local
HKU\s-1-5-21-2979472553-3026127738-4227024803- Set Value Key, Delete Value file t‘} %LOCALAPPDATA%\Microsoft\Windows\SchCache\financial.loc 22/09/2020, 16:30:27
500\software\microsoft\ads\providers\ldap\cn=aggregate,cn=s  Key, Query Value Key, Create al.sch
chema,cn=configuration,dc=financial,dc=local Key
HKLM\system\controlset001\services\bam\state\usersettings\  Set Value Key, Query Value \device\harddiskvolume2\wi 22/09/2020, 16:33:21

e 1_.ED21.2Q7QA79ERQ2.2AINDATIT7T2Q.4227N2A9N2_.ENN Ko ndAwe\ euctam2Nuindauren



BbicTpoe neyeHue — meHblue yuepba el
Check Point
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Knaccmnueckuit EDR/XDR (pearnpoBaHue BpyuHYIO):

‘ BUSINESS IMPACT What was the potential damage done?

- Data ‘I 0 Privacy
[~ 'h
!® 6 5 Changes Violation

BTl > et 7 ) e ? ) PR YN P —_—
o B o e @ =R O iz O conhost exe 3372

1 1 1
tpetncrmses () PRSP > N—— |

; ,
St ra L et powershell exe 5768
3 o e @ Artack SI'.a't. ,i'-.t:rcanTI Behavior
- 1 . . 1 t Dropped Executable, Dropped File Deletion
T e o 0 R Q wensens Q) g ev N o Dropped Script...
T 7 ) R @’ ; mrbdfz.exe 5044
b eeese® e ? R 7 ) Trigger: mrbdfz.exe
v Process in AppData
dnceciirbeThad D zaem 12 4 b 10 ' L]
S— o 2 «ABTOHOMHbINU» EDR:
X “ ?“é e
Y > e s @)
“ iz @ BUSINESS IMPACT ©  What was the potential damage done?
o :

o

No damage detected

WELCOME TO THE FUTURE OF CYBER SECURITY
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MOXHO TaK NPOCTO B3ATb U pacciefoBaTb UHLUAEHT

Check Point

SOFTWARE TECHNOLOGIES LTD

o Kakou cTaTyc yrposbi?
o JloxkHoe cpabaTbiBaHue?
0 Y10 3TO TaKoe? (KnaccnudpmKauma yrposbl N NPUOPUTET)

o HacKonbKo npeycnen 310ymMmbllNeHHUK? (LenoyKa aTaKku)

o Kakou yuep6? (yyetku, AaHHbIe)

o ATaKa OCTaHOB/1IEHA, CTAHLMK Bbl1eYeHbl, AaHHble BOCCTAaHOB/IEHbI

[MpoakTMBHbIN Nouck yrpo3 (Threat Hunting)

WELCOME TO THE FUTURE OF CYBER SECURITY
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3auenku ana Threat Hunting n MDR

Process Name IS ONE OF 2 values e

oo

X v

Q, SEARCH

f CusTOM DATES v € PrOCESS v

User Name IS IEUser e +

e Predefined Queries

PREDEFINED

&

MITRE ATT&CK

Graph counters represent the total number of events

1

Rare network ip addresses
Uncover rare network IPs being communicated with. “Rare” is defined by the
number of connections to an IP.

I I I | L
— [ ] Rare unsigned processes by machines i
1 1 Uncover rare processes having no authenticated signatures. “Rare” is defined by F
BOOKMARKS the unique number of machines the process ran on.
© Showing 50 out of 52 results (2020-09-02 16:19:11 + 2020-09-03 01:26:23) DATE v  ACTIONS v
| {D Rare unsigned processes I
PROCESS INFORMATION HOST HISTORY l OQ Uncover rare processes having no authenticated signatures. “Rare” is defined by
the number of times the process ran.
) (M
Name powershell.exe Uset o Rare signed processes .
e @ SETTINGS l OQ Uncover rare signed processes. "Rare” is defined by the number of times the : A
Args Mac process ran.
N hell U Powershell encoded commands
ame powershell.exe S Running Powershell scripts with Encoded Commands is highly unusual and may
Dir c:\windows\system32\windo... Mac indicate a compromise occurred.
Start Time 2020-09-02 18:24:19 0S| Scripts launched through Outlook
Args HOS e B . U ——
e PID 3000 OS Version 10.0.17763.0 MD5 57aceb23c3e8f94fe0393aa2...
HUNTING Signed By Microsoft Windows Product Version 83.20.3692 Signed By Microsoft Windows
MD5 7353f60b1739074eb17c5f4d... Domain Name DomainNameNotFound Classification Benign
Invalid Signer false Detections VirusTotal 0 out of 70

Process Account BUILTINVAdministrators
Integrity Level high

Classification Benign




3auenku ana Threat Hunting n MDR

A

POLICY

THREAT
HUNTING

1O

&

INITIAL ACCESS

Valid Accounts

02
* 2K

Replication Through

Removable Media

External Remote

Services

Drive-by

Compromise

Spearphishing
Attachment

Spearphishing Link

MITRE Atrack

EXECUTION

Software

Deployment Tools

Windows Remote

Management

Service Execution

02
* 43

Windows
Management

Instrumentation

Scheduled Task/Job

Command-Line

Interface

02

2 A=

PERSISTENCE

Accessibility
Features

0o
*

Shortcut
Modification

Modify Existing

Service

Path Interception

Logon Scripts

DLL Search Order
Hijacking

PRIVILEGE
ESCALATION

DLL Search Order
Hijacking

03
* 878

Process Injection

Bypass User Access

Control

0
* 1

Access Token

Manipulation

Sudo

DEFENSE
EVASION

File System Logical
Offsets

Obfuscated Files or

Information

02
* 82

DLL Search Order
Hijacking

03
* 878

Process Injection

Indicator Removal on
Host

RundlI32

0

I*B

CREDENTIAL
ACCESS

Credential Dumping

Input Capture

Brute Force

0
* 9

Private Keys

Credentials in

Registry

Credentials from

Web Browsers

DISCOVERY

System Service

Discovery

Query Registry

03
* 1K

System Network
Configuration

Discovery

0
* 1

Remote System

Discovery

0O
* 4

System Owner/User

Discovery

System Network
Connections

Discovery

LATERAL
MOVEMENT

Application
Deployment
Software

Windows Remote

Management

Remote Desktop

Protocol

a2
* 2K

Windows Admin

Shares

a2
* 1K

Remote File Copy

04
% 382

Remote Services

COLLECTION

Data from Local

System

03
% 300

Input Capture

Email Collection

0
* 14

Screen Capture

=3

Check Point
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Last Loaded 12:05:53 AM

EXFILTRATION

Data Compressed

o2
* 275

Data Encrypted

Exfiltration Over
Command and

Control Channel

o3
* 27

COMMAND AND
CONTROL

Commonly Used
Port

04
* 7K

Application Layer

Protocol

0 4
K 2K

Multilayer
Encryption

Remote File Copy

04
* 382

Multi-hop Proxy

Remote Access Tools

(™ LAST WEEK

IMPACT

Data Destruction

Service Stop

Inhibit System

Recovery

Resource Hijacking



« ABTOHOMHbIU» EDR cHMKaeT Harpy3Ky Ha SOC
N YCKOpPSAET pelueHne MHUUAEHTOB

Check Point

MeHblLuUe NoXKHbIX cpabaTbiBaHUM
AHaNNTUKA U aTpnbyuLmA
OnpeneneHne BCen UENOYKU aTaKku
JleyeHne 1 BOCCTaHOBNEeHUEe AaHHbIX
3auenkun ana XxaHtmura n MDR

Harmony
Endpoint

\( )

AN N N N

[Mpumep:
2 KpynHbix MSSP B BennkobputaHum n Hopserum

~1 MJIH. pabo4mnx CTaHUUN N CEPBEPOB Y KIMEHTOB
Ha 50% HuXe PuH. 3aTpaTbl HA NpeaocTaB/eHue cepsmncos
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