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TEXHUKN N TEXHOJIOI'N

PEArMPOBAHUA HA MHUMAOEHTbI UB
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MHUMNOERTDI M

OOPOXHASA KAPTA

Capabili

Phase - Initial

* None

Phase A

* Reactive

* Engages only when and
Incident or event has

occurred

Maturity

Phase B

* Semi-Proactive

* Begins to receive raw threat
intelligence information

* Complements the
continuous monitoring
function

* No interface with IT Ops

E

Capability Maturity Model: Incident Response (Example)

Phase C

* Proactive

* Recelves customized threat
Intelligence

¢ Has the abllity to anticipate
action based on qualifying
the legitimacy of external
Incident and event
information

* Established KRI thresholds
for specific events/actions
with IT Ops

SECURITY VISION
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MHLUWMNOERTDI ME

CTAHAOAPTbBI U IYHLWUE NPAKTUKA

N lg Special Publication 800-61

Revision 2
National Institute of
Standards and Technology
U5, Department of Commerce

Computer Security
Incident Handling Guide

Recommendations of the National Institute
of Standards and Technology

Paul Cichonski
Tom Millar

Tim Grance
Karen Scarfone

http://dx.dei.org/10.6028/NIST.SP.800-61r2

https://csrc.nist.gov/publications/detail/sp/800-6 ina

MITRE

Cybersecurity Operations Center

. E " SECURITY VISION
YBUOETEL EE3ONACHOCTS

Blue Team Handbook:
SOC, SIEM, and Threat Hunting Use Cases

Notes from the Field (V1.02)

A condensed field guide for
the Security Operations team.

Don Murdoch&y

http://www.mitre.org/siteMt/fiIes/puincations/pr-13—1028— itre-10-strategies-cyber-ops-center.pdf

https://www.amaM/Blue-Team-Handbook-condensed-Responder/dp/1500734756



https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/fina
http://www.mitre.org/sites/default/files/publications/pr-13-1028-mitre-10-strategies-cyber-ops-center.pdf
https://www.amazon.com/Blue-Team-Handbook-condensed-Responder/dp/1500734756
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MHUMNAOERTDbI Ub:

DFIR vs. INCIDENT HANDLING

01 MoaroToBKa
:@:_) ‘!’ ‘L e INCIDENT HANDLING
02 WneHTudukaumsa n cbop faHHbIXx A %/ AAAAA
‘4€%’,e>
03 CaepxwvBaHue n oborateHme KL/ i - @
aDe-" _ O O
04 YcTpaHeHWe 1 aHanuT1ka i — ’O\_)@%\
05 N3 UHUMLEHTa t:iimf,@ :

06 3aKpenseHue aa X U MoAepHu3auumd

KOHTpOJ1eN
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MHUMNOERTDI M

ABCTPAKLUUA

YeM nydwe nHpopmauma Ha Bxoae, TeM niydwe pe3ynbTaT Ha BbIXoAe.
«Garbage in, garbage out».

INPUT

NMpeacrasneHuns ob

aTakax: l OUTPUT
[fpaBuna koppenauuu,

curHaTtypesbl, TI etc.

NMHumnpeHTbl UB:
T S e HAOaHHA
MHUMWOEHTAMU P /

obnlagarowme 40CTaTOYHOCTbIO
NAaHHbIX

NMony4yaemMblie AaHHbIE:
CobbiTnsa ¢ C3U,
CeTeBbIX U KOHEYHbIX
YyCTPOUCTB etc.
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NMCTOYHHUKWN

Proxy cepBepa
KOHEeUYHbIe YCTPOMNCTBA

DLP cucrembli AHTUBUpPYCbI\EDR

6paHaMay3pbl, CBUTYM U ceTeBblie IPS, VPN

DNS, DHCP

Active Directory, PAM
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\MC I OLIHMKM = MPVIOPUTU3AUNS
I e e
Hunting NMPUOPUTET

Antivirus ++ 3

Windows & Sysmon  Medium 8 +4 1 4+ 4 +4+ ++ | BblcOkMiA

Proxy Medium - b & ++ +

NIDS / NSM 7/ Medium + 2 + + +

DNS High SR S + +

Mail © Medium + - + -

Firewall High + 2 - ++ - )
HU3KUN

Linux (auditd) Medium - + + -

1 Xew-cymma ¢pannos (MD5,SHA1,SHA256) 7 Suricata\Zeek nnun kommepueckune Anti-APT, NTA

2 C2 IP-apgpeca v OMEHbI 8 Hanpsamyto 3aBucut oT nonntmnkn (MS Baseline\sysmon-modular)

3 Antivirus Event Analysis Cheat Sheet, @cyb3rops 9 [lone3HoCTb B PEKOHCTPYKLUUN UHUNOEHTOB

4 Sigma npasuna 10 [Mone3HOCTb NpU PEKOHCTPYKUUU NPOABUHYTbLIX TTP

5 T[lopgo3putenbHble TLD n UserAgent 11 Hanpsmyto 3aBUCUT OT NOJINTUK N DUILTPOB

6 D>DddekTnBEH Npu ncnonb3losaHum TI feeds
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JNNYHLWUUE NMPAKTUKN

0 1 BrandonsProjects WEFC
https://qgithub.com/BrandonsProjects/WEFC

02 Palantir Windows Event Forwarding Guidance
https://github.com/palantir/windows-event-forwarding

03 Ultimate Windows Security
https://www.ultimatewindowssecurity.com/

04 Sysmon-Modular
https://qgithub.com/olafhartong/sysmon-modular

0 5 ATT&CK Data Sources
https://github.com/mitre-attack/attack-datasources

06 Atomic Threat Coverage
https://atomicthreatcoverage.atlassian.net/wiki/spaces/ATC/pages/12592743
3/Logging+Policies



https://github.com/BrandonsProjects/WEFC
https://github.com/palantir/windows-event-forwarding
https://www.ultimatewindowssecurity.com/
https://github.com/olafhartong/sysmon-modular
https://github.com/mitre-attack/attack-datasources
https://atomicthreatcoverage.atlassian.net/wiki/spaces/ATC/pages/125927433/Logging+Policies
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PYRAMID

OF PAIN

A PSS
Tools » Challenging
Network/ _  Annoying
Host Artifacts
Domain Names . Simple
Easy
Trivial

https://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html



https://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html

Threat Intel Lifecycle

Cyber Threat Intelligence Lifecycle Overview

ANALYSIS AND

PLANNING AND
DIRECTION

Planning and
Direction Document:
- Top Cyber Risks/Threats
- Top Intelligence Use Cases
- Overall Pressure Posture
- CTI Target State
- Critical Assets
- Stakeholder Requirements
- Business Requirements
- Sharing Requirements
- Rules of Engagement
- Non-Disclosure Agreements

Priority Intelligence
Requirements (PIR)

Traditional News
- CNN, New York
— Times, BBC, The

Guardian, Google

- www.CorrelatedSecurity.com -

News, Yahoo efc.

Vulnerabilities
Qualys, Mitre CVE,
Exploit-DB, Security
Focus, External
Scanners, etc.

Security Blogs
Hackernews, Dark

E reading, Krebs on
security, SANS ISC,

threatpost, zone-h etc.

Threat Intel Feeds

Free available feeds,
\ OSINT feeds, STIX,
[ TAXII, hailataxii, SANS

Feeds, Limo etc.

Security Reports.

Verizon Breach Report,
ATE&T, Cisco, Dell,
Google, X-Force,

McAfee, Symantec etc.

Threat Sharing

AlienVauit, X-Force
Exchange, MISP,
Facebook Threat

Exchange efc.

Paid Premium
Intelligence
Quantitative Threat
Feeds, Qualitative
Intelligence Reporting
& Feeds efc.

Social Media
Monitoring
Twitter, Facebook,
Youtube, Instagram,
LinkedIN, Reddit,
Medium stc.

Security Incidents
Current and Past
Security Incidents,
Incidents of industry
Peers efe.

O

Darknet Monitoring

Hacker forums, darknet

market places, darknet

chatrooms, darknet wiki
sources efc.

Phishing Intelligence

Canary Mailboxes,
- Phishing Intelligence,
— User Phishing
Reporting Mailbox etc.

Deception Platform

Honey Tokens,
‘ Honeypots, Tarpits,
} ’ Decsption
Technologies ste.

Brand Monitoring

Consumer, brand
reputation, market
sentiment, brand
infringers, competitor
monitoring ete.

AppStore Monitoring
Fake or Rogue Apps
inside Google Play,
Apple Store, 39 Party
App Stores efc.

Leak Monitoring

Wikileaks, Darknet

Offerings, Ransom
Leaks, Pastebin
monitoring ete.

Fraud Intelligence
/ Internal Fraud reporting,
FS-ISAC, Visa,
‘ Mastercard, Interpol,
regional bank efc.

PROCESSING AND

EXPLOITATION

Contextual Enrichment | | Formatting }

<

Threat Intelligence Platform (TIP)

Qualitative

Intelligence Sources
Analysis &

Aggregation &
Production

Enrichment

o 1

Workflows I

Quantitative
Intelligence Sources

Intelligence Enrichment ]

PRODUCTION

CTl Production
Reporting &
10C Formats,
Dissemination

Requirements etc.

L

Qualitative
Intelligence Products

Quantitative
Intelligence Products

1

CTIl Analysts
O Threat Actor
Tracking, Threat

r Q Meodeling, Actor

Attribution ete.

DISSEMINATION AND
INTEGRATION

Qualitative Internal
Reporting Stakeholders
Strategic, Tactical, o CSQC, CSIRT,
@ Operational, Yearly, Security & IT
Monthly, Weekly, r * Management, Fraud,
Ad-hoc Reporting h C-Suite Level etc.
7 L
Quantitative External
Integration Sharing Partners
YARA, SIGMA, CERT's, Sharing

Community, Industry
specific partners,
private sharing stc.

SNORT, STIX, IPs,
Hashes, Domains,
Signatures etc.

o +

SECURITY VISION
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STIX\TAXII

ADVERSARIES

) Commercially Available
Threat Information Resources

DHS Cyber Programs
I ) and Indicator Feeds

STIX 2.0 Architecture

RELATIONSHIPS
4X ATTRIBUTED-TD
X INDICATES

aX MITIGATES

s N
e onaTES r'VDH S Partner Submitted Indicators
E (a) Shared AIS Indicators
2 Machine-Sanitized
mted processes AIS Indicators —
E ® Anonymize |p—':\x | .
el * Protect privacy and ) A
Civil Liberties
E \, W,
4 Y ..

g :ﬂahl‘st Enrichment tax"

g C eeeion —EI—) server

m| © Loversgeinformation || Analysis-Enrich

] AIS shared indicators AIS Indicators

\_ (b) Partner Submitted Indicators
(c) Submitted Indicators J

L\
by using a Web form O 1
L]
(d) Submitted Indicators l&;ﬁ
by using Email @

https://www.hitachi.com/hirt/publications/hirt-pub17007/index.html

11


https://www.hitachi.com/hirt/publications/hirt-pub17007/index.html

ATT&CK framework

SECURITY VISION

YBUOE

Tb BE3ONACHOCTDb

Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Evasion Credential Discovery Lateral Collection Command and  Exfiltration Impact
Development Escalation Access Movement Control
10 techniques 7 technigues 9 techniques 12 techniques 19 technigues 13 technigues 39 technigues 15 techniques 27 technigues 9 technigques 17 technigues 16 techniques 9 techniques 13 techniques
Active Scanning (z) Acquire Drive-by Command and Account Abuse Elevation Abuse Elevation Control Brute Force (g Account Discovery (g u Exploitation of Archive Application Layer M |Automated Account Access
Infrastructure (g Compromise Scripting Manipulation (4 Control Mechanism (4 Remote Collected Protocol (g) Exfiltration (1) Removal
Gather Victim Host Interpreter (g Mechanism () Credentials Application Window Services Data (3
Information (4 Compromise Exploit Public- BITS Jobs Access Token from Password Discovery Communication Data Transfer Data Destruction
Accounts (z) Facing Container Access Token Manipulation (5 Stores (5) Internal Audio Capture Through Size Limits
Gather Victim Identity Application Administration Boot or Logon Manipulation (5 Browser Bookmark Spearphishing Remavable Data Encrypted for
Information (3 Compromise Command Autostart - BITS Jobs Exploitation for Discovery Automnated Media Exfiltration Impact
Infrastructure (g External Remote Execution (14 Boot or Logon Credential Lateral Tool Collection QOver
Gather Victim Metwork Services Deploy Container Autostart Build Image on Host Access Cloud Infrastructure Transfer Data Encoding (z) [ |Alternative Data
Information (5 Develop Boot or Logon Execution {14) Discovery Clipboard Data Protocol (3 Manipulation (3
Capabilities (g) Hardware Exploitation for Initialization Deobfuscate/Decode Forced Remote Service Data
Gather Victim Org Additions Client Execution Scripts (5) Boot or Logon Files or Information Authentication Cloud Service Session Data from Cloud Obfuscation g Exfiltration Defacement (z)
Information (4 Establish Initialization Dashboard Hijacking (2 Storage Object - Over C2
Accounts (z) |Phishing 6] u Inter-Process Browser Scripts (5) Deploy Container Forge Web Dynamic Channel Disk Wipe (2)
Phishing for Communication (3 Extensions Credentials (z) Cloud Service Discovery Remate Data from Resolution (3
Information (3 Obtain Replication Create or Modify Direct Volume Access Services (g) Configuration Exfiltration Endpoint Denial of
Capabilities (g Through Native API Compromise System Input Capture (4[] Container and Resource Repository (2 Encrypted Over Other Service (g
Search Closed Remaovable Client Software Process (g Domain Policy Discovery Replication Channel (z) Network
Sources (z) Stage Media Scheduled Binary Modification (z) Man-in-the- Through Data from Medium 4 Firmware
Capabilities (5 Task/Job (7 Domain Policy Middle z Domain Trust Discovery Removable Information Fallback Corruption
Search Open Technical Supply Chain Create Maodification (z) Execution Guardrails (1 Media Repositories (z) Channels Exfiltration
Databases (3 Compromise (3 Shared Modules Account (3 Madify File and Directory Over Physical Inhibit System
Escape to Host Exploitation for Defense Authentication Discovery Software Data from Local Ingress Tool Medium 4 Recovery
Search Open Trusted Software Create or Modify Evasion Process (g Deployment System Transfer
Websites/Domains (3 Relationship Deployment Tools System Event Triggered Network Service Tools Exfiltration Metwork Denial of
Process (g Execution File and Directory Network Scanning Data from Multi-Stage Over Web Service (z)
Search Victim-Owned Valid System Services (z) Permissions Sniffing Taint Shared Network Shared Channels Service (z)
Websites Accounts (g) Event Triggered Exploitation for Modification (z) Metwork Share Content Drive Resource Hijacking
User Execution () Execution (15 Privilege 0§ Credential Discovery Non-Application Scheduled
Escalation Hide Artifacts (7 Dumping (g) Use Alternate Data from Layer Protocol Transfer Service Stop
Windows External Remote MNetwork Sniffing Authentication Removable
Management Services Hijack Execution Hijack Execution Steal Material (g Media Non-Standard Transfer Data System
Instrumentation Flow (11) Flow 11) Application Password Policy Port to Cloud Shutdown/Reboot
- - Access Token Discovery Data Staged (3 Account

https://attack.mitre.orqg/

Hijack Execution
Flow

Impair Defenses (7

Steal or Forge

Execution

Process
Injection (11)
Implant Internal -
Image Scheduled
Task/Job (7
Modify
Authentication Valid
Process 4 Accounts (g
Office
Application
Startup (g

Pre-0S Boot (5)

https://mitre-attack.github.io/attack-navigator/

Masquerading (s

Modify Authentication
Process ()

Modify Cloud Compute
Infrastructure

Indicator Removal on Kerberos
Host () Tickets (4
Indirect Command Steal Web

Session Cookie

Two-Factor
Authentication
Interception

Unsecured
Credentials (7)

Peripheral Device
Discovery

Permission Groups
Discovery (z)

Process Discovery

Query Registry

Remote System
Discovery

Software Discovery H

Email
Collection (g

Input Capture (4

Man in the
Browser

-the-
@

Man-i
Middl

Screen Capture

Video Capture

Protocol
Tunneling

pove

Remote Access
Software

Traffic
Signaling (1

Web Service (3
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https://attack.mitre.org/
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ATT&CK: Sigma rules

Sigma Sigma
Format Converter

Generic Signature Applies Predefined and
Description Custom Field Mapping

https://qithub.com/SigmaHQ/sigma
https://atomicthreatcoverage.atlassian.net/

https://uncoder.io/

win_susp_Isass_dump.yml x

DEVELOPERS

sigma: smbexec.py Service Installation

smbexec_py Service Installation
- Detects the use of smbexec.py tool by detecting a specific
service installation
- Omer Faruk Celik

- 2618/63/26

| - https://blog.ropnop.con/using-credentials-to-own-windows-boxes-part

-2-psexec-and-services/

- windows

- 7045

"*\execute_bat'

|

Il

(N *BTOBTO"
(NN

|

service_installation

ServiceName

- ServiceFileName

| - Penetration Test
| - unknown

critical

SECURITY VISION
YBUOETEL EE3ONACHOCTS

PRODUCTS~  SOLUTIONS-~ RESOURCESv  COMPANY~ SIGNIN | | SIGNUP

as
Translate {3

title: smbexec.py Service Installation
description: Detects the use of smbexec.py tool by detecting a specific
service installation
author: omer Faruk Celik
2018/03/20

/blog. ropnop. com/using-credentials -to-oun-windows-boxes-part—
-and-services/
logsource:
product: windows
detectiol
service installation:
EventID: 7045
ServiceName: 'BTOBTO"
rviceFileName: ‘*\execute.bat'
condition: service installation
fields:
- ServiceName
- serviceFileName
falsepositives:
- Penetration Test
- Unknown
level: critical

Translating to: Sigma

13
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ATT&CK: ATC

ATC / Detection Rules

DLL Load via LSASS

Created by Daniil Yugoslavskiy
Last updated Mar 23, 2020

ATC / Data Needed (5]
Title DLL Load via LSASS . .
DN_0016_12_windows_sysmon_RegistryEvent
Description Detects a methed to load DLL via LSASS process using an ur
c.@ Created by TestMateo
ATT&.CK Tactic TAD002: Execution Last updated Nov 04, 2020 by Daniil Yugoslavskiy ATC / Trggers Q ..
ATT&CK Technique T1177: LSASS Driver Title DN_0016_12_windows_sysmon_RegistryEvent -I—.] 088 B
: Bypass User Account Control
. . Auth: 1 ct
Data Needed * DN_0016_12_windows_sysmon_RegistryEvent uther @ate_proje . y
L X . Created by TestMateo
* DN_0017_13_windows_sysmon_RegistryEvent Description Registry key and value create and delete operations map to this event type. e.@ Last updated Mar 23, 2020 by Daniil Yugosiavskiy » 0 min read
Tri T1177: LSASS Dri A "o
rigger : rver Atomic Trigger
Mitigation Policy  None gg
Savautyjiaval high References * https://www.ultimatewindowssecurity.com/securitylog/encyclopedia/eve
. « httpsy/github.com/Cyb3rWard0g/OSSEM/blob/master/data_dictionaries T1088 - BypaSS User Account Control
False Positives Unknown
) Platform Windws Description from ATT&CK
Development Status  experimental i
Type Applications and Services Logs <blockquote=Windows User Account Control (UAC) allows a program to elevate its privileges to perform a task under administrator-level permissions by prompting the user for confirmation. The impact to the user ranges from
References * https://bleg.xpnsec.com/exploring-mimikatz-part-1/ PraNiaer Micresoft-Windows-Sysmon denyi:wgttrﬁ opetratiungllmtsrhgn ehr;jm:c:msrlj:():a\)\\[mw}\(ng the user to perform the action if they are in the local administrators group and click through the prompt or allowing them to enter an administrator password to
. complete the action. (Citation: TechNet How orks
* https://twitter.com/SBousseaden/status/ 1183745981189 o Microsoft Windows Sysmon/Gperationsl P ¢ )
¥ P If the UAC protection level of a computer is set to anything but the highest level, certain Windows programs are allowed to elevate privileges or execute some elevated COM objects without prompting the user through the

Author Florian Roth Fields * EventlD UAC notification box. (Citation: TechNet Inside UAC) (Citation: MSDN COM Elevation) An example of this is use of rundli32.exe to load a specifically crafted DLL which loads an auto-elevated COM object and perferms a file

« Computer operation in a protected directory which would typically require elevated access. Malicious software may also be injected into a trusted process to gain elevated privileges without prompting a user. (Citation: Davidson

st ‘Windows) Adversaries can use these technigues to elevate privileges to adminisirator if the target process is unprotected
.- lostname
 EventType IMany methods have been discovered to bypass UAC. The Github readme page for UACIMe contains an extensive list of methods (Citation: Github UACMe) that have been discovered and implemented within UACHe, but
1 s may not be a comprehensive list of bypasses. Additional bypass methods are regularly discovered and some used in the wild, such as
Detection Rules + UtcTime ¢ » e v aulary :

ProcessGuid = <code>eventvwrexe</code> can auto-elevate and execute a specified binary or script. (Citation: enigma0x3 Fileless UAC Bypass) (Citation: Fortinet Fareit)

* FProcessid Another bypass is possible through some Lateral Movement techniques if credentials for an account with administrator privileges are known, since UAC is a single system security mechanism, and the privilege or integrity of a
v Sigma rule ¢ Image process running on one system will be unknown on lateral systems and default to high integrity. (Citation: SANS UAC Bypass)</blockquote=
* TargetObject

title: DLL Load via LSASS

id: b35e3e44-68ce-4bf4-bbcb-23db98738323

status: experimental

description: Detects a method to load DLL via LSASS process using an undocumented Registry key
author: Florian Roth

Atomic Tests

Atomic Test #1 - Bypass UAC using Event Viewer (cmd)

Atomic Test #2 - Bypass UAC using Event Viewer (PowerShell)
Atomic Test #3 - Bypass UAC using Fodhelper

Atomic Test #4 - Bypass UAC using Fodhelper - PowerShell

Atomic Test #5 - Bypass UAC using ComputerDefaults (PowerShell)
Atomic Test #6 - Bypass UAC by Mocking Trusted Directories

https://atomicthreatcoverage.atlassian.net/wiki/spaces/ATC
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ATT&CK:

Red canary
Mordor
HELK

etc.

https://qithub.com/redcanaryco/atomic-red-team

VS
. beats

https://mordordatasets.com/introduction.htmi
https://thehelk.com/intro.html

WEF SERVER ' A

~—/

S

o
>4

i/
I

4

- logstash

me elasticsearch
-

ES-Hadoop
J |

" SECURITY VISION
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O 0 SIGMA

[
GraphFrames
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ATT&CK: B oTyeTax

PARINACOTA attack chain

Q Initial access via RDP brute force

[ Security controls turned off

Credential dumping using Mimikatz

L Scanning for additional targets on ports
3389 (RDP), 445 (SMB), and 22 (SSH)

— Lateral movement

®E

MITRE ATT&CK

T1190 | Exploit Public-Facing Application

T1089 - Disabling Security Tools

T1003 - Credential Dumping

T1046 - Network Service Scanning
T1047 - Windows Management Instrumentation

Brute force on targets via SMB T1110 - Brute Force

and SSH using Hydra

Stolen credentials used to connect to
multiple other servers via RDP

T1076 - Remote Desktop Protocol

On a particular server, WMI and PsExec
used to allow remote desktop connections

T1047 - Windows Management Instrumentation

Blocking on 3389 disabled in the
firewall using netsh

T1089 - Disabling Security Tools

Connection via RDP, all services
stopped

T1076 - Remote Desktop Protocol

Compromised server used to distribute
ransomware to the server infrastructure

T1471 - Data Encrypted for Impact

@®O

SECURITY VISION

YBUOETbE BE3ONACHOCTDb

. KapTa yrpos MITRE ATT&CK® Ha 2020 @ Hax:erenamcGy»orexHTky,umﬁu
- S Hardware Trusted

Initial Access ‘additions Relationship

a

Execution

Ti087
| Server
Persistence ‘Execution Flow Software
Companent
1508
a dfock

Privilege Escalation

EventTriggersd i
Execution
Tisas TiE7
Indicator SubvertTust  Trusted Virtualization|  Abuse Elevation  Hijack
Remaual on Controls Developer Sandbox Cantrol Execution Flow
Host Usiities Praxy | Evasien Mechanism
Execution
Ti070 Ti553 Tz Tid97 Ti548 TiS7

Steslorforge  Unsscursd
Kerbaros

a BITS Jobs.
Defense Evasion

Credential Access Credentials
Teckets
1555 Ti088 Tasss Tass2
System System Software
Discovary Network Netwark Discovary
Configuration ~ Cannections
Tl . Tae 1518
H Exploitation
Lateral Movement of Remote
Sarvices
Ti210

https://www.microsoft.com/security/blog/2020/03/05/human-operated-ransomware-attacks-a-preventable-disaster/

https://www.group-ib.ru/resources/threat-research/ransomware-2021.html
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X vy vision
ATT&CK: Red&Blue

PURPLE TEAMING WITH ATT&CK

| just used a scheduled We just detected
task (T1053) to the RED TEAM
establish persistence! AT'I' &C K performing T1053!

RED TEAM BLUETEAM

https://blog.shi.com/cybersecurity/how-to-improve-threat-detection-and-response-with-mitre-attck/
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E  eMmEre EeaonAcHocTs
ATT&CK: Peer2Peer

“Githubification” of Infosec

Towards an Open, Shareable, Contributor-Friendly model of speeding InfoSec learning

T

| ‘
= Jrhnegtzi;;w? B
SAT&CK l Technique Database
¥ §

Detection Definitions

|
|
Detection Product
—
|

Analysis
by @JohnLaTwC '

v

https://medium.com/@johnlatwc/the-githubification-of-infosec-afbdbfaadidi
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After ATT&CK

YTOo pnanbuwe?
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