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Haw ocduc paspaboTku
HaxoguTcsa B TexHonapke
HoBocunbupckoro
Akagemroponka, B MecTe, rae
ThICSYM TaNaHTINBbLIX
pa3paboTyMKOB, NHKXEHEPOB,
YYEHbIX 3aHMMAIOTCH
NPON3BOACTBOM
BbICOKOTEXHOMNOIMMYHbIX
NPOAYKTOB.

[lonosnHuTtenbHble 0UCHI:
r. MockBa, /L «CkonkoBo»
r. XabapoBck
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¢ 1o 2010 roaa ? ¢ *
a 2013 ropn, 2018 ron 2021 ron
KomnaHus Entensys
paspabatbiBana BbinyliieHo peLleHne CospnaHa HoBas G
nonynsipHble UserGate Web Filter onsa nabopartopua n Hayata ..
NPOrPaMMHbIE PeLLEHMS ornepaTopoB CBA3N U pa3paboTka s
noa Windows-nnatgopmy| MY6nmuHoro Wi, COOCTBEHHbIX P
111151 Maroro 1 cpeaHero YHUBEPCUTETOB U LLKOS annaparHbIx nnargopm.
bunsHeca [Mpongera

o * o * ¢ ceptudukaumsa ®CTIK. o

2010 rop, 2016 rop 2020 rop,
Co3aaH BHYTPEeHHUN BuinywieH UserGate UserGate ctan
cTapTan, B pamkax UTM, KomnnekcHoe pelueHnem yposHs Next

Generation Firewall.

KOTOPOro Havanacb pelleHne ans PeaM30BaHO HECKOMBKO
pa3paboTka HOBOW obecneyeHus ThICSY MPOEKTOB, B
nnatdopmbl ©e3onacHocTH BOMBLUMHCTBE M3 KOTOPbIX

KOPNOpaTMBHbIX CETEN ¢ 3amelleHbl 3apybexHble

aHanoru.
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CeTeBble PyHKLUMN
Me>xxceTeBoW 3KpaH
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VLAN, PPPoE, LACP, Bridge

GRE, VXLAN, IP-IP

VRF, Multicast mapwpytunsauus
Routing Static, BGP, OSPF, RIP
NAT, DNAT, PBR

Traffic shaping

NpeHTudpunkauyus
nosib3oBaTtesien
Captive-noptan
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Kerberos, NTLM, SSO
Radius, TACACS+

MFA
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AR [ ]
_ \\ /.! D
NHTepHer =
dunbTpaymns
KoHTeHTHasa dunbTpaums
Mopdonorua
AHTUBMpPYC

WNHcnekTnpoBaHume SSL
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OnepauunoHHas
cuctema UGOS
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OpraHusauums
yAanNeHHOU paboTbl
L2TP IPSec VPN

CoBmectumoctb ¢ Cisco VPN
Web-noptan (SSL VPN) FrOCT TLS
Reverse-npokcm FOCT TLS
FpaHynnpoBaHHaa HacTpouka SSL
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3awumTa oT yrpos

L7

COB HoBbil cO6CTBEHHbIN ABUXKOK
WHcnektuposaHue SSL F'paHynupoBaHHasa HacTtpouka SSL

FOCT TLS
ICAP

MHcnektuposaHue SSH
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OTkasoycronumeoct
b

Knactep koHUrypauymm
Knactep A-A
Knactep A-T1

BesonacHoctb ACY
™

L7, IEC 104, Modbus, DNP3, MMS
HoBble npoToko/bi

O6paboTtka 3epkasbHOro
Tpaduka

Bbe3onacHoOCTb
nouThbl

AHTnCnam
AHTUBMpPYC

AHanus yrpos
Moaaepxka koHuenunn SOAR
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\ UserGate Client

« MexceteBou 3KkpaH TUna «B» /

e JONONHUTENbHBIN YPOBEHb
ayTeHTUdUKauum

* VPN-knneHT ana opraHnsauuu
6e30nacHOro yaaneHHoro AocCTy

User (70!1'&
Client
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UserGate UserGate client
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KOHTPO/Ib COCTOAHNA KNINEHTOB Yepes LLeHTPaAbHYH KOHCOb

o
UserGate Client

Client info .

UserGate

UserGate Client

‘. — internet

Client info

Client info

UserGate MC
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UserGate ICS
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NOAPAAUMK/COTPYAHMK
......................... g
IToroBas >
g UuTepHer

ApXnTekTypa

KopnopaTuBHbIi cermMeHT

JlokanbHbIM COTPYAHUK/NOAPAAYNK

ﬂpousso.ncheHHan 30Ha

JNokanbHbli cepeep

NpUIoKeHUI Cepeep yoaneHHoro gocryna WEB-uHTepdeich

o™=
IPS §§ PLC
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MpoussoacTBeHHasn 30Ha

JlokanbHblii cepeep
NPUNOXKEHHU I
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UserGate LogAn
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apxuTekTypa npoaykta | 18
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